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HTIEThAE

August 11,2022

2206 PRYFTIEIIEE

Linux VDA 2206 hir & 1& LA T #i8ThAEF1 G52 TN AE

%% Debian 11.3

HATAMT Debian 11.3 fFAZRXIHMNELITIR. AXEAES, BSARAEZR,

X#fEFA Azure AD EIEHITRF S8

Linux VDA £ L5 Azure Active Directory (AD) £ LUR B A B 458IE. ERAILLIIEE, BARIUERE Azure
AD EIEEFREIERMNEN Linux RE. BXFEMEE, BESIAER Azure Active Directory #1755,

B R IREMREER

Linux VDA BIfE R A EEMH B REIMKEPNE P ImEENEMRES. RAMERTRALNE. EXEAER, ES
|9E|§'FH%EE/;‘@1>{*I&\£LKUTD

=A3E vGPU £+=# Remote PC Access VDA 1% B RE3185RINAE

IhRZS 2R T AP 151E) Remote PC Access &iERF I LA T iRl R

o TAFEILEEE PCHETRS. ERSIEABRHRESBREZENK,
o {EAZPER2RA1 Remote PC Access £iERY, BREnl BRI,

ﬁ*ﬁ%fm ) 1ﬁ%|\ﬁ|5“5 VGPU E—Eo

FEERFRE LHNBEEXEREEER

WE, BALUERAEXERMEREEEEXZEERRER. BXFAGE, BEAZEERFS LHNBEEXNE S
TEEH o
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Bz DPI 48K

Linux VDA B7E%#585h DPI %81, HAFPITAERNKSERNAREFSIEN, RIEFH DPIESBREXALEE
i EBY DPIigE. BXFAER, ESHAER DPI 4.

LDAP ZifgFER

BT ERIEENTEBSE LDAP iR$S285, Linux VDA IEE A AR &8 2 iEM ey LDAP R85, ERAEIR
89 LDAP &if, BEiEEHR EERA2BHER, FHIFEXH LDAP IOS1EE N 3268, BXNfIHEE LDAP ARSS2:3H
LDAP imOMER, ESRETENLITRN Linux VDA R&ExEHH CTX_XDL_LDAP_LIST E&i5HE,

BHEX FAS %0

B#T, Linux VDA £3f@455, W@Ei@Edin0 80 5 FAS ARS8 Ti@fE. BARRANE, A LUEiT ctxsetup.sh &
#9 CTX_XDL_FAS_LIST 72 Linux VDA i EE X FAS i, BXFMER, BESHETEMRITHRE Linux VDA =

EXE,

FHARR S FREYFTE ThAE

BX7E 1912 LTSR % 2204 CR Z/EiRMIVRIThRPESBUIIEINEE, BERMIEIIER IR,

EEERIRE

August 8, 2022

B Linux Virtual Delivery Agent 2204 &2, U TFiEE~E:

+ B NSAP E#@E/E, Linux VDA FIEER ML, SBETIEATAEM, [CVADHELP-19776]

 fEAERTF HTMLS 9 Citrix Workspace 2B 2F M Linux VDA THEEM A4 RAN X4 AT ERWE
#%. [CVADHELP-19868]

o EFEEHERA Machine Creation Services (MCS) 8I#2# Linux VDA B, Winbind RS TS F Lk
[CVADHELP-19908]

« MRk shell iEH /bin/csh, BRTHAERHHNARFTESKK,. [CVADHELP-20140]

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 6


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/configure/graphics/automatic-dpi-scaling.html
https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/whats-new-history.html

Linux Virtual Delivery Agent 2206

2 X0in)
July 14,2023
TEARRAHHE T LA TR

« Y E#H B Cloud Connector 3¢ Delivery Controller B, Linux VDA mT8E&EUHEE M. [CVADHELP-
21256]

o Linux VDA &z#%5(#EH SecurelCA #1711%, 7£ Linux VDA E£EH SecurelCA 8B 2IERIRK.
+ £ GNOME fE=EYd, SFXNEERETkEa%K, [CVADHELP-15639]

s ERXRMNVETENAREFAURSERMEFARL, Mutter A% =T mutter-3.28.3-4 RAEG S HITLLE]
B, EfALA, A mutter-3.28.3-4 skE R4S, [LNXVDA-6967]
o XHTHRIRBFHABIINED. ZEOFSEWXE THIEE, HAE—RNEESBMHEK. [LNXVDA-5646]

+ PulseAudio WRIANEESSRERETHIRSBEFEL T REHNRE 20 #/EEH, & PulseAudio &
HEd, BB AEER. BERRILIEIE, 5% /etc/pulse/daemon.conf X HFHIEE exit-idle-time=-1,
[LNXVDA-5464]

« BAT SSLMEHBRATREAEMN, TEEERT Linux 8 Citrix Workspace AREFHRBHH=IE.
[RFLNX-1557]

« Ubuntu E#: £ HDX 3D Pro #, &% Desktop Viewer A/\GE, MAREFEERGESER—2IE, =
EENERRETRNERE,

o SEHESIERE, TEETEMER Linux VDA ITENEE A EAFTEMN.

- BRPEEAEXHNFERNREL CDM XHENREFHEASXHHER, WeJsEHIILE-,

o ERRRAR, (ZRGIFREESER UTF-8 4id.

 iEFATF Android 89 Citrix Workspace A2 CapsLock #RAETRESERIT ERBERE, EF5E
FF Android # Citrix Workspace [ F#2FRIIEEERT, Caps Lock BIRSAIRERER. MRS E: £
¥ ESEE L Shift BEAT 5/\B 2k,

o EAEMT Mac # Citrix Workspace R fZFEEZE Linux VDA B, & Alt FBERERNTEER. ZAE
AT, SAFAMFAM Options/Alt 88, EZRTF Mac # Citrix Workspace M BiEF#is &% AltGro ERTIL
7z Citrix Workspace R Ff2FIEE FEEUILITH, BREREFRNNAEFTR.

o Linux VDA EHIINIEBSEMEM. EFHMNEER—ALFHM Kerberos ZiH, B2, Broker AJeESIRIE
ARy —4H Kerberos ZiAEAEFNIM VDA BRSZ4E, VDA £iXi%12%5) Broker i, Broker AJgE L5
VDA BiiREIZE LT, &WERE VDA FMELK,

VDA IRSZEREIIHEITE, RAKAZETHRR B2, ATRSFENERHRK, FHLAEFERKN
i&o
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fERTT % BBk Broker MEIRER. E#EE) Broker 7% Broker LUEE RSB MR IEOETUT

g
klist -1i Ox3e4 purge
IthEn <= iERR Citrix Broker Service iIZ{TFR7EMIMLEARS 415 HE R LSA BHEHNFMERS EE, tH<

=MBREAM VDA BBRS RIE, AMAIgEsRMAMIRS. B2, RFFAERAERM, BAXERSEE
ZBfM KDC EFRIVX LRSS TR

o AXFFESMEMERN A, ErRILSEREMHBRIREERTTARITEN, AEHEE ICA XIEPRFEISM. WRE
BT EMRFINAREFEEEHRISE, YARFAIRITMN, RtEATEEENR. MRERGIHAIE
IRTHIRIRE, FIRERHILEMBYR,

« J&ATF Windows B Citrix Workspace R Bi2F Al fERE MR IR BB 5 SIRAERE,

B=7EHA

August 11, 2022
Linux Virtual Delivery Agent 2206 (PDF T#)

Itk Linux VDA R E] Be B ERIBZ SIS E X FRIFEI AN E = AR

A

August 8, 2022

AXHHEBRIEMEEEZREANTS. Citrix =@MThee, UEEEBRINHELSRE, Citrix FEMEH
ERBERMREARELREMNE,. EEEREAPEARTESEEN, ARTaaES T FRNFMLETE.
X RESAPZFNFAREE, 587 Product Lifecycle Support Policy (FR4EmERZIFER) —X.

FRAMMER

TRERTEFAIMEEIFA. Citrix ~=mMNEe.

EFANIMERSIEMMR, Citrix TEHARAPUEZIFXETE, BRERRNOLFIREFEEMRER. 7 Linux VDA
®,

EMFREII R ERBIBRHFBZ X .
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=] BEEPERFARMRE BEE P MIFRAIARZS
%#F Debian 10.9 2206 2210
% #F SUSE 15.2 2206 2209
% RHEL 8.2 2206 2209
%# RHEL 8.1. RHEL 8.3 2203 2206
%# RHEL 7.8. Cent0S 7.8 2203 2204
F#F CentOS 8.x 2110 2201
¥#F SUSE 12.5 2109 2204
%#% Ubuntu 16.04 2109 2203
# RHEL 7.7, CentOS 7.7 2006 2009
5 SUSE 12.3 2006 2006
%#F RHEL 6.10. Cent0S6.10 2003 2003
%# RHEL 6.9. Cent0S6.9 1909 1909
%% RHEL 7.5, CentOS 7.5 1903 1903
%# RHEL 7.4, CentOS 7.4 1811 1811
%# RHEL 6.8. Cent0S6.8 1811 1811
%# RHEL 7.3, Cent0S 7.3 7.18 7.18
% RHEL 6.6. Cent0S 6.6 7.16 7.16
SUSE11.4 7.16 7.16
RAEBR

October 31, 2022

Linux VDA B9 ¥#ikR25 Citrix Virtual Apps and Desktops #F—. ©XAERAHALEREE BN Citrix
Virtual Apps and Desktops IR HikRZc, EFEEVE X Citrix = RESAPNELR, UKk T EE Citrix 2F1EX%iF
FEEM= mhRkas, &SR Citrix = RAEdmARR.

Linux VDA 5 Windows VDA HEL B 23 12B8 5 E5. FiE Delivery Controller %8855 Windows # Linux =&
RENRERS.

AP RSRAIAMH (5130 Citrix Workspace RAERF) MAKERETHE BHSALEPHITIREA,
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BXEKPIRSRA (LTSR) IR ER LATARAS (CR) UREAE RnAEENER, BBRAIAHLE,

Linux £17hx
Linux VDA Z#LUF Linux %1ThR:
BERR

LiIRERFHN I IREMN T HEIHRET, Citrix SRR EE N AT RERZRIBRE,
NFEFANEMFNTE, BERFA.

« Amazon Linux

- Amazon Linux 2
« CentOS Linux

- Cent0S 7.9
« Debian Linux

- Debian11.3
- Debian 10.9

+ Red Hat Enterprise Linux

Workstation 8.4
T84 8.2

TS5 7.9
Server 8.4

Server 8.2

Server 7.9
« SUSE Linux Enterprise:

- Server 15 Service Pack 3
- Server 15 Service Pack 2

« Ubuntu Linux

Ubuntu Desktop 20.04
Ubuntu Server 20.04
Ubuntu Desktop 18.04
Ubuntu Server 18.04
Ubuntu Live Server 18.04
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AR

CentOS B X FME RN E CentOS Stream, 1579 RHEL 8 ER, CentOS Linux 8 ¥F 2021 F[K£&
LER .2 /5, CentOS Stream #4842 FE Red Hat Enterprise Linux 8 Ei(FR) DX B X FMER, BESR
https://www.redhat.com/en/blog/centos-stream-building-innovative-future-enterprise-linux,

Xt Linux VDA AR Z#89 Linux & 1ThRF0 Xorg hRASFIR, B8R THR. BXEHESR, EHSH XorgMod-
uleABIVersions,

Linux &1ThR Xorg s B2 2 0L i

Amazon Linux 2 1.20 MATE. GNOME. GNOME Classic

Debian 11.3. Debian 10.9 1.20 MATE. GNOME. GNOME Classic

RHEL 8.4. RHEL 8.2 MATE. GNOME. GNOME
=1.20.8 Classic. KDE

RHEL 7.9. Cent0S 7.9 1.20 MATE. GNOME. GNOME

Classic. KDE

SUSE 15.3. SUSE 15.2 1.20 MATE. GNOME. GNOME Classic

Ubuntu 20.04 1.20 MATE. GNOME. GNOME Classic

Ubuntu 18.04 1.19 MATE. GNOME. GNOME Classic

m:

&1 Ubuntu £ER HWE kernel 3t HWE Xorg,

WMEDRE—NREE, AJLUEN ctxinstall.sh = ctxsetup.sh fiZA&iEEBEXIERFERALN GNOME 3t MATE

KREFE,
BHAFREEAMATE LS REESW systemd B0, Ex systemd AFRIEENFHAEE, &
BB P /AR TREZ.

SERENTF S FEPLIFE

.

.

BYLARSS 28

Citrix Hypervisor

VMware vSphere Hypervisor
Microsoft Hyper-V

Nutanix AHV

Microsoft Azure

Amazon Web Services (AWS)
Google miHF& (GCP)

© 1999-2025 Cloud Software Group, Inc. All rights reserved.
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AR
EFRERAT, ZFERIBIERFRITIYN x86-64,

B Citrix Virtual Apps and Desktops 7 2003 %I 2112, 2% Citrix DaaS (LL&i#RJ Citrix Virtual Apps
and Desktops BR%3) %#¥7E Microsoft Azure. AWS #1 GCP £#E%& Linux VDA, B 2203 kit2, f&a]UTE
XEeNH = LA Citrix DaaS # Citrix Virtual Apps and Desktops #£%& Linux VDA, EEXLEAE=ENIE
#ZAmE Citrix Virtual Apps and Desktops #8E, EEERSNRIFAIL. BXESNRFAIENGES, &
SEMERR SR IRAF IR (TTU).

Active Directory &£/ 48

Linux VDA 5L T Active Directory EM GBS~ 5

Winbind SSSD Centrify PBIS Quest

Amazon Linux 2 = =z = S

2

Debian 11.3 2 = = =z S

Debian 10.9 2 = = =z S

RHEL 8.4 = = = = £

RHEL 8.2 = =z = = £

RHEL 7.9. b= = = = £ (Questv4.l

Cent0S 7.9 RESRA)

SUSE 15.3 = 2 = = &

SUSE 15.2 2 = = = &

Ubuntu20.04 2 = = = £ (Questv4.l
KESRA)

Ubuntu18.04 2 = =z = £ (Questv4.l
WESST )

HDX 3D Pro

f&Bh Citrix Virtual Apps and Desktops # HDX 3D Pro, Ea] X (HMERBER 2SS (GPU) # TR INE SR &
EMREN I AERF.

B EERERF

34F Linux VDA, HDX 3D Pro 5 TR EEREFRA!

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 12
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« Citrix Hypervisor

VMware vSphere Hypervisor
« Nutanix AHV

+ Microsoft Azure

« Amazon Web Services (AWS)
+ Google =ixF& (GCP)

} =r

AR

EMNEEEFSEE Linux R1THRFES.
3¢ Amazon Linux 2 &£/ HDX 3D Pro, AN EZRE NVIDIA IRsHIERFE 470,

GPU

BT HREM Linux &1ThRSz#589 NVIDIA GPU +, 1E#%%| NVIDIA = R%iF51R, RAEEEENEEREFENE
ERA. REFmEPE. BAFNRERIERAFF.

R GPU £RE T &1 vGPU ka2, Bai, Linux VDA &5%#F vGPU 13, BXi¥4ER, 2R NVIDIA
R GPU ##4324589 GPU,

g2 AU

August 8,2022
IEER e SIS A T E A2

o BRABMREH#TRERE (K%, ERTLHRE)

ETFEM Linux RITRRNFohREE

R MCS 8l Linux VM

« 1£ Citrix Daa$S Standard for Azure (LLgi#A “EHRF Azure 89 Citrix Virtual Apps and Desktops
Standard”) #eIEEMNFAFRIMNAEEE Linux VDA

« {E/ Citrix Provisioning 8% Linux VM

+ 3 XenDesktop 7.6 &2 HAkkAFE2E Delivery Controller

ERABRMTRHITRERE (HF)

August 20, 2024
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BE:

o SWFEMRE, BUESARNLIHITIRRE, ACEDPNBNAERARMRERZEMEE Linux
VDA, BMRELNNESN, SFohREEL, EAZTHE. EIUBEBRELENREEHBEENX
FOE X REEBNEIRE Linux VDA BT E,

« %JfER Machine Creation Services (MCS), 7 gEgIEZARIMAIGEA VDA, BEXFAMER, BSAFEH
Machine Creation Services (MCS) ¢l Linux VM,

o ETHBESATRIMNIER VDA BIhEE, BEHRFIRMAED VDA,

S8 1 #EREESM Linux itE

WEEMLRERFHNUTEERES

o EHK - BRE Linux VDA B ENBIENS
o HAARS RN [P ik

o NTP fR$32889 IP sthht s F PR R 7R

& - 5A NetBIOS &5

o SURBH - Kerberos SUHZ TR

o EHE2REES (FQDN)

BE:

o ERE Linux VDA, EMIARSETE Linux i+EH EIERMFIN T FiERE,
- ERBAIE, BRINRERET X Windows R4 KEIFE,

AREM

o BOAMERT, TRARTRESZ. BEEHNIFREREEXTEH, FRITUTERE:

a. f£ Linux VDA i+&# L&IE tmp/ctxinstall.conf x4,
b. ¥ “wworkgroup=<your workgroup>" 1IN HREFEFRHMAIIER,

o Centrify "% #% 4 IPv6 DNS & &, /etc/resolv.conf fELEEH—NEA IPv4 19 DNS IR 5 23,
adclient FgEEHEH AD RS-

==
ICN .

ADSITE : Check that this machine's subnet is in a site known by
AD : Failed
: This machine's subnet 1is not known by AD.
: We guess you should be in the site Sitel.

tiER Centrify REEBMEN. ERORIEM, BRITUTERIE:

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 14
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A, TEEIEHIE LITHAEETR,

b. 1%#% Active Directory i =F1ARS .

C. AFMARINIEHEIF Mt

o B VDA EEEINTE OU, BT TMEE:

1. mfRigdHEs EEERER OU

BX7H 0V, B2 TENFSEE

-

File Actien View Help

o @ 0/ XDe B 2T

FALLIVE LATeCiony Lsers an

k

F |

] Active Directory Users and Compute

Saved Queries

4 F4 wdlocal

~ Builtin
| Coemputers
2| Domain Controllers

| ForeignSecurityPrincipals
“| Managed Service Accounts

7 Users

3] Limux

b &l redhat
2| suse
2| ubuntu

NN

a5 U185

2. 7 VDA E8IE /tmp/ctxinstall.conf xft.

3. ¥ ou=\< &89 ou\> 177MNZ /tmp/ctxinstall.conf .

OU {ERA AD 75 ZMARMR. FER T&.

BRIFRS

Winbind

SSSD

Centrify

PBIS

Amazon Linux 2

Debian

RHEL 8

RHEL 7

ou="L1inux/
amazon"

ou="Linux/
debian"

ou="0U=
redhat,0U=
Linux"

ou="Linux/
redhat"

ou="Linux/
amazon"

ou="Linux/
debian"

ou="0U=
redhat,0U=
Linux"

ou="Linux/
redhat"

ou="XD.LOCAL
/Linux/
amazon"

ou="XD.LOCAL
/Linux/
debian"

ou="XD.LOCAL
/Linux/
redhat"

ou="XD.LOCAL
/Linux/
redhat"

ou="L1inux/
amazon"

ou="Linux/
debian"

ou="Linux/
redhat"

ou="Linux/
redhat"

© 1999-2025 Cloud Software Group, Inc. All rights reserved.
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BRIERR Winbind SSSD Centrify PBIS

SUSE ou="Linux/ ou="Linux/ ou="XD.LOCAL ou="Linux/
suse" suse" /Linux/suse" suse"

Ubuntu ou="L1inux/ ou="Linux/ ou="XD.LOCAL ou="Linux/

ubuntu"

ubuntu"

/Linux/
ubuntu"

ubuntu"

« BLiNUXVDAT.16 2, BMBREZIFA IPV6, LUITRRFHFMBHIEH:

- YNECEEH Linux Z6E%E, UHERENITTENATLUEE L IPve MK T HARRG .

- 1244 IPv6 W& R AR Centrify,

AR

MREMMERA IPv6, HEFMBRAYRABREH IPv6 13X, VDA Ki&Z IPv6 i Delivery
Controller ;. MREHMLERF RS IPv4 1 IPV6 ELE, 55— DNS IP #hitpI AR E R ER

IPv4 2R IPv6 kit

o WNFRERF Centrify FEAMNIZEMAE, ctxinstall.sh HAFEE Centrify 8, ctxinstall.sh 3XEY Centrify

RN EERM:

- BMRETEBBETIM Internet TF Centrify %8, TEESMN&ITHRA URL:

RHEL: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.178323680.558673738.1478847956

CentOS: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installe
rs/centrify-suite-2016.1-rhel4-x86_64.tgz?_ga=1.186648044.558673738.1478847956

SUSE: wget http://edge.centrify.com/products/centrify-suite/2016-update-1/installers
/centrify-suite-2016.1-suse10-x86_64.tgz?_ga=1.10831088.558673738.1478847956

Ubuntu/Debian: wget https://downloads.centrify.com/products/infrastructure-services
/19.9/centrify-infrastructure-services-19.9-deb8-x86_64.tgz?_ga=2.151462329.1042350
071.1592881996-604509155.1572850145

- M B RPIRE Centrify B, 8T Centrify RE-GNER, BRITUTERIE:

a, 7£ Linux VDA BR$38% L oI tmp/ctxinstall.conf X (MIRZXEFEFHE) -

b. xR “centrifypkgpath=<path name>" 17,

flgn:

cat /tmp/ctxinstall.conf
set "centrifypkgpath=/home/mydir"

© 1999-2025 Cloud Software Group, Inc. All rights reserved.
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1s -1s /home/mydir

9548 -r-xr-xr—-x. 1 root root 9776688 May 13 2016
adcheck-rhel4-x86_64

4140 -r--r—--r--. 1 root root 4236714 Apr 21 2016
centrifyda-3.3.1-rhel4-x86_64.rpm
33492 -r--r--r—-. 1 root root 34292673 May 13 2016
centrifydc-5.3.1-rhel4-x86_64.rpm
4 -rw-rw-r-—-. 1 root root 1168 Dec 1 2015
centrifydc-install.cfg
756 -r--r—-r--. 1 root root 770991 May 13 2016
centrifydc-ldapproxy-5.3.1-rhel4-x86_64.rpm
268 -r——r-——r—-—. 1 root root 271296 May 13 2016
centrifydc-nis-5.3.1-rhel4-x86_64.rpm
1888 -r——-r—--r—--. 1 root root 1930084 Apr 12 2016
centrifydc-openssh-7.2p2-5.3.1-rhel4-x86_64.rpm
124 -rw-rw-r--. 1 root root 124543 Apr 19 2016
centrify-suite.cfg
0 lrwxrwxrwx. 1 root root 10 Jul 9 2012 Hdnstall-
express.sh -> install.sh
332 -r-xr-xr--. 1 root root 338292 Apr 10 2016 install
.sh
12 -r--r--r--. 1 root root 11166 Apr 9 2015 release-
notes—-agent-rhel4-x86_64.txt

4 -r-——r-——-r——. 1 root root 3732 Aug 24 2015 release-
notes—-da-rhel4-x86_64.txt
4 -r--r--r—--. 1 root root 2749 Apr 7 2015 release-
notes-nis-rhel4-x86_64.txt
12 -r-—-r——-r——-. 1 root root 9133 Mar 21 2016 release-

notes-openssh-rhel4-x86_64.txt

o WRERE PBIS fERMANEN %, ctxinstall.sh HZAFEE PBIS R4 &. ctxinstall.sh 3REX PBIS - 8H
HER MM

- BMREAEPBEZM Internet & PBIS #ih 8. TEREMATTHREY URL:

Amazon Linux 2. CentOS7. RHEL 8. RHEL 7. SUSE 15.3. SUSE 15.2: wget https://
github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis
-open-9.1.0.551.1linux.x86_64.rpm.sh

Debian. Ubuntu: wget https://github.com/BeyondTrust/pbis-open/
releases/download/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.
sh

- M Internet 3XEX PBIS #F @IS EMRZS. ik, 1EE K /opt/Citrix/VDA/sbin/ctxinstall.sh st
# pbisDownloadRelease #1 pbisDownloadExpectedSHA256 17,

BXR0, BERAUTRSEE:

pbisDownloadPath_RHEL="

pbisDownloadPath_Ubuntu="
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TR 2. EEEINEEER

EZFHEMVEERF £ Linux VDA SEEIMNIEITE, FEEH—LEN, RIBEEFERANENNERERT
AMHIUTER, MREFRINES LETT Linux T8N, WEREHEFNER.

&%E Citrix Hypervisor A &) [E):5 a0

BT Citrix Hypervisor BYEIRIF THAERY, fEE M EIMEAY Linux VM 1, E#<&%F) NTP #1 Citrix Hypervisor
MiaE, WEHXEBERZNM, HERNHSHEMRSSERAS, ERESD Linux EFHFNRZN#HERS NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBI ETEEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alFE2 IhaE
BEEFE, UREBEEE Linux VM FiEMA:

su -
cat /proc/sys/xen/independent_wallclock
ItE<iRME 0 8 1

« 0-BEEPIEEERA, BBHEA,
o 1-EREZIHEERA, TERBEMIEIF.

R /proc/sys/xen/independent_wallclock X#4FEE, WRFEEHITUTHE,
MREBA, BHEIMZXEEAN 1 RERNEEDIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
EFELERRAKAES, HEENBMENAEHY, EHRE [etc/sysctl.conf XHHRMUTAT:
xen.independent_wallclock = 1
EWIEXLEY, FEMBMRLS:

su -

cat /proc/sys/xen/independent_wallclock

Iteap<iREE Lo

&5 Microsoft Hyper-V it aES a8

=47 Hyper-V Linux £ RS Linux VM "I Hyper-V B {EIRZ ThEERER ENIRIER LGN E. AHERER
SFEIHAA BRI SR, A —RBRALIEES NTP BRS.

NERRIFRSH:
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1. #T7 Hyper-V SE1238EH 8,
2. 3F Linux VM B9i& &, 5% Integration Services (£RS).
3. HRE%ERE Time synchronization (BSEIFE).

AR

It 753%5 VMware # Citrix Hypervisor R, XEM/~@a2MENNERSMEE, Uk NTP R4 45,
Hyper-V B{iERSEI LS NTP BialFS £ 5 B,

&8 ESX #1 ESXi LHIET BRI a7

B VMware REIRSINEER, &M EEIMEH Linux VM &1, EH<iB3 NTP MEMNEERIEFNR—. mEER
HERS RGN, HBRNHSHMRSHERRS, EHERSE Linux ERNHFNRANHES NTP BF, XHE
MERZERENEIRD .

WMRIFEIETEE T VMware Tools BIE B Linux Wi%:

#TFF vSphere Client,

#m4E Linux VM 188,

7z Virtual Machine Properties (FEM#ZEE) 3HEFEH, 177 Options (G£I) &M+,

%3 VMware Tools,

7£ Advanced (54) &, BUHi%ES Synchronize guest time with host (5EHEREFHAE).

ok wDh e

HIE 3. LRNEWHE.NET Runtime 6.0

E%R% Linux VDA Z &, &8 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%E.NET Runtime 6.0,
%% NET Runtime 6.0 /5, izfT which dotnet ®<$¢&EHEHEITIERR,

RiEGSHE, RENET Runtime Z#HIXHEREZ, i, wWRHSHL A /aa/bb/dotnet, 1B /aa/bb 1
79.NET Z#HI &2,

S8 4: T Linux VDA #4481

#%% Citrix Virtual Apps and Desktops F#0iE. BFFHERZMAR Citrix Virtual Apps and Desktops, #AE%
HAGUTHS Linux Z1TARILEZR Linux VDA &,

S 5. L% Linux VDA #4481

2 Linux VDA I8 BIfIR, BETUTH L,

¢ F RHEL #1 CentOS & 17hk:
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sudo yum -y Tlocalinstall <PATH>/<Linux VDA RPM>
AR

33F RHEL #1 CentOS, &%= % EPEL i26&E, AEAEEMINIREE Linux VDA, BxiARE EPELHELR,
15217 https://docs.fedoraproject.org/en-US/epel/ EiRHAY3HER,

33F Ubuntu/Debian %17hk:

sudo dpkg -i <PATH>/<Linux VDA deb>
sudo apt-get install -f

AR

+ Ejy Debian 11.3 Z{TARREXBHKIIN, &% deb http://deb.debian.org/debian
/ bullseye main {72l /etc/apt/sources.list 3Xff,

« &) Debian 10.9 X TIRZREMNEBH K, iE3E deb http://deb.debian.org/debian
/ oldstable main 170zl /etc/apt/sources.list X4,

3 F SUSE &1ThR:

zypper —-i install <PATH>/<Linux VDA RPM>

%1 6: 2% NVIDIA GRID Ba1igfF

/BF HDX 3D Pro EREE RN EERZFH VDA i+ EH &% NVIDIA GRID R&nigrR.

EERTERIWEERERF L2 EMEE NVIDIA GRID & GPU &8s (ENIRIER), BSRUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

BREMECE NVIDIA GRID £E VM Eapigrr, BEHRIT TENEISE:

. BEREE VM BXF,

. EEPWEEREFERERD, A VM DE— GPU,
. BEI VM,

. £ VM ERERE VM RapiER.

A W N =

TRT. KREGTHRFRUTERRE

2% Linux VDA B 8J5, A ctxinstall.sh MIAREEBETIFE, IUERERAHTRTER FIEiTIZMs.
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=

EIRBITITHIMRZ A1, ERRETEMNRERFATRET en_US.UTF-8 XiFigE, RZKIFIEEEEN
BUERGZTAAA, 15517 sudo locale-gen en_US.UTF-8 &%, XIF Debian, i&E&EIEUEHE
# en_US.UTF-8 UTF-8 173k%4E /etc/locale.gen xxff, #AFiETT sudo locale-gen

Dlj?o

REEN:
EXERR TERRMEEGmAE:

« &fFsudo /Jopt/Citrix/VDA/sbin/ctxinstall.sh &%, AEEGSITRETNEMETR
(AR INGEES

« £ VDA WEmEIFEHRETT /opt/Citrix/VDA/bin/easyinstall &%, AEKRBENRE GUI
LAY RRHTIRE,

W Click Check to check your enwvironment or click Mext to skip.

install Dependencies Check Environment
Join Domain

Configure Runtime Variables

Finish

Check | Mext

Linux distribution: Ubuntu Linux 18.04

BRE GUI F5|SETRIATRIE:

o WERGIFEG

o REARPIN
+ ¥ VDA MAEEH
o BEEIE{TRIIFR

TR

BELRTMEXNTERARNETE, BREBEUTHMEEE, ABBIET ctxinstall.sh.
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« CTX_EASYINSTALL_HOSTNAME=host-name - 7= Linux VDA IR 38MENSB.

« CTX_EASYINSTALL_DNS=ip-address-of-dns - DNS # |P #hiit,

« CTX_EASYINSTALL_NTPS=address-of-ntps - NTP fks38:89 IP it si =T R R FR,

« CTX_EASYINSTALL_DOMAIN=domain-name - 5 NetBIOS &,

o CTX_EASYINSTALL_REALM=realm-name - Kerberos $i5i & #f.

+ CTX_EASYINSTALL_FQDN=ad-fqdn-name

+ CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis - %% Active Direc-
tory &R A%

« CTX_EASYINSTALL_USERNAME=domain-user-name - XREAFPNZF; AFMANE,

o CTX_EASYINSTALL_PASSWORD=password - {5 EiZAFANEE; BTN,

ctxsetup.sh A ERUTER:

« CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA % ##8 DNS CNAME i2®#g5%E Delivery
Controller &#F.

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tEH=1& 5 kR0 Delivery Controller &2
REES (FQDN) 5)& BT m Delivery Controller ;3. #Hm=EigE— FQDN 5 CNAME,

« CTX_XDL_VDA_PORT=port-number - Linux VDA ¥&&2 TCP/IP #5005 Delivery Controller i&f&,
+ CTX_XDL_REGISTER_SERVICE=Y | N - 72 EzhitB#H/E/E5H Linux Virtual Desktop A3,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA AR$3E R # i & AR IEIZ @I RAR A IE, &
AIERSRA ASER EHA Linux Virtual Desktop THFERERO (ZRiA%O 80 1 1494),

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %£#% HDX 3D Pro, X2—% GPU &K, SERLE
BN BREFNEMLKT, NRiEET HDX 3D Pro, ME AR VDI K& (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - i+ BEHNEEN L ARERTEE (VD) TRABHEZSERFER, WF
HDX 3D Pro %1%, KiZEKREN Y,

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &Il LDAP 5528, Ei& DNS #BRERRH!
AEHIER, MIEE DNS iR B if. MRFFE, FJLUSHIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #=iff DNS sk . I LDAP AR53 28, #N% DNS
TiER Mt LDAP RS IER, B URHEUZ®R 2R LDAP FQDN (% # LDAP ixO) &k, #i40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&% LDAP
IHmOSHEEN 389, Linux VDA BERIGER TEIGEEHFHE LDAP RS, IIRE x MREMy
LDAP AR$528, Linux VDA B3 HIT X I Y REH. MRRANEBIHRE, RIEERAERIKK. ER
FER LDAP &1, FEETHIR EERALBER, HISHEXHN LDAP mOSHEEN 3268, RINERT, It

TEiEE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & 7 Active Directory & 1R 9 1%
RERZEIW LDAP (g0, DC=mycompany,DC=com) ., AR SEHEMEE, TLUIETEEEM
OU=VDI,DC=mycompany,DC=com), MRFFE, FJLUEEIZEHN <none>,
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o CTX_XDL_FAS_LIST=" list-fas-servers’ -Ex& 5 {3 383EBRS (FAS) BREZ 28281t AD AKREEE M,
Linux VDA Rz #F AD 4ARES, BERIUBARMELUS S ORI FAS IRSBMTIR, IRFSHMSTE AD A
B RENIRFEER. NEMERT EMARS (ML, EFER <none> XAFRHRIEXHETH, HFATERE
MRS RMIIRNEF. B5 FAS RSBV EHRBE, HREMMNIEOSSE FAS RESR LIEEMHAS—
B, 0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - %% .NET Runtime 6.0
LUy Broker KIBARSS (ctxvda) MR, BRINEREZEH Jusr/bin,

o CTX_XDL_DESKTOP_ENVIRONMENT=gnome/gnome-classic/mate - {s T EX S FHhEA N
GNOME . GNOME Classic 2 MATE SEf R, MIRKIEETE, WA VDA LHpiRENSEE, B2, 1
RYUFIREMEmAN MATE, NIXTRETEEIZTEN mate,

TR LGB e A TS BAR BN BRRIER A NREIFE:

1. 7£ VDA t#s SHOME/<username> BR FglE—1 .xsession & . Xclients . MRE
EAME Amazon Linux 2, &gl .Xclients X, IREEEFEHAHMEIThR, BeIE—
.Xsession X4,

2. #HHE . xsession 5 . Xclients XEURIBAITHRIEE REIFE,
- JEFF Amazon Linux 2. Debian. RHEL 8. SUSE 15 #1 Ubuntu ) MATE =&

MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then

exec mate-session
fi

- iEMAF Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15 71 Ubuntu £/ GNOME
Classic £@
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=classic

exec gnome-session —--session=gnome-classic
fi

- AT Amazon Linux 2. CentOS. Debian. RHEL. SUSE 15 71 Ubuntu % GNOME
L]
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—sessﬁ on
4

3. SEHRIEAPHEE 700 XHNR.

+ CTX_XDL_START_SERVICE=Y | N - =ik &S, & B5h Linux VDA iR,
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« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WE#EFHO, BiAimOR 7503,

+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout i@fE8imH. BAIAIROA 7502,

MBRIGEEABE, REFERRIXERR, BRTAFPEN. BIHBETEIRE TRESH, ctxinstall.sh Bz
SRTAPBAZE NET Runtime 6.0 BERR,

EXRRRMENT, BIETUTHLLUSBERREE, ARBIETT ctxinstall.sh #s,

export
export
export
export
export
export

export

CTX_EASYINSTALL_HOSTNAME=host-name
CTX_EASYINSTALL_DNS=1ip-address-of-dns
CTX_EASYINSTALL_NTPS=address-of-ntps
CTX_EASYINSTALL_DOMAIN=domain-name
CTX_EASYINSTALL_REALM=realm—-name
CTX_EASYINSTALL_FQDN=ad-fgdn-name

CTX_EASYINSTALL_ADINTEGRATIONWAY=winbind | sssd | centrify |

pbis

export
export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_EASYINSTALL_USERNAME=domain-user-name
CTX_EASYINSTALL_PASSWORD=password
CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N
CTX_XDL_DDC_LIST='1list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port-number
CTX_XDL_REGISTER_SERVICE=Y | N
CTX_XDL_ADD_FIREWALL_RULES=Y | N
CTX_XDL_HDX_3D_PRO=Y | N

CTX_XDL_VDI_MODE=Y | N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<

none>'
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export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y | N

sudo -E /opt/Citrix/VDA/sbin/ctxinstall.sh

=17 sudo <R, BN -E RMURBNBHFREEECBAHGI RN shell, RNBNEERFIENSSHMLE
#!/bin/bash {FA%—173ReI%Z shell Iz

o, BRILERSEIaTIEEMESE
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns"' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3]4 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns—-name \
CTX_XDL_LDAP_LIST='Tlist-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh
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S 8: 1517 XDPing

##izfT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA FIRFENE REE M. BXIEH
58, &2 XDPing,

418 9: iz17 Linux VDA

55 Linux VDA:
Bzh Linux VDA RS
sudo /sbin/service ctxhdx start
sudo /sbin/service ctxvda start
21t Linux VDA:
{21k Linux VDA BRSS, iBHITUATHRIE:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx stop
AR
121k ctxvda #l ctxhdx RS Z#i, #EE T service ctxmonitorservice stop <Lz

LIRS TIPERF. BN, MRS TIFEFRBERBHEFLERNRS.

=20 Linux VDA:

E#Esh Linux VDA RS :
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart
sudo /sbin/service ctxvda start

K# Linux VDA PR

Z1E Linux VDA BRSHVEITIRES, 1BHRATUATERIE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status
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$1% 10: 7£ Citrix Virtual Apps =§ Citrix Virtual Desktops #8I|Z2i+ENNER

BUEITEN B RAARM Linux VDA BN S5Z4H Windows VDA 77#2M. B XINAEMX L SRIEM#
MEVIRER, FEMACETENERMEEITENE .

SIEEE Linux VDA HENMITEN B RESEIG—EERE, #5232 FRTH Windows VDA i+ B EIZTEN
BR:
o WFRERYE, FIEER:

- ZRERERSHET TTREHZEEITER),
- BSERERSHEDN (EAT VDl EEEETER),
o FIER—MTENBRPESMEA Linux 71 Windows VDA i+ &4,

AR

PHARRAR Citrix Studio FZ#F “Linux 2ERS” WIS, B2, %% Windows Server &ER SRS
BRERFENZFRATEAREEZRERTEE, %ZF Windows SEIRIFRA K EIRIERFETNER TE
AEHBEN—TRAP R,

'

MRBERENERBEEFRIA Active Directory 15, NZMERIHEN, AEBEERFNZIHENER.

418 11: 7£ Citrix Virtual Apps =i Citrix Virtual Desktops F 67235 {4H
BIERZFAMAFIMES Linux VDA it BT EN B RAi3i25 Windows VDA BN LFAER, B XiNA5emiX L
ESWEINFMYIRER, HSRCIEZTH,

8 &% Linux VDA it B4 B RH(TAR S EIGA T RS

o WRFTE AD BRFAEEHRERE, sEBERE Linux VDA itEH.
« BNATRESHRIEN (ER) AFRER.
o BENERMMEFEANEE Windows i+EHHIHENER.

BE:
Linux VDA 1.4 R EEhrAXiF L HNERF. B2, Linux VDA RG2S EmA N ARRF A ERNITE.

BXRNAIETEN B RMRGHMNER, 1521 Citrix Virtual Apps and Desktops 7 2206,

HEHEER

BRI ER D RS B A AR E AR AL R R ThREM 5 | R BB R TEFE HE PR
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fEF SSSD IR

SEMNSENTRSHIMER, BHEMNT (BHRTREREITEN, FRIERX):

Step 6: join Domain!Enter ctxadmin's password:Failed to join domain:
failed to lookup DC info for domain 'CITRIXLAB.LOCAL'over rpc: The
network name cannot be found

/var/log/xdl/vda.log:

2016-11-04 02:11:52.317 [INFO ] - The Citrix Desktop Service
successfully obtained the following list of 1 delivery controller(s)
with which to register: 'CTXDDC.citrixlab.local (160.158.139.214)".

2016-11-04 02:11:52.362 [ERROR] - RegistrationManager.
AttemptRegistrationWithSingleDdc: Failed to register with http://
CTXDDC.citrixlab.local:80/Citrix/CdsController/IRegistrar. Error:
General security error (An error occurred in trying to obtain a TGT:

Client not found in Kerberos database (6))

2016-11-04 02:11:52.362 [ERROR] - The Citrix Desktop Service cannot
connect to the delivery controller 'http://CTXDDC.citrixlab.local
:80/Citrix/CdsController/IRegistrar' (IP Address '10.158.139.214"')

Check the following:- The system clock is in sync between this machine
and the delivery controller.

- The Active Directory provider (e.g. winbind daemon) service is
running and correctly configured.

- Kerberos is correctly configured on this machine.

If the problem persists, please refer to Citrix Knowledge Base article
CTX117248 for further information.

Error Details:

Exception 'General security error (An error occurred in trying to
obtain a TGT: Client not found in Kerberos database (6))' of type '
class javax.xml.ws.soap.SOAPFaultException'.

2016-11-04 02:11:52.362 [INFO ] - RegistrationManager.
AttemptRegistrationWithSingleDdc: The current time for this VDA 1s
Fri Nov 04 02:11:52 EDT 2016.

Ensure that the system clock is in sync between this machine and the
delivery controller.

Verify the NTP daemon 1is running on this machine and 1is correctly
configured.

2016-11-04 02:11:52.364 [ERROR] - Could not register with any
controllers. Waiting to try again in 120000 ms. Multi-forest - false

2016-11-04 02:11:52.365 [INFO ] - The Citrix Desktop Service failed to
register with any controllers in the last 470 minutes.

/var/log/messages:

Nov 4 ©02:15:27 RH-WS-68 [sssd[ldap_child[14867]]]: Failed to initialize
credentials using keytab [MEMORY:/etc/krb5.keytab]: Client 'RH-WS-68
S@CITRIXLAB.LOCAL'not found in Kerberos database. Unable to create
GSSAPI-encrypted LDAP connection.Nov 4 02:15:27 RH-WS-68 [sssd[
ldap_child[14867]]]: Client 'RH-WS-68$@CITRIXLAB.LOCAL'not found
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in Kerberos database
EfRRIEIRRE, BEHRITUTRE:

iBfrrm -f Jetc/krb5.keytab &%,

5T net ads leave $REALM -U $domain-administrator &<,
7z Delivery Controller Efip&itEN B RN TH,

. &17 /opt/Citrix/VDA/sbin/ctxinstall.sh,

7£ Delivery Controller EoIZiHEH B RMRFH,

aos W e

Ubuntu fSESIEETRE

BERIENSHIIL R, MEEETSSETEIEEIRIENEE, b, FEREAMAFKFERE, HENES&H
BRIXR.

BRRILIRR, BHRITUTIRE:

1. &¥T sudo apt-get update &%,

2. &ftsudo apt-get install unity Llightdm®m<,

3. m/etc/lightdm/lightdm. conf iFEmmUTT:
greeter-show-manual-login=true

BTFROEER, 2idEE Ubuntu SERIERK

/var/log/xdl/hdx.log:

2016-11-02 13:21:19.015 <P22492:S1> citrix-ctxlogin: StartUserSession:
failed to change to directory(/home/CITRIXLAB/ctxadmin) errno(2)

2016-11-02 13:21:19.017 <P22227> citrix-ctxhdx: logSessionEvent:
Session started for user ctxadmin.

2016-11-02 13:21:19.023 <P22492:S1> citrix-ctxlogin: ChildPipeCallback:
Login Process died: normal.

2016-11-02 13:21:59.217 <P22449:S1> citrix-ctxgfx: main: Exiting
normally.

e
iR AMIRERERRENREERETE R,
BRI, BFHRITUTIRE:

1. E&<1TH, %A pam-auth-update,
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2. EERBIIHEES, HiIAERE LD Create home directory login (RIEFEHRERES).

Y P
{ Pam con
Pluggable Authentication Modules (PaM) determine how authentication, suthborizati
starting u: ioms

ion |
g user sessi

;
re handled on the systes, a

well a5 sllowing configuration of sdditionsl sctiom
Some PAM mcdule packages provide profiles that

3 to teke when
can be used to sutomatically adjust

the behavior of all PAM-using spplications on the systes. Plesse indicste which of these behaviors you

with to ensble.

REFBH, ERRRLERHER dbus iR

/var/log/messages (GZRT RHEL 5% CentOS):

Oct 27 04:17:16 CentO0S7 citrix-ctxhdx[8978]: Session started for user
CITRIXLAB\ctxadmin.

Oct 27 04:17:18 CentO0S7 kernel: traps: gnome-session[19146] trap int3
ip:7f89b3bde8d3 sp:7fff8c3409d0 error:0

Oct 27 04:17:18 Cent0S7 gnome-session[19146]: ERROR: Failed to connect
to system bus: Exhausted all available authentication mechanisms (

tried: EXTERNAL, DBUS_COOKIE_SHA1l, ANONYMOUS) (available: EXTERNAL,
DBUS_COOKIE_SHA1l, ANONYMOUS)#0l2aborting...

Oct 27 04:17:18 Cent0S7 gnome-session: gnome-session[19146]: ERROR:
Failed to connect to system bus: Exhausted all available
authentication mechanisms (tried: EXTERNAL, DBUS_COOKIE_SHA1,
ANONYMOUS) (available: EXTERNAL, DBUS_COOKIE_SHA1, ANONYMOUS)

Oct 27 04:17:18 Cent0S7 gnome-session: aborting...

Oct 27 04:17:18 CentOS7 citrix-ctxgfx[18981]: Exiting normally.

Oct 27 04:17:18 CentO0S7 citrix—-ctxhdx[8978]: Session stopped for user
CITRIXLAB\ctxadmin.

&, XF Ubuntu &R17hR, MBS /var/log/syslog:

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] pid.c:
Stale PID file, overwriting.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25326]: [pulseaudio] bluez5-
util.c: Failed to get D-Bus connection: Did not receive a reply.

Possible causes include: the remote application did not send a reply

, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov

3 11:03:52 user0l-HVM-domU pulseaudio[25326]:

[pulseaudio] hashmap
.C:

Assertion 'h' failed at pulsecore/hashmap.c:116, function
pa_hashmap_free(). Aborting.
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Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] core-
util.c: Failed to connect to system bus: Did not receive a reply.
Possible causes include: the remote application did not send a reply
, the message bus security policy blocked the reply, the reply
timeout expired, or the network connection was broken.

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: message repeated 10
times: [ [pulseaudio] core-util.c: Failed to connect to system bus:
Did not receive a reply. Possible causes include: the remote
application did not send a reply, the message bus security policy
blocked the reply, the reply timeout expired, or the network
connection was broken.]

Nov 3 11:03:52 user0l-HVM-domU pulseaudio[25352]: [pulseaudio] pid.c:

Daemon already running.Nov 3 11:03:58 user0l-HVM-domU citrix—-ctxgfx
[24693]: Exiting normally

REAFRRESHBHET REN. MRAEFHN dbus #HiREE, RITBNEEFRBHRAHER,

SELinux a[L4B51E SSHD AR EE R

RBPREILERIRIE, BREER.
/var/log/ctxinstall.log:
Jan 25 23:30:31 yz-rhel72-1 setroubleshoot[3945]: SELinux is preventing
/usr/sbin/sshd from setattr access on the directory /root. For
complete SELinux messages. run sealert -1 32f52c1f-8ff9-4566-a698
-963a79f16b81

Jan 25 23:30:31 yz-rhel72-1 python[3945]: SELinux is preventing /usr/
sbin/sshd from setattr access on the directory /root.

**%xxx Plugin catchall_boolean (89.3 confidence) suggests
KAk kAkhkkkkkkkkkkk

If you want to allow polyinstantiation to enabled

Then you must tell SELinux about this by enabling the '
polyinstantiation_enabled' boolean.

You can read 'None' man page for more details.
Do
setsebool -P polyinstantiation_enabled 1

**%*x%x Plugin catchall (11.6 confidence) suggests
AAAAkAAAAAAAkAkkAkkhkkkhkkhkkhkhkhkhkhkkhkx

If you believe that sshd should be allowed setattr access on the root
directory by default.
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Then you should report this as a bug.
You can generate a local policy module to allow this access.
Do
allow this access for now by executing:
# grep sshd /var/log/audit/audit.log | audit2allow -M mypol

# semodule -i mypol.pp
ZRRRILIEE, BHITUUTRE:

1. @ig3d Jetc/selinux/config #1T U TEEAEEZA SELinux,
SELINUX=disabled

2. B2 VDA,

Frh%iEERT Amazon Linux 2. CentOS #1 RHEL &9 Linux Virtual Delivery
Agent

December 3, 2024
BERR:

JWFEHRE, BVEFERARMREHITRERE, BINREEARNYEN, SAXPIFRNFohRERL, BX
ST HHE,

HI 1 HEE Linux 21ThRUAZ % VDA

S8 1a: WirNKEEE

HBREEEHEWREEMS, 0, HH7E Linux VDA EEZE DNS RS2,

S 1b: KEFHA

HHREHBIBRSITENNENS, 5EK [etc/hostname X, FEEHNXBEITENHNENSZ,

hostname
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TR 1c: AENBDEHRE I

HBRERIREITENN DNS HE2FMTLRERE (FQDN), iEF /etc/hosts XHFBLUTT, FEEATFRD

% B FQDN #E# 8.

127.0.0.1 hostname-fqdn hostname localhost localhost.localdomain

localhost4 localhost4.localdomain4

f5I4n:

127.0.0.1 vdaO@l.example.com vda®l localhost localhost.localdomain

localhost4 localhost4.localdomain4
MR E % B R3S hostname-fqdn = hostname FEEE M5 A,
AR

Linux VDA %1325 NetBIOS &#f&ilf, FNBRGET 15 MFH.

=] .
eI .

S

SEEEAFH a-z. A-Z. 0-9 MEFF (-). BBREATIL (). =HMEM

MEFHLERE. MNbERTF Delivery Controller #4142,

$E1d: REINSE

WIFFENRIEERTERTIR:

hostname
IESGREHENMNENS, MAREET2EEEZ (FQDN),
I0F FQDN R ER T IEMRTIR:

hostname -f

Iteep <R El+ B FQDN.

SR le: KERMBTMIRS AIiAEE

HiART A2 FQDN H33ig#= 512840 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

ENBREUEFF XM
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INRTEMMN FQDN 2 Ping @ ERE—ItEN, BRREEXTRE, AEBHE,

S8 1f. EENHES

#af® VDA, Delivery Controller fligiiz %28 Z [BIAVBTSHIALEMRRAIS EXEE, # Linux VDA EEREMVATHES
SHHRER . HTHRE, RIFERITEZRERSRRESE,

RHEL 8 8¢ RHEL 7 BiA¥FiEEMA Chrony sr#r#2% (chronyd) #TRRES,

ftE Chrony iR LA root AP &%, 448 [etc/chrony.conf H A& Mni2nt B RS SBHRIN— MRS EREE
server peerl-fgdn-or-ip-address -iburst

server peer2-fgdn-or-ip-address -iburst

TEHBIERE S, BB MASHIFIT RIS RS, MAREEM R NTP MRS RES . NiHHE1 Active Directory 5
EHISE AN — RSB RE.

MIERF HAERIE ARS8 E B, S3EKE IP ik, localhost UK RS 2S *.pool.ntp.org £E.
REERHEFRBE Chrony SFHHERE:

sudo /sbin/service chronyd restart

#IE 1g: % OpenJDK 11

Linux VDA £35k#7E OpenJDK 11,
o WRFEAME CentOS 5 RHEL, MY&EZ%E Linux VDA B, OpendDK 11 & BEI{ERERIITHHITRE,
o MRFEABZE Amazon Linux 2, FEITU T UEAH %% OpenJDK 11:

amazon-linux-extras install java-openjdkll

HiARA 2 S ER:

sudo yum info java-ll-openjdk

FiseiEEm OpenJDK mTaen 2 #AkRk A4S, E#% OpenJDK 11:

sudo yum -y update java-l1ll-openjdk

$1% 1h: =% PostgreSQL

Linux VDA R PostgreSQL, I TFa< M Linux VDA 8% % PostgreSQL (i&RF Amazon Linux 2. RHEL
7 # CentOS 7 #9 PostgreSQL 9 LAXi&FAF RHEL 8 #y PostgreSQL 10).
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sudo yum -y install postgresql-server

sudo yum -y install postgresql-jdbc

WREBRIT—LEREGSE, UWEMRCIIEE, HHRRIRSEITENEME B, tigfERTE [var/lib/pgsql/data
TRIBMIEREX .

sudo postgresql-setup initdb

$18 1i: 55h PostgreSQL

EH BB B ARSI BN B RIARSS |
sudo systemctl enable postgresql
sudo systemctl start postgresql

EERAU TR E PostgreSQL hivzs:
psql —--version

(XPR RHEL 7) £/ psql s <$iTEAEFHRINIEERBIRE:

sudo -u postgres psql -c 'show data_directory'

TR 2. EEEINEEER

EFHEMVEERF £ Linux VDA SEEIMNEITE, FEEH—LEN, RIBEEFERANENNERERT
AMHIUTER, MRIEEFRNEMS LETT Linux T8, WEREHENER.

&%E Citrix Hypervisor A a][E):5 AR

BRA7T Citrix Hypervisor BYEIRIF THAERY, FEE M EIMEAY Linux VM 1, E#=&%F) NTP #1 Citrix Hypervisor
MiE, HEHXEEERANM. HERNHSHEMRSSERAS, ERESD Linux EFRFNRZN#HES NTP
BE, XMERERZAENNERS ., THEE HVM EXTHITEAER.

MBI ETEEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alE% IhaE
BEEE, UREEBEE Linux VM RE/A:

su -

cat /proc/sys/xen/independent_wallclock

A <RE 0 8¢ 1:
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. 0-FERSHECER, BURRA,
. 1- HEARASHETRE, TERREAEE,

iR /proc/sys/xen/independent_wallclock X#8FEE, MNAFEHRTUTLE.
MREBA, FHEIMZXHEEAN 1 RERNEED 6

sudo echo 1 > /proc/sys/xen/independent_wallclock
EFLERRAKAER, HEENBMENAEY, 1EHRE [etc/sysctl.conf XHHRMTAT:
xen.independent_wallclock = 1
BIIEXLEEY, BENBHRSA:

su -

cat /proc/sys/xen/independent_wallclock

IteEp<iREE Lo

&E Microsoft Hyper-V it aES a5

%7 Hyper-V Linux £mARSEH Linux VM a1z A Hyper-V B alR$S e RER ENIRER LN IE. NHEFERR
FETHPIRLREIRT R, HIA—RBALINEES NTP RS,

NEBRERSH:

1. ¥T7F Hyper-V EEBEHI A

2. 3F Linux VM B9i& 8, &% Integration Services (£mRS).
3. HRE%RE Time synchronization (BFEIEF).

AR

b7 7%5 VMware # Citrix Hypervisor RE, X#H#H~=GRaZRAENNERDSIHEE, UERS5 NTP ZEH5E,
Hyper-V BS{alRFZ IS NTP BYEIES HEH B 4k

&8 ESX #1 ESXi L#vEdE]R [

B VMware RERS IR, SN FEEIMEH Linux VM /1, EH<BE NTP FEMNEERIEFNR—. mEER
HERS RSN, HEENHSEMRSERRS, BHERS Linux ERNHPRNRKNSHEHS NTP AF, XiE
MERZRAENERY,

WMRIFEIEITEE T VMware Tools B9 E#ML Linux %

1. #T7 vSphere Client,
2. 458 Linux VM i& &,
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3. 1 Virtual Machine Properties (E#\WEM) 34iEES, 17 Options (£IN) ET+,
4. %% VMware Tools,
5. £ Advanced (54) #ES, EGEES Synchronize guest time with host (5EHELEF A E).

$12 3: @ Windows & 570 Linux E34# (VM)

Linux VDA 5% 0@ Active Directory (AD) 15700 Linux HH&E#HBI %!

« Samba Winbind

» Quest Authentication Services
+ Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBHITIRIF,

AR

73 Linux VDA fravzssthik =0 AD Rtk ERERIMNAF &, SIERAIEEKNK.

Samba Winbind

RENENFARREE:
*F RHEL 8:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation oddjob-mkhomedir realmd authselect

3+F Amazon Linux 2. CentOS7 #1 RHEL 7:

sudo yum -y install samba-winbind samba-winbind-clients krb5-
workstation authconfig oddjob-mkhomedir

FitEN BN EREREN Winbind 5725 Winbind sFiri2F S MECE RATEIT BB BED:

sudo /sbin/chkconfig winbind on

BEE Winbind 5%38E  @idER Winbind 1§+ BHE B 1T Kerberos S14I8IE:
1. BETUTHES
*¥F RHEL 8:

sudo authselect select winbind with-mkhomedir --force
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3¥F Amazon Linux 2 #1 RHEL 7:

sudo authconfig --disablecache --disablesssd --disablesssdauth --
enablewinbind --enablewinbindauth --disablewinbindoffline --
smbsecurity=ads —--smbworkgroup=domain --smbrealm=REALM --
krb5realm=REALM --krb5kdc=fgdn-of-domain-controller --
winbindtemplateshell=/bin/bash --enablemkhomedir --updateall

Hr1, REALM 2A5# Kerberos $iigi&#5, @ domain 2159 NetBIOS &#7,
WMRFEET DNS Tk KDC RSB BT ZFR, B U TR METRINEFIENHS:
--enablekrb5kdcdns --enablekrb5realmdns

EREE authconfig &<REIMNAX winbind RSELABHIEMEIR. authconfig BREHE
MR IMNENE R FTRE winbind BRSE, TTeEaHIIXLESEIR,

2. $T7F |etc/samba/smb.conf HE LU T£BFMNZ [Global] B9 F7, BEKE authconfig TE%EM
N EE:

kerberos method = secrets and keytab
winbind refresh tickets = true
winbind offline logon = no

3. (IXFE RHEL 8) #T# [etc/krb5.conf #7E [ libdefaults]. [realms] # [domain_realm]
B THRMEE:

7z [libdefaults] 9 T:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }
default_realm = REALM
dns_lookup_kdc = true

7z [realms] B9 TF:

REALM = {
kdc = fqdn-of-domain-controller
}

7 [domain_realm] 9 T:

realm = REALM
.realm = REALM

Linux VDA 2R R4t keytab xxff /etc/krb5.keytab LT &% %IEH A Delivery Controller s:fif, i+8#
BRI/, simEM kerberos method i&&¥3&%] Winbind tIE&R % keytab x4+,

N Windows i {ERUSIEHISS MR AIIAE, HEEXRREEENEITENRMEER Active Directory B ik
A

xyF RHEL 8:
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sudo realm join -U user --client-software=winbind REALM

3+F Amazon Linux 2 #1 RHEL 7:

sudo net ads join REALM -U user

REALM 2 A5 Kerberos $g &R, user 2 BRI ENARMEIEHIRAF

71 Winbind i2& PAM  ZiAiER T, Winbind PAM &3 (pam_winbind) BEEE /3 A Kerberos EiE&EEM
FTERMEIE, 1TFF [etc/security/pam_winbind.conf, #7£ [Global] #49 FHmMEEXUTEE:

krb5_auth = yes
krb5_ccache_type = FILE
mkhomedir = yes

HERMERE MIERNIATNENS S, XEFXREREHBE Winbind sFiPiER:
sudo /sbin/service winbind restart
RN

REHBIMNEE, winbind SHPER4 SBERISET.

177 [etc/krb5.conf 33 [libdefaults] #9 FTARILLTIEEM KEYRING E2th FILE 258!:

default_ccache_name = FILE:/tmp/krb5cc_%{ uid }

Wik S  Delivery Controller ZRFrE VDA it&#1 (Windows # Linux VDA) #BZ17£ Active Directory
FE—MIETNR,

izfT Samba i net ads &< RIIEIHENEEEMAE:
sudo net ads testjoin
BITUTa<LIIERIMIEMITTENNRER:

sudo net ads 1info

1%iF Kerberos i2& HTHifR Kerberos BEEHELE AT S Linux VDA BR&1ER, BRIERS keytab XH2H
BRIRHEEEENER:

sudo klist -ke

< EREMEREMSTEEFAAF ANZRYIR, 517 Kerberos kinit &<, ERAXEHRAMITITHRE
BT ENBS 7!
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sudo kinit -k MACHINES@REALM

HENMAEZIRUTIEENAT . ETHS (§) BAEARFML (\) #ITHEN, UERRE shell Hif, ERLRFEH,
DNS 5% 5 Kerberos {UH & AE, EHRERERADUAEM. WRIHSHINET, WARE2ERERKEL,

EFEAUTHSIETENKAM TCT ZEEEE:
sudo klist
EFERAUTHSRETEVAKFEHEE

sudo net ads status

AP SHWIE 8 wbinfo TEWIIEE eI AEEIESAFRMNE%:

wbinfo --krb5auth=domain\username%password

XBIEEMIE N AD 152, MAZ Kerberos s &#f, ¥+F bash shell, #FERS—MNRAIREHT (\) FrFs
T8, HSiREI—FMINTFEMHE S,

EIF Winbind PAM R 2B B EHECE, 5ERAURKRERMNEAFP KA ZE R Linux VDA,

ssh localhost -1 domain\username
id -u

I0IF Kerberos EiREFETNERE T A MERITH:
klist

BH=IE,
exit

E#ER Gnome g KDE 1261 8 ] LURITRMAINIR. E#TEIMANBIEGHRERITSE 6: %% Linux VDA,

Quest Authentication Services

EigiEslss LA E Quest  {BREEEE Active Directory igisHI2s L REHEEE T Quest B, MABREBEEN
R, BE Active Directory he|EHENR,

AYAAFPER Linux VDA 58 AT IiHEAF 87 Linux VDA i+8 1 L7 HDX &iE:

£ Active Directory AP BN EEEHI &, RZAFHFITH Active Directory AP E .
%% Unix Account (Unix tk/) &I+,

% Unix-enabled (EEA Unix).

¥ Primary GID Number (3% GID 4&S) &BHLFHRAEF A4 ID,

N
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2,

A
ol

XEGARSTIREEAR, UEMIAILUERERIG. RDP. SSH siEMEMITZNIGHITER.

7£ Linux VDA tFf2E Quest

SELinux SRBSSRGICHERRART % BIA RHEL SRMBR3EHISEHE SELinux, LE32HITHAESR RN Quest A/ Unix i
E1ZF IPCHIH, HEIEEARER.

R BN REENSEZZEZMA SELinux. L root AR &1, 4iE [etc/selinux/config #5=4 SELinux i&
=

SELINUX=permissive
B EREN BT EN:
reboot
BE:

BERFEALIRE. ZAEENRA SELinux KIKRFILHESSHTLE, BMERX root BFRME MM
FB 2t

F2E VAS SFiriEF S AHETFF Bah4EiT Kerberos ZiRThat, HMBRASMHIIE (BRNER) &,

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false

LEE LR EITIERRIR S 9 /NBY (32400 #b) , BNELEIARY 10 /MNEIBESELRE 1/, BEZEEGAPRENR
% LigBERIRNE,

f2E PAM 1 NSS ZEEMiEid HDX #1THE AP & RIUAKREAARS (5190 su. ssh #1 RDP), EETUTHSUF
=HEZE PAM 1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

X Windows 15 5/ Quest vastool s5<3% Linux i+EHINAZ Active Directory tgeh:

sudo /opt/quest/bin/vastool -u user join domain-name
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user AAEBIEIHEMIMA Active Directory HEEMISAF. domain-name 735y DNS Z#7, #la0 exam-
ple.com,

Wikl A & Delivery Controller ExkFrE VDA i+ E#l (Windows #1 Linux VDA) #E7E Active
Directory #E—MIENNR, ERIEMAT Quest 89 Linux HENMBEMFIHF, BHRITUTIRE:

sudo /opt/quest/bin/vastool info domain

MRHBENEMNE, HaHLRREES, WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAFBHWIE ZEIIE Quest 2T a5 @Y PAM A #THHIGE, BERAURNKERNERAKAER
Linux VDA,

ssh localhost -1 domain\username
id -u

WAFRE R id -u 5$3REH UID G T XIRAY Kerberos EiREE !
1ls /tmp/krb5cc_uid

I Kerberos RIREFTFHNEIERTEMERTH:

/opt/quest/bin/vastool klist

BE#ER Gnome g KDE =] 8 B A LU ITSMETNIR. B TEIIANIIERHSSMITHS R 6: %% Linux VDA,

Centrify DirectControl
N Windows 13 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+&E#10
A Active Directory i3:

su -
adjoin -w -V -u user domain-name

user B ABERIGITEMNIA Active Directory 1#94Efa Active Directory i/, domain-name 2% Linux
THENIMANRIBIIRAE FRo
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory fE—MTENNR, BIIEMAT Centrify 89 Linux HENEBMTIHG, BRITUTERE:

su -
adinfo

I3E Joined to domain EEEEMLK CentrifyDC mode %&3&[E T connected, MNRER A FHEIEERED
R, MREA Centrify FF IR 7 RS 3EE XS HKIER,
BEAUTHSAUREELENRANIZHESR

adinfo --sysinfo all
adinfo - diag

M 5&F Active Directory 1 Kerberos BR$H9EZE,

adinfo —--test

TEFTIHIMANRIEESEMITSE 6. 2% Linux VDA,

SSSD

WMRIEGHERARE SSSD, HRBILED P HREHITIRE. ESES8EXMEE Linux VDA i+E#HIIA Windows
R R ANEIAC B Kerberos S 1IERIES.

272 RHEL #1 CentOS Ei&E SSSD, EHITLUTIRIE:

MANEHBIZEEN keytab
%8 SSSD

BF SSSD

183 Kerberos B2 &
AR SR

ok w e

MAEFHEZEEN keytab  SSSD HRRERTFMNZEMEE RS keytab X5 Active Directory B P ixIhaE.
AUSAER adcli. realmd g Samba,

EEHRBNETIERTF Amazon Linux 2 #1 RHEL 7 8 Samba A2 MU &ERATF RHEL 8 B adc 11 A%, WF
realmd, &% RHEL 5 CentOS X4, HFEEE SSSD Z AT XS,

« Samba (Amazon Linux 2 1 RHEL 7):
RENEMFABERMHEE:

sudo yum -y dinstall krb5-workstation authconfig oddjob-mkhomedir
samba-common-tools

TEEMACE 7 LR Linux EF R E:
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- Jetc/krb5.conf
- Jetc/samba/smb.conf:

BitEHEE 1T Samba 1 Kerberos S3343E :

sudo authconfig --smbsecurity=ads --smbworkgroup=domain --
smbrealm=REALM --krb5realm=REALM --krb5kdc=fgdn-of-domain-
controller --update

Hreh, REALM X5 Kerberos $it5i&#:, domain 2 Active Directory i5#9f&%E NetBIOS &#r,

Pa =

AXHHIEEEATRIE. PMRE, RIFEH AD Eit4EHEE Kerberos.

WMRFEBET DNS Tk KDC RE[ATUHZFE, BB U TR METRINET @GS
--enablekrb5kdcdns --enablekrb5realmdns

TFF [etc/samba/smb.conf H LU T£BHMNE [Global] B9 T4, BEKE authconfig TEAERAY
o fEmE:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows i, iERRigzHI2R e AE, HEEEFEIUGITENRMENIN Active Directory BF#KF

sudo net ads join REALM -U user

REALM A5 Kerberos i &#, user @ BRI ENRMEBRHIHAF,
+ Adcli (RHEL 8):
RN ENATRGE:
sudo yum -y install samba-common samba-common-tools krb5-

workstation authconfig oddjob-mkhomedir realmd oddjob
authselect

BitENEE J#1T Samba #1 Kerberos S48k :

sudo authselect select sssd with-mkhomedir --force

17 |etc/krb5.conf 3£ [realms] #1 [domain_realm] &84 FiN&Bo

£ [realms] E9 T

REALM = {
kdc = fqdn-of-domain-controller
}

7z [domain_realm] 284 T
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realm = REALM
.realm = REALM

X Windows i3, EMFEERIZS AR, HEEEEEROEIHHENFMENEA Active Directory APk

sudo realm join REALM -U user

REALM 2A5 Kerberos SR &%k, user 2ERUSIHTENRMENEAIHAEF,

1%E SSSD  18E SSSD WFBINT .

« BEEST sudo yum -y install sssd#<7 Linux VDA E&=# sssd-ad %4,
o WEFM (5130 sssd.conf) HITELEE XN,
+ 35 sssd RS-

RHEL 7 89 sssd.conf BE2ER=f (R LUIRIEEERIMEIMNGER) :

[sssd]
config_file_version = 2
domains = ad.example.com
services = nss, pam

[domain/ad.example.com]
# Uncomment if you need offline logins
# cache_credentials = true

id_provider = ad
auth_provider = ad
access_provider = ad
ldap_id_mapping = true
ldap_schema = ad

# Should be specified as the lower-case version of the long version of the Active Directory domain.
ad_domain = ad.example.com

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD side
default_shell = /bin/bash
fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAME$@REALM is not available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

#% ad.example.com. server.ad.example.com i NENKIE, BXFMES, BB sssd-ad(5) - Linux
FHMTTo

(1XPR RHEL 8)
T7F |etc/sssd/sssd.conf 37 [domain/ad.example.com] 9 FHRIMUTRE:
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ad_gpo_access_control = permissive
full_name_format = %2$s\\%1Ss
fallback_homedir = /home/%d/%u

# Kerberos settings

krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

3F sssd.conf & B X HEFRAE IR

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

B SSSD  x¢F RHEL 8:
BIEITUA T A< LUEHA SSSD:
sudo systemctl restart sssd

sudo systemctl enable sssd.service
sudo chkconfig sssd on

3+ F Amazon Linux 2. CentOS 7 #1 RHEL 7:

/A authconfig B SSSD, %% oddjob mkhomedir LiFfREEROIES SELinux %&:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo service sssd start

sudo chkconfig sssd on

I0E Kerberos B2E 0iE£#%4 keytab X 2T ELIEHBESEMZH:

sudo klist -ke
HSETREMERBZHSELEAASTRANZRTIR. 51T Kerberos kinit &<, LUFERXLEZABIZE 2R
BT B S

sudo kinit - k MACHINES@REALM
HENAMTHB B TIEEANAS . ETHS (§) BAERRAL (**\**) BTN, UREE shell Hit, ERLERE
i, DNS &5 Kerberos $UsiZ iR R, EHEERMRAZF. MBLGLHRINET, WRKEREMAELH,
BERAUTHLHRIETTENKAN TCT EEEEEF:

sudo klist
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ERFRSHMIIE FR getent sa SHIAZIFMIERIETLLUKZ NSS BEITIE:

sudo getent passwd DOMAIN\username
DOMAIN S REREEANEE, MIRFECAS—MHERKN, 15LER getent s S#HTIRIE,
SRNEREROT:

o EEFERZF: DOMAIN\username
« UPN: username@domain.com
o NetBIOS #iZ4&=: username@DOMAIN

LI91E SSSD PAM ERIRE B EEMREE, 1FEAMUIRERIFAF KA ER Linux VDA,
sudo ssh localhost - 1 DOMAIN\username
id -u

WIFRTAUTHLIRER uid €12 T XA Kerberos EiREFX 4

1s /tmp/krb5cc_{
uid }

IFA P Kerberos EREEFTHNERETE XA RTH.

klist

FEFTIHIMARIEESEMITSE 6: 24 Linux VDA,

PBIS
THFAER PBIS 4

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551.linux.x86_64.rpm.sh

£ PBIS &M A A4z
chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

=17 PBIS ZiLmA
sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

A Windows 15, ZEsUisiisHIBR 4 mA ik, HEAEKAEEEMISHENRMEIEM Active Directory B A%k
P

/opt/pbis/bin/domainjoin-cli join domain-name user

user A BRI EMHFME Active Directory 1589315 FH . domain-name 715 # DNS & #5, #I40 exam-
ple.com,
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FE: Ei§ Bash igERZA shell, 5517 [opt/pbis/bin/config LoginShellTemplate/bin/bash &<,

Wik R &1 Delivery Controller 5kFrE VDA i+ &#l (Windows #1 Linux VDA) #ME%E Active
Directory fE—MIEHNR, BIIEMAT PBIS 89 Linux itBNET M TS, EHTUTIRE:

/opt/pbis/bin/domainjoin-cli query

METBEMNEMARE M, S RREEXHFIMAN AD 5 OU MiER. &N, RETENZ.

WITAFRBHRRIE EI0E PBIS 2T/ 8eH5i@1Y PAM SIS E R # 1T R R, BERUAIRERNIZRRPKFRESR
Linux VDA,

ssh localhost -1 domain\user
id -u
WIFRE R id -u &$3&ER UID 63 7 XIRAY Kerberos EIREFX 1!

1ls /tmp/krb5cc_uid

FEFTIHIMARIEESEMITI B 6: 24 Linux VDA,

$B 4: LRNEHH.NET Runtime 6.0

7£%=% Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £B9BA%RE.NET Runtime 6.0,

%3 NET Runtime 6.0 &, i=17 which dotnet & ¢ & EHIEITIIRZ,

RiIERSHE, RENET Runtime Z#EIXXHEREZ. M, wWRHSHE A /aa/bb/dotnet, 1B /aa/bb 1
7.NET Z#tHIx i,

$E5: T Linux VDA #{46)

#Z Citrix Virtual Apps and Desktops F#mE, BFMERMARAH Citrix Virtual Apps and Desktops, G
HAG U THS Linux Z1TARIEEZA Linux VDA 2,

$1% 6: L Linux VDA

AT 2 R B MBI M hRAH LTSR ARAARIME RE
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RITEMRE
1. (FI) #ENEIRkRA
NRBRE T IRFEAIAIF M LTSR i Z SN RHARR A, BT R ERHThRAS Z A HEN %,
a) fZLk Linux VDA RS
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx stop
AR
£fZ1E ctxvda fl ctxhdx fRE 2 Ai, i&ia{T service ctxmonitorservice stop @< LUE
IESAARS TR EF. BN, BARSTIREFRERSHEELERRS,
b) E#EHHE:

sudo rpm -e XenDesktopVDA

AR
BinfTH<, RERETEREZ; NE, WATLUE [opt/Citrix/VDA/sbin 71 [opt/Citrix/VDA/bin 7
MB ARG,

2. F# Linux VDA #&ta

#%% Citrix Virtual Apps and Desktops F# &, BFHERAMAR Citrix Virtual Apps and Desktops,
RIERHFHGUTHS Linux Z1ThHRICEZRY Linux VDA &,

3. &% Linux VDA
AR

33F RHEL #1 CentOS, &% %it EPEL 17i&RE, ARARERINRE Linux VDA, BxifA=R%E EPEL
BEE, B2 https://docs.fedoraproject.org/en-US/epel/ L2 1HAY35 B,

o M Yum &% Linux VDA 14!
+F Amazon Linux 2:

sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm

x§F RHEL 8:

sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm

%iF CentOS 7 #1 RHEL 7:

sudo yum install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
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o 5 RPM R4+ 0B R Linux VDA Bk, TELLZ T, EATRRRLIT AHim :
33F Amazon Linux 2:
sudo rpm -i XenDesktopVDA-<version>.amzn2.x86_64.rpm
%iF RHEL 8:

sudo rpm -i XenDesktopVDA-<version>.el8_x.x86_64.rpm

xtF CentOS 7 #1 RHEL 7:
sudo rpm -i XenDesktopVDA-<version>.el7_x.x86_64.rpm
RHEL 8 #5 RPM f&k§im5IR:
gt5-gtbase >= 5.5~
ibus >= 1.5
nss-tools >= 3.44.0
gperftools-libs >= 2.4
cyrus-sasl-gssapi >= 2.1
python2 >= 2.7~
postgresql-jdbc >= 42.2.3
postgresql-server >= 10.6
java-ll-openjdk >= 11
icoutils >= 0.32
firewalld >= 0.8.0
policycoreutils-python-utils >= 2.9
python3-policycoreutils >= 2.9
dbus >= 1.12.8
dbus-common >= 1.12.8
dbus-daemon >= 1.12.8
dbus-tools >= 1.12.8
dbus-x11 >= 1.12.8

xorg-xll-server-utils >= 7.7
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xorg-x1ll-xinit >= 1.3.4
1ibXpm >= 3.5.12
libXrandr >= 1.5.1
TibXtst >= 1.2.3

motif >= 2.3.4

pam >= 1.3.1

util-Tinux >= 2.32.1
util-linux-user >= 2.32.1
xorg-x1ll-utils >= 7.5
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.5
cups >= 2.2

foomatic-filters >= 4.0.9
cups-filters >= 1.20.0
ghostscript >= 9.25
libxml2 >= 2.9
libmspack >= 0.7

Amazon Linux 2. CentOS 7 71 RHEL 7 # RPM {&#i1%!|%:
gt5-gtbase >= 5.5~
libmspack >= 0.5
ibus >= 1.5
cyrus—-sasl-gssapi >= 2.1
gperftools-libs >= 2.4
nss-tools >= 3.44.0

postgresql-server >= 9.2
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postgresql-jdbc >= 9.2
java-1ll-openjdk >= 11
ImageMagick >= 6.7.8.9
firewalld >= 0.3.9
policycoreutils-python >= 2.0.83
dbus >= 1.6.12

dbus-x11 >= 1.6.12
xorg-xll-server-utils >= 7.7
xorg-x1ll-xinit >= 1.3.2
xorg-xll-server—-Xorg >= 1.20.4
libXpm >= 3.5.10

libXrandr >= 1.4.1

libXtst >= 1.2.2

motif >= 2.3.4

pam >= 1.1.8

util-Tlinux >= 2.23.2

bash >= 4.2

findutils >= 4.5

gawk >= 4.0

sed >= 4.2

cups >= 1.6.0
foomatic-filters >= 4.0.9
openldap >= 2.4

cyrus-sasl >= 2.1
cyrus-sasl-gssapi >= 2.1

Tibxml2 >= 2.9
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python-requests >= 2.6.0
gperftools-libs >= 2.4
rpmlib(FileDigests) <= 4.6.0-1
rpmlib(PayloadFilesHavePrefix) <= 4.0-1
pmlib(CompressedFileNames) <= 3.0.4-1
rpmlib(PayloadIsXz) <= 5.2-1

=

AR
BXILARZAEY Linux VDA £3589 Linux Z17hRH Xorg A5z, BEEIRRAERK,

£ RHEL 7.x £%% Linux VDA [5, i5fT sudo yum install -y python-websockify
xllvnc &%, BMEF5%EE python-websockify # x1lvnc WERSIEEF AL A%
HAER, BERAERRIE,

HERMELE
AT LAMSERIBIRE MR s LTSR kR asARIE R4,
AR
AEMBERERES [etc/xdl THEEX . EHITHRZA, BSUEMXLEXH,
o EfEA Yum ARERIERG, BHRITUTERE:
5tF Amazon Linux 2:
sudo yum 1install -y XenDesktopVDA-<version>.amzn2.x86_64.rpm
xfF RHEL 8:
sudo yum install -y XenDesktopVDA-<version>.el8_x.x86_64.rpm
%iF CentOS 7 #1 RHEL 7:
sudo yum 1install -y XenDesktopVDA-<version>.el7_x.x86_64.rpm
« EfEA RPM RO EESEARERNM, FHITUATIRE:
stF Amazon Linux 2:
sudo rpm -U XenDesktopVDA-<version>.amzn2.x86_64.rpm
%iF RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm
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%iF CentOS 7 #1 RHEL 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm

AR
MREEABZE RHEL 7, S5 4EEIT LRARBLETHRUATIE:

1. iz 17 fopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix
\VirtualDesktopAgent"-t "REG_SZ"-v "DotNetRuntimePath"-d "/
opt/rh/rh-dotnet31l/root/usr/bin/"--force Lli& & IF # 89.NET Runtime &

=4
1To

2. E¥FES) ctxvda RS,

BE:
FREEEESBED Linux VDA &,

%18 7: %% NVIDIA GRID a2/

B HDX 3D Pro EXREEEIMN EIEIZRFH VDA i+EN EZR% NVIDIA GRID IRohigfF.
AE:
Z3t Amazon Linux 2 &8 HDX 3D Pro, FA1Ei@E%=%i NVIDIA IREhiERF 470, BEXEFMEE, BSHEA
FER,

EERTERIWEERERF L2 RMEE NVIDIA GRID & GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

EREMEE NVIDIA GRID k= VM Eapigk, BHRITUTHRE:
1. HBREKE VM BXH,
2. 7£ XenCenter #1, 73 VM 58— GPU,
3. B&h VM,
4. 73 NVIDIA GRID RehigR & VM:
yum install gcc
yum install "kernel-devel-$(uname -r)"

systemctl set-default multi-user.target
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5. i&#ZE Red Hat Enterprise Linux >4y B %% NVIDIA GRID R&mi2RF.
AR

24 GPU IRzhizrpifiEl, AEMNaImEERIAZER (no).

BE:

BB GPU BE@fg, TAB@Ed XenCenter /8 Linux VM, {8 SSH #1TiE#,

nvidia-smi

e e +
| NVIDIA-SMI 352.70 Driver Version: 352.70
| === e e e L L L L bbb e ————————————— +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap] Memory-Usage | GPU-Util Compute M. |
| ===============================j{=====—================{=========—===—========== |
\ 0 Tesla M60 Off | 0000:00:05.0 Off | Off |
| N/A 20C PO 37w/ 150W | 19MiB / 8191MiB | 0% Default |
e o e et +
e e +
| Processes: GPU Memory |
| GPU PID Type Process name Usage
e e T EEEE ey
|  No running processes found |
e e +
HNERGEFHRNEE:

etc/X11l/ctx-nvidia.sh

BHAESBENZ EMIEIIEE, EFEEEMH NVIDIA FaE, BRIEVAIE, %R “GRID Licensing Guide.pdf
- DU-07757-001 September 2015” /=@ IEHITIE( .

#1128 & Linux VDA

REWHERE, BHEIT ctxsetup.sh BIZSKECE Linux VDA, HITEMERZ A, ZMABRIWIEFE, BRFIE
RPMERE., MEVE, AILENEMETZEAUERIRE,
A LRFRIR R F e T, Rl IRAMERENMN e T SRl BEEERMANENESR:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help

RrEE

BTSRRI EMRENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
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BEEcE

BERERN, BERREERMIEMNAFMEIET. MRAFENMELEENET, WEATRTEREERNES.
SERNIFIRTEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA % #%f#/H DNS CNAME i2®$5E Delivery
Controller &#F. BIABERTIREN N,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZ2HtFa=1& 5 FBH Delivery Controller =&
FREHZ (FQDN) IR UBTF @ Delivery Controller i3, %A= LisE— FQDN = CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA & TCP/IP ixs O (ZRIA A% O 80) 5 Delivery
Controller &f=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - ZEE&hit BH/EEE Linux VDA BRSS. BAERT, ZERER
Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA RS ZR # 5 N\FLIEES R AR XK, &
B AERZRS AER B DA Linux Virtual Desktop sTAFERO (BAINAIRO 80 #1 1494) . BIAER &
gAY,

« CTX_XDL_AD_INTEGRATION=1| 2|3 | 4|5 -Linux VDA 3k f5F3 Kerberos A2 &i& B Delivery
Controller #7843k, Kerberos BEBEERIERZA LEREMBEEM Active Directory ER T AME. 15
EBFEABEZZHN Active Directory SR A%

1 -Samba Winbind
2 -Quest Authentication Services

3 -Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMKE
FEERN BREFIEIMEKTE, WREEFET HDX 3D Pro, MEXR VDI £&E (B=iE) #NEE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - $+BEHNEEN L ARERTEE (VD) TRABHEZRERFER, WF
HDX 3D Pro 3#1%, BILZEIRERN Y, BIAERT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5528, E#& DNS BRERRE
AL S, MHEE DNS it &, BINERT, WEEIREH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA #iff DNS sk 4 Il LDAP fRs3 28, #N% DNS
TiER M LDAP RS I1ER, B URHEUE® 2R LDAP FQDN (% %F LDAP ixO) &k, 40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&% LDAP
IHOSHEEN 389, Linux VDA BERIGER TEIEEHFHE D LDAP RS, IRE x MREMy
LDAP AR$528, Linux VDA B3HEHIT X R Y REM. MRRANEBIHRE, RIEERAERIKK. ER
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BERM LDAP &, BEiEicHIss EEAEBE R, HEHEXH LDAP IOSIEEN 3268, KIAERT, It
TEiGE N <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&id i& & v Active Directory i3 1R #9128
FEXRZ I\ LDAP (ffign, DC=mycompany,DC=com) ., AR SERMEE, TLUIEEEREM (B
OU=VDI,DC=mycompany,DC=com). BIAERT, LLESIEEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 5% IEARSS (FAS) BR55 8 2:@:3 AD A HRE S 5,
Linux VDA R3z#5 AD A%ER, BEALIBCHREINS SR FAS RS EMTIR, IMFHASE AD A%
BERRENIRFER, NEMERT ERRS B[, BEFER <none> XAFRRIEXRHETH, HEFER
MRS E/MUMIRNEFE,. BES FAS RSBV EHRBE, HREMMNIEOSSE FAS RESR LEEMHRAS—
B, {5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - Z# .NET Runtime 6.0
L3R Broker RIBARSS (ctxvda) BIERR. ZRIAERIZH /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - i € EEZ SFFHEAEAN
GNOME . GNOME Classic 5t MATE £ &Ef iR, MRKIEEETE, NEHA VDA LU RENEE, B
2, NRYHIRENEmA MATE, NHFETEEIRE N mate,

TR LB e A TS BAE BN BRIER AWK EIFE:

1. 7£ VDA t#y SHOME/<username> BER FglE—1 .xsession & . Xclients X, MRE
FEAME Amazon Linux 2, &gl . Xclients X, MREEEEREMELITR, BeIE—
.Xxsession X,

2. {wiE . xsession 5 . Xclients XEURIBAITHRIEE REIFE,
- EZFAF Amazon Linux 2 71 RHEL 8 £/ MATE =&

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
i

- AT Amazon Linux 2. CentOS #1 RHEL -y GNOME Classic £&

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- &FAF Amazon Linux 2. CentOS #1 RHEL £t/ GNOME =&

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi
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3. SEMHRRIEAFHEE 700 XAHR.

« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2FBE5 Linux VDA Bk, RIAMERT
KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0 Citrix Scout WEHZFiHO. BiAimOr 7503,
« CTX_XDL_TELEMETRY_PORT - ¥ 5 Citrix Scout i@589i%. EIAHOR 7502,
REMRE ST EM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>"'

export CTX_XDL_LDAP_LIST='list-1ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port—-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh

iB17 sudo <R, BA -EXTLUBHNERELEEFBLHECZHNF shell. HMNBIVEERAFENGSHME
#1/bin/bash {ERHE—1TREIE shell BA

F5b, BRSNS IEEFRASHK:
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sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y [N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh

MIFRECE B

ERLEBERT, SR EMRR ctxsetup.sh AT ECEFFHAIER, BAREZ Linux VDA 48,
YREEIRIERT, REFLMENEEEE:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
MBRECEFE RS :

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh

BE:
It A S MBI ERIBRFRE BC B EkIE, MIMME Linux VDA &R,
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EERT

ctxsetup.sh 1 ctxcleanup.sh iz 2 E#ZEH A LERHEIR, HABEMEESANREE HEXH [tm-
p/xdl.configure.log.

EF BN Linux VDA IR, HREREM.

S8 9: 517 XDPing

#iE17 sudo /opt/Citrix/VDA/bin/xdping Ll Linux VDA FiB%7EE NERENE, 4%%MA
{58, B8 XDPing,

$1% 10: izf7 Linux VDA

5/ ctxsetup.sh BIAFRE Linux VDA /&, BILUEITA T an<3RizH Linux VDA,
% Linux VDA:
B35 Linux VDA BRS3 :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start

%1k Linux VDA:
{21k Linux VDA BRSS, iBHITUATHRIE:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx stop
AR
=1k ctxvda M ctxhdx fRE Z#i, 18517 service ctxmonitorservice stop m<LUE
LIS MARSSFIFIER. BN, HMRSTIFEFSERRBHEELENRS.
BfA5h Linux VDA:
B2 Linux VDA RS

sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart

sudo /sbin/service ctxvda start
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% Linux VDA HRE:
ERE Linux VDA BRSBIBITIRE, ERITUTIRE:
sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status

$1% 11: 7£ Citrix Virtual Apps = Citrix Virtual Desktops #¢I|Zi+EHNBER

BT EN B RAMAM Linux VDA i+ EHHE 2 5%4%8 Windows VDA A& M. BXINAITMXLEESHEME
MEYeA, FEECIEITENERMERETENE R

BIEES Linux VDA itENMITEN B RNS@EIE—LRE], FEizdiERRTFH Windows VDA i+ B 8IEE T B
BR:

o WFRERS, Bk

- ZRERERFEDN NWFREAZRERMRE),
- BRIFRMERSET (ERT VDI THAKERGER),

o BENER—MENBRPEAEA Linux #1 Windows VDA it &#l.
AR
BHARRAHY Citrix Studio Ax3#F “Linux I2ERL” WIS, BE, %EHE Windows Server 2R SRS
RIRMERSENMER T ERALELZSEMER, %% Windows SEi2ERAAHE IR ERSENER T E
BEsitE— AP R (THEE,
e

MRMERBENERBEEFRIA Active Directory 18, NZMERItEN, AEBEERFNZIHENER.

$18 12: 7£ Citrix Virtual Apps =% Citrix Virtual Desktops F18/7232 {34

IR MAMRINES Linux VDA BN EN B RIEES Windows VDA B/ LFEE, BXINAETERMIXLE
ESHEMFARIIRER, FSHAEIE(T4H,

8 &8 Linux VDA it BB R TAR SEIR AT RE:

o WRFTE AD BRAAE EHREE, BEBERE Linux VDA itEH,
« BIARTRESHRIEN (BER) AFER.
o BENERMMEFENESE Windows i+EHHITENER.

BE:
Linux VDA 1.4 B SRAZFLHNAER. B2, Linux VDA A EEM N BIER R MAERRNITEN.

AXRNEETEN B RN AAHNEE, E2F Citrix Virtual Apps and Desktops 7 2206,
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Frh%i Linux Virtual Delivery Agent for SUSE

August 20, 2024
BERR:

WNF TR, BIVEEREMREN#HITRELRE, BMREENNXNET], SAXPIFRNFHREMRL, BEFX
7T it

TEL. AELE
$% la: Bz YaST TR

SUSE Linux Enterprise YaST TERAFRERARNITA A EENRE,
BEEF AR YaST TA:
su -

yast

ZEshETF Ul B9 YaST T8, ERITUTRE:
su -

yast2 &

S8 1b: EEMNRERE

UTEEHNEB T MEEE Linux VDA EAMNSHMEIRENIRS. WEREED YaST TERNIT, MASERAEM
#i%, 5030 Network Manager, UTF#BBNBHNEEAET Ul 19 YaST TAMNIER,. HAIUGERETF AR YaST
TH, BSMAEHEETRR, WHARSCRENE.

FoE M AMAZ 5 (DNS)
1. BEepEF Ul YaST TR,
2. EERG, AREENEIRE,
3. #T7F Hostname/DNS (E#1&/DNS) &£,
4. 73 Set Hostname via DHCP (i&id DHCP igEX#A) %#&F no (&) #EM,
5. Jf&2% DNS ELEiRZFE A B E X REE,
6. WEUTRE, URRFR{EIMNKZIZE:
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o BRSENE - FITEANE DNS EME,
o ZIMBRSSES - 7RA0 DNS BRS328HY IP thtik, @52 AD 151415289 |P st
o IFIERFIK - 0 DNS 152,
7. B /etc/hosts XU TITUES FQDN MIENMBERTIRINEE:
127.0.0.1 <FQDN of the VDA> <hostname of the VDA> localhost
FE:

Linux VDA ZifiF%#s NetBIOS &#f#&if. Eit, EFHMNEREEL 15 MFRo

=

TN .

S

REEEAFHR a-z. A-Z. 0-9 FEFF (). BBEEATIEL (). SENEMTS. INEFEURFLM
MEFRLERE. MNbERTF Delivery Controller #4142,

REINE WIEENBRESTEHTIR:

hostname
ESOREHENMNENS, MAREETE2EEEZ (FQDN),
I8iF FQDN iR ER T IERTIR:

hostname -f

Iteap <R El+ BN FQDN.

RERMBAAFARS AR HIART LU FQDN Hxdigiizhi2s#l Delivery Controller #4147 ping #1E:

nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

WNRT AN FQDN 8 Ping F@ LRE—ItEN, BRREEXTE, AEBYLE,

S8 1c: BKZE NTP fRs5

#47 VDA, Delivery Controller #1igii= 38 2 BBIB SALAEHRRIS EXER, & Linux VDA REREIWIEEES
SHEHRENT,. HFHER, SIFERITE NTP IRSFEFNEIRED, BIANTP RERREEF—LEEN.

xJF SUSE 15.3 #1 SUSE 15.2:

1. BaEF Ul YaST ITE,
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2. EEWERS, AEERE NTP &,
3. 7z Start NTP Daemon (Ez) NTP sripigR) #55, %#F Now and on Boot (II7EX%35ISHY),
4. REREREEDS.
5. RIBFZARM NTP fRs388. NTP RRSS@HIEETE Active Directory 183z H128 ko
6. 1f /etc/chrony.conf ShffiEeiFRIATIT (WAREE).
include /etc/chrony.d/*.conf
w48 chrony.conf 5, EfEsh chronyd BRS.

sudo systemctl restart chronyd.service

$2 1d: L% Linux VDA &EEa

BT SUSE Linux Enterprise B Linux VDA 3 & T LA TR E:

+ Postgresqll3-server 13 {EZRAS

« OpenJDK 11

+ Open Motif Runtime Environment 2.3.1 SXE &k A
+ Cups 1.6.0 XEEHRA

+ ImageMagick 6.8 FEF R4S

ANEFEEE  BRT ImageMagick Z25b, BIERIUME S FMHEEFRINAS BB ENREE. EHRE ImageMagick
e, BEA YaST S TH<$EA sle-module-desktop-applications =EfgkE:

SUSEConnect -p sle-module-desktop-applications/<version number>/
x86_64

%% Kerberos E/iin 2% Kerberos /3%, 7£ Linux VDA 5 Delivery Controller 22 8] S2ELI% & & {4 Wi :

sudo zypper install krb5-client

Kerberos &P IR E R # TFREMM Active Directory £/l %, EEIR TEMNRA,

%% OpenJDK 11 Linux VDA &3z OpenJDK 11,
ER# OpenJDK 11, FEITUTHS:

sudo zypper install java-1ll-openjdk
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Z4 PostgreSQL ER# Postgresqgl, #EEfTUT@mS:
sudo zypper install postgresql-server
sudo zypper install postgresql-jdbc

IR RERITREGT R, UEMRMEIBERS, H#R PostgreSQL EitEHEEIRYBED:
sudo systemctl enable postgresql

sudo systemctl restart postgresql

BIBEX LT /var/lib/pgsql/data.

HI 2 NEIMNEEREEES Linux VM

EXRHEMVIEIRRZF £ Linux VDA SEEIMAEITE, FEEH—LEN. RIBETERNENNEREFRT
AMEIUTER, MRIEERNEMS LETT Linux T8, WEREHETER.

&£ Citrix Hypervisor _t it a)E): a0

MRBA7T Citrix Hypervisor BYEIR S IhEE, EE N F MR Linux VM =, 15E88<5& %) NTP #0 Citrix Hypervisor
miEE, MEFREEERAN. NERNHSHMRSHERRS, BEBE Linux REFHNRZNSHS NTP BF,
XMERERBATNNERY, THE HVM EX THITERER.

MBI ETEEITHEEME Linux A%, FE%ET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alE% Ihag
BEEE, UREEBBE Linux VM RiE/A:

su -
cat /proc/sys/xen/independent_wallclock
ItE<iRME 0 8% 1

- 0-BEEPIEEERA, BEBHEA,
o 1-BEESHEERA, TERBEMIZIF.

iR [proc/sys/xenf/independent_wallclock SXtER7ZE, NAEBHITUTSE,
WREBA, EEIMIZXHEAN 1 RERARERDIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock
BHELESRAKAER, HEEHBENAER, EHhRiE [etc/sysctl.conf SXHHRINUTIT:
xen.independent_wallclock = 1

RIIEXEEY, BERBHRSR:
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reboot

EfEmE, RIEKSERTIER:
su -

cat /proc/sys/xen/independent_wallclock

IteEp<iREE Lo

&E Microsoft Hyper-V it aES a5

=47 Hyper-V Linux £AREH Linux VM BIRZ A Hyper-V B EIRS ThEERER ENIRIER LGN E. AHERER
SRR S, B—RBALIEES NTP RS,

MERRIFRSH:

1. #T7F Hyper-V EEBIEHI&.
2. 3F Linux VM B9i& 8, &% Integration Services (£/RS).
3. HRE%RE Time synchronization (BFEIEF).

AR

te77%5 VMware # Citrix Hypervisor RE, X#E#H~=SRaZHAENNERDSIHEE, UERS5 NTP 24 W,
Hyper-V Bt{alRAFZ IS NTP BEES HEH B4k,

&8 ESX #1 ESXi L9t a]R i

MRBAT VMware BHEIESTHEE, EEMFEIMERY Linux VM 1, EHBE NTP FEiM EREF R,
ERHAERD RAENH, B8RS HEMRSBREAS, HHED Linux REFNRENHS NTP FF, X#HER
ERBAEHNEFRS,

WMRIFEIEITEE T VMware Tools B9 E#ME Linux Ri%:

$7FF vSphere Client,

4m3E Linux VM &€&,

7z Virtual Machine Properties (EiHIEY) sHEES, 77 Options (GER) %M+,

%% VMware Tools,

7£ Advanced (54) &9, BEUH%ES Synchronize guest time with host (5EHEFEAHAE),

ok w D

S 3: @ Windows 15700 Linux &4 (VM)

Linux VDA %% Active Directory (AD) 1570 Linux HH&HBYA%:
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« Samba Winbind

* Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIREBAHRITIRIF,

AR

73 Linux VDA frgvzsithik =0 AD Rtk ERERIMNAF &, SI1EREEEKN.

Samba Winbind
A Windows 1 Zayigiiz sl malifinl, HEESAEEEGIHENRMEH Active Directory AP ik
Ik
1. /B5h YaST, EEMERS, REEE Windows iER SR 5173,
2. HITUTENR:
o BIEE TELIEH Active Directory IS AFReRigiizlasny IP ik, MRFABZANKAE,

« % Use SMB information for Linux Authentication (5 Linux S%iFEE SMB{E8),

- % Create Home Directory on Login (EERFSIBEBER).
- & Single Sign-on for SSH (3 SSH ERABEER),
- HaREKiE+H Offline Authentication (BN HHIIE). LETS Linux VDA REZE.

3. BEME, MRAFRTEREZLERME, BRE Install ().

4. MRHEFITHIZE, WSHREREEMNEG, BER.

5. HIRTH, BAGTUSTENRNIENESEAFNERE, AR2E OK HE).
6. FHIENBIRSHAEFRBITEN. KRN EEHRBIITEN:

su -
reboot

WiEERE S Delivery Controller 2R VDA it&#1 (Windows #1 Linux VDA) #8Z7£ Active Directory
PE— MR R,

izfT Samba #9 net ads G$EKRIEHENE T BN
sudo net ads testjoin
BITUTRSRIEFIIMIENITENNRER:

sudo net ads 1info
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i Kerberos BtE HifRR 4 keytab X BREERIEHBGSBERERA:

sudo klist - ke

B EREMERENEBBEMHASTRANERYIR. 517 Kerberos kinit &<, ERXLERAMEEHER
BT ENRSH:

sudo kinit -k MACHINES$S@REALM

HENAMMABMUBTIEERAT, RS (§) BAEARML (\) #1758, UREE shell Hif, ERELEREHR,
DNS 5% 5 Kerberos {UH B AE, EHRERERMUABN. WRILHSHINET, WFR2ETERKL,

EFERAUTHSIETENKA M TCT ZEREEE:
sudo klist
BEFEAUTHSRETENKIFAEE:

sudo net ads status

WIERASMIIE HAwbinfo TARIEEREAIARIIENAFNSH:

wbinfo --krb5auth=domain\username%password

XEBIEEMIERA AD 55, AR Kerberos (& #R. 3F bash shell, BFERS—MRIBIIRFUT (\) Frv
T8 A RE—FMIIHKRBIES.

I Winbind PAM BIRMECE RDIEW. A, EERURRERIAEARF KA ERE Linux VDA,

ssh localhost -1 domain\username
id -u

IERE R id -u 55$REM uid SIE TR Kerberos EiREE 4
1ls /tmp/krb5cc_uid

IEAF K Kerberos EiEEEFINEREETERE R IH:
klist

BHEIE
exit

E#ER Gnome ¢ KDE 1251 8 e LURITHRMBINIR. B TEMNBIEGEHERITSE 6: %% Linux VDA,
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Quest Authentication Service

EEEHI2R LECE Quest BRELEEFHIEHSELLXEHRET Quest i, MEERTEENR, ENE
Active Directory Ha|EHENNR,

AFFHAFER Linux VDA HEH AT IiHEAFEESE Linux VDA i+ 8 L1 HDX &iE:

1. 7£ Active Directory AFPMITENERIEE&H, RZAFHFITH Active Directory AR B,
2. 3#%#% Unix Account (Unix if) &EBF.

3. % Unix-enabled (EEH Unix),

4. 3% Primary GID Number (&i% GID £S) &BALFHABAANA 1D,

=

E

XEGARSTFIREEAR, UEMIUERERG. RDP. SSH siE M EMITZHIHITER.

7£ Linux VDA tFf2E Quest

F2E VAS SFiPiEF R JUS I B5h4:1T Kerberos ZiEINEE. HMBEABFMHIRIE BHENER) IhkE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false

IbEnSIELEITIEIRRIZ A 9 /BT (32400 #) , BIELERIARY 10 /NNEEEGERE 1/ KN, BEEREGARRENR
% LiIgBERIRHE,

ficE PAM f1 NSS EEA&ET HDX #iTME AP ERUNREMARS (40 su. ssh #1 RDP), &EF&hEcE PAM A0
NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

A Windows &,  f#MH Quest vastool &<¥ Linux i+ EMIIAZI Active Directory 3

sudo /opt/quest/bin/vastool -u user join domain-name

user HEREIHENMA Active Directory FHE MR A ~. domain-name Ji%# DNS &7k, %0 exam-
ple.com,
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Wit R & Delivery Controller 5kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E 7 Active
Directory E—MIENT R, BERWIEMAT Quest B Linux HENBEMTES, BRITUTIERE:

sudo /opt/quest/bin/vastool info domain

MRHBENEMNE, HaHLRREES, MRITENRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WA BHMRIE  iE Quest BF T LLEIT PAM A P #1TE M3, Altt, BFER EIRERZHEAF KPP
&% Linux VDA,

ssh localhost -1 domain\username
id -u

WIERE RN id -u H<REM uid BUE T 338 Kerberos EiREF 4 :
1ls /tmp/krb5cc_uid

I Kerberos EiEEETHNEIRETERERIHA:
/opt/quest/bin/vastool klist

RBRERE,
exit

BB R Gnome 5 KDE $2HI 80 ATAATSMBONL, E#ITEHMANIERESREMITSE 6. %% Linux VDA,

Centrify DirectControl

N Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<3& Linux i+ E# I
Active Directory i3:

sudo adjoin -w -V -u user domain-name

user AHERGITENIAN Active Directory iZ#94E{T Active Directory 1. domain-name 2% Linux it#&
GNP e

Wb S Delivery Controller 2k VDA it&#], (Windows #1 Linux VDA) #8Z7£ Active Directory
PE—MTENN R, BRIEMAT Centrify 89 Linux BB MU FIEP, ERITUTIRE:

sudo adinfo
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I5F Joined to domain EEE AWK CentrifyDC mode 2%iR[E T connected, MEERMAEELEER

shikAS, MIZREA Centrify EFIRBE T RS SIEZER SR RIER,
BEAUTHSHREELENARMIZHER:

adinfo --sysinfo all

adinfo - diag
Mt 5&H Active Directory #1 Kerberos ARSHIER.

adinfo --test

ERTEMNIEEASAITS T 6 %% Linux VDA,

SSSD

R & 72 SUSE £ SSSD, BRRULE D h et B TIRE. WHHBESH/XMER Linux VDA ITEHINA

Windows 1595 B A K ANAIEC E Kerberos B4 I18ERNIES.
E1£ SUSE LigE SSSD, E=MUTHE:

MNEHBIZEEN keytab
77 SSSD E2& PAM

%& SSSD

EF SSSD

DN dndat=gv

I9F Kerberos EtE
WIEAF SR I0IE

Nk~ w

mAEH eI EN keytab  SSSD H R RHAFIMNFMEE RS keytab XX ## Active Directory & F ik IhEE,

B Samba ik, 1EECE SSSD ZAl, BRI TSR,

1. =132 Name Service Cache Daemon (NSCD) sr#iE,

sudo systemctl stop nscd
sudo systemctl disable nscd

2. ®EENAZM Chrony BERS,
hostname

hostname -f
chronyc traking

3. REHEMATUREE:

sudo zypper install samba-client sssd-ad
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4. Llroot B BEMRIE /etc/krb5.conf xff, UM kinit LBEFSBEMA#TES. 7= [libde-
faults]. [realms] 71 [domain_realm] &5 FHMUTEE:

AR
RIBER AD ERILEMELE Kerberos, UT&EERA T8I, SMIER,
[lTibdefaults]
dns_canonicalize_hostname = false
rdns = false
default_realm = REALM
forwardable = true
[realms]

REALM = {

kdc = fgdn-of-domain-controller
default_domain = realm

admin_server = fgdn-of-domain-controller

}

[domain_realm]

.realm = REALM

realm 2 Kerberos i3 #9 & #7, f5l40 example.com, REALM 2 X5 1 Kerberos 47iig & #7, 0
EXAMPLE.COM,

5. Llroot AP B#%HLE /etc/samba/smb.conf, LA net LAERFSBIFEHITERE. BUTERE
&zl [global] &84

[global]
workgroup = domain

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab
realm = REALM

security = ADS

domain 2 Active Directory 15#9E%2 NetBIOS &#5, a0 EXAMPLE,
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6. &% /etc/nsswitch.conf xX{Ha passwd F1 group & B LUIERT R A ARSI B SSSD,
passwd: compat sss

group: compat sss

7. EABEEMN Kerberos EF IR UEIE R &9 A BREHITHHIEIE,

kinit administrator

8. EfA net ARFRAZMNAHERFES Keytab XX,

net ads join osname="SUSE Linux Enterprise Server" osVersion=15 -U
administrator

71 SSSD F2&E PAM 729 SSSD B2 & PAM 2R, BREHNEMAFNREE:

sudo zypper install sssd sssd-ad

¥ PAM BRRECE Jyil@id SSSD #1TRF BHIIE, HAAFPEREEEER.

sudo pam-config --add --sss
sudo pam-config --add --mkhomedir

2E SSSD

1. Ll root BFBH4LE /etc/sssd/sssd.conf, UsaiF SSSD sFiFiERF 5 Bint#iTES, sssd.
conf BRERG (AILURBREERINGINIIER) :

[sssd]
config_file_version = 2
services = nss,pam
domains = domain-dns-name

[domain/domain-dns-name]
id_provider = ad
auth_provider = ad
access_provider = ad
ad_domain = domain-dns—-name
ad_server = fqdn-of-domain-controller
ldap_id_mapping = true
ldap_schema = ad

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Comment out if the users have the shell and home dir set on the
AD side
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fallback_homedir = /home/%d/%u
default_shell = /bin/bash

# Uncomment and adjust if the default principal SHORTNAMES$S@REALM
is not available

# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

ad_gpo_access_control = permissive

domain-dns-name 2 DNS 5%, 130 example.com,
PE =
ldap_id_mapping i &% true, L& SSSD #& & fa 5% Windows SID 432 Unix UID, &M,
Active Directory % Faeisi Mt POSIX i Bi2F. ¥ ad_gpo_access_control i & permissive
URBsLE Linux £iFH IR E RHEIR, 55H sssd.conf #l sssd-ad BFMHT,
2. 3t sssd.conf i&BXHFRERFRR:

sudo chmod 0600 /etc/sssd/sssd.conf

[BF SSSD  EETUTH S UERABEBIBAFBEEN SSSD FHFERF:

sudo systemctl enable sssd
sudo systemctl start sssd

IIEE R R 515
1. i5f7 Samba # net ads &< URIEITENREEMANSE:
sudo net ads testjoin
2. BITUTa<SRIESFIMIENITENNRER:

sudo net ads info

1F Kerberos ifE HRERS keytab X REBELIBH B SEMER:
sudo klist -ke

HHSETRSMERZMERILESHAESTTBNZHRTIR,

i51T Kerberos kinit &<, FRAXEFARISIEHSEIETENNS®%:

sudo kinit - k MACHINES@REALM
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HENMMUREHBIIEERAT, TS (§) BAEARKT (\**) #TEX, UERE shell Bit, ERLIRE
#, DNS i5& 5 Kerberos (UHZ#RRE. EHRRERTRER, MRIHSHET, WFRESREFREL.

BEAUTHLEIETEIKAR TGT REEETF:

sudo klist

BIEAFPS%IE SSSD FEEHEITFIFEFRHATURSMNEIENGLSITIR, Rag@d PAM 7.
EI0IE SSSD PAM #ER2 R EEHECE, BEAURIRERMNEAF KA ER Linux VDA,
ssh localhost -1 domain\username
id -u
klist
exit
IIE K11 st &<iRE Kerberos EEETIEATZAF H BRI,
Ll root BFR &1, RIEREZERTEM 1d —u HSREN uid SIEBENNZIEEEH:

ls /tmp/krb5cc_uid

BE#ER Gnome g KDE =] &8 B A LU ITRMETNIR. E#TEIMANIIERHSMITS R 6: %% Linux VDA,

PBIS

TR PBIS BR4-E  flin:

wget https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/
pbis-open-9.1.0.551. linux.x86_64.rpm.sh

& PBIS REFMAAHIT  Hlan:

chmod +x pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

iz17 PBIS REfIA  fly0:

sh pbis-open-9.1.0.551.1linux.x86_64.rpm.sh

A Windows i3  Ea9iiisHlgsHamaifinl, HEEKAEEERSITENARINEIRA Active Directory Bk
P
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/opt/pbis/bin/domainjoin-cli join domain-name user

user A B KB AR ME Active Directory $H #9315 FH . domain-name Ji# DNS & #;, 10 exam-
ple.com,

FE: E¥ Bash 8B RZIA shell, #5517 Jopt/pbis/bin/config LoginShellTemplate/bin/bash &<,

Wirm R &1 Delivery Controller EskFr VDA i &#1 (Windows 1 Linux VDA) #ZE7#%E Active
Directory fE—MIEHNR, BIIEMAT PBIS 8 Linux BT M TS, ERTUTIRE:

/opt/pbis/bin/domainjoin-cli query

MERTBENEMAE MK, S RREHXHFIMAN AD 5 OU WERS. &N, RETENSZ.

WITRAFP BMIRIE IRIE PBIS 2FaEHZ1EE PAM ST AP #TH DI, Ak, 5T ER S RYEA P K-
&% Linux VDA,

ssh localhost -1 domain\user
id -u
BIERE R id -u &<iRER UID 8T WM Kerberos EIBEE 4!
1ls /tmp/krb5cc_uid
BRHEIE,
exit

FEFTIHIMANRIEESSEMITSE 6. 2% Linux VDA,

S8 4: REXERH.NET Runtime 6.0

fE% % Linux VDA Z i, ¥R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#93iBAZREE.NET Runtime 6.0,

%% .NET Runtime 6.0 /5, 1T which dotnet S <$ & EHIEITITERRZ,

RiEmSHE, RENET Runtime Z# &I HERZ, i, WRHSHL S /aa/bb/dotnet, EER /aa/bb £
ANET Z#HIXH B,

$I8 5. T Linux VDA #i{4

#%% Citrix Virtual Apps and Desktops T# 0. BF#ERzkAR Citrix Virtual Apps and Desktops, #AE&
HAHLUTHS Linux Z1TARCEZAY Linux VDA £,
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HI% 6: L Linux VDA

S 6a: HHIBRZE

WMRRET FRITAHIFE M RZAF LTSR R Z M R ERRRAS, IBEREHMRA Z 5 EEE,

1. {21k Linux VDA BR%3:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx stop
AR
121k ctxvda Ml ctxhdx fRE 250, EizfT service ctxmonitorservice stopd

LUELESIRSTIFER. BN, BURSTIFEFRBERBMEEFELERRS.

2. ENERMAE:

sudo rpm -e XenDesktopVDA

BE:

XFMEHBA MRAHTTA R

AR

ZAIL7E [opt/Citrix/vda/ THEIB L&A M,

BiEfTHS, TEIRETEREFE; &, LakiE [opt/Citrix/VDA/sbin 1 [opt/Citrix/VDA/bin FHinz &

FERiZo

$1% 6b: %% Linux VDA

5 Zypper &% Linux VDA x4:

sudo zypper install XenDesktopVDA-<version>.slel5_x.x86_64.rpm

£ RPM R4-BEE L E Linux VDA 34!

sudo rpm -i XenDesktopVDA-<version>.slel5_x.x86_64.rpm

$I2 6¢C. F4 Linux VDA (F]i%)

BILAMSERTRIRNRAF LTSR RRAARINE L.
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AR

ARMERERESE [etc/xdl THREX ., EHITHRZE, BESHBEMXLE M,

sudo rpm -U XenDesktopVDA-<version>.slel5_x.x86_64.rpm
SUSE 15 #9 RPM #1513k :
postgresql >= 13
postgresql-server >= 13
postgresql-jdbc >= 9.4
java-ll-openjdk >= 11
ImageMagick >= 7.0
dbus-1 >= 1.12.2
dbus-1-x11 >= 1.12.2
xorg-x11 >= 7.6_1
libXpm4 >= 3.5.12
libXrandr2 >= 1.5.1
libXtst6 >= 1.2.3
motif >= 2.3.4
pam >= 1.3.0
bash >= 4.4

findutils >= 4.6

gawk >= 4.2
sed >= 4.4
cups >= 2.2

cups-filters >= 1.25
libxml2-2 >= 2.9
libmspack0d >= 0.6
ibus >= 1.5

libtcmalloc4 >= 2.5
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libcap-progs >= 2.26
mozilla-nss-tools >= 3.53.1
libpython2_7-1_0 >= 2.7

BE.

EAFREERBR Linux VDA &,

HB T: =% NVIDIA GRID KXzpigrr

EF HDX 3D Pro EXREEEHHEIRZRF VDA 1+ EH] %% NVIDIA GRID E=pi2R.

BERTERIWEERER L 2EMEE NVIDIA GRID & GPU &128s (ENIREIER), HESRLTERE:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

ZLHEMEE NVIDIA GRID RE VM E=piZR, BHITTENENLE:

1. BREKE VM BXiF,

2. RN EEREFEFIERT, A VM 28— GPU,
3. BEIVM,

4. £ VM LRERE VM EKihigrr.

#1128 EE Linux VDA

REGMGAE, HETT ctxsetup.sh fIZAEREE Linux VDA, Mz EAERZ AT, MSWIEFIE, HfF
FRrERHIMEE R, NEVE, JUMNERETZHAUERILE,
A LR BRI R F s T A, WalIRAMSEEEL Baa T4, g (Fal, EERZMANEEER:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh - help

RTECE

BITaRREMRENFERE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh
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BEEcE

BERERN, BERREERMIEMNAFMEIET. MRAFENMELEENET, WEATRTEREERNES.
SERNIFIRTEEE:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %5/ DNS CNAME i2®$5% Delivery

Controller &#F. BIABERTIREN N,

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZ2HtFa=1& 5 FBH Delivery Controller =&

FREHZ (FQDN) IR UBTF @ Delivery Controller i3, %A= LisE— FQDN = CNAME 3%,

+ CTX_XDL_VDA_PORT=port-number -Linux VDA i&id TCP/IP i#O (BiAAi%0 80) 5 Delivery

Controller &f=,

+ CTX_XDL_REGISTER_SERVICE=Y | N - ZEE&hit BH/EEE Linux VDA BRSS. BAERT, ZERER

Yo

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA R ZR s 115 NS IEZED R AR A G,

B LTERZR ASEF BEDA Linux VDA FTHFRFERHRO (BRIAAEO 80 #1 1494), BIAERTIRER Yo

IR
18N

+ CTX_XDL_AD_INTEGRATION=1|2 | 3 |4 -Linux VDA Zxf&f Kerberos F2&i& &7 Delivery Con-

troller #1753k, Kerberos EBEIRIBR L EBEREMBEEM Active Directory E T EMHTE. 5E

B 215 Active Directory &5 7%

1 -Samba Winbind
2 -Quest Authentication Service

3 -Centrify DirectControl
4 -SSSD

E:2

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA s #§ HDX 3D Pro, X2—4 GPU &R, EEMKLE
BN BEREFNEMNLKT, NRiEET HDX 3D Pro, ME AR VDI K& (BxiE) #AEBE VDA - (B

CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - it BHEEHEAKER(TRE (VD) ERREEZRKERTRE, WF

HDX 3D Pro 3%1%, BILZERIREN Y, BUIAERAT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA i&d DNS &I LDAP 5528, Ei& DNS BRERRH!

AAHIER, MIEE DNS mZ . RIAMERT, HEEREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zif) DNS 43 LDAP iR 25, #ER DNS
TER it LDAP RS I12R, T LR MU= 2 RAY LDAP FQDN (%% LDAP #0O) %Ik, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥% LDAP
IHOSHEEN 389, Linux VDA BEREEXTZRERPHE LDAP RS, MRE X MKREMy
LDAP fR£52%, Linux VDA 23817 X RLLY &M, MRV ANEEEHE, REBRAESRY. BB
FAEIRE LDAP &1, 1BEEiEEHE LRRA2RER, HISEXM LDAP IEOSHEERN 3268, RINMBERT, It

TEIEEN <none>,
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+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA &3 i& & /5 Active Directory i3 iR (v 1%
RERZE W LDAP (140, DC=mycompany,DC=com) ., NS E Rk, TUIEEEREM Bl
OU=VDI,DC=mycompany,DC=com). EIAERT, LLLTZIEEN <none>,

o CTX_XDL_FAS_LIST=" list-fas-servers’ -Et& 54 IIEMRSS (FAS) BR55 8 2@:1d AD A HRE S 5,
Linux VDA R3z#5 AD A%ER, BEALIEBCAREINS S 2R FAS RS EMTIR, IMFHASE AD A%
BEFRENIRFER, NRMERT ERRS B[, BEFEH <none> XAFHBIEXRHETH, HFEFER
RS BMUNIRF, ES FAS RS B[BEHIBE, BHRFEMMMNIKEOS 57 FAS lRSE LIEEMNHKOS —
2, {5140 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_ RUNTIME_PATH=path-to-install-dotnet-runtime - =% .NET Runtime 6.0
LUy Broker IBARSS (ctxvda) MR, ZRINEREZER Jusr/bin,

+ CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate -} EEEZSEHFERAN
GNOME . GNOME Classic st MATE S &@ifiE, MRKIEELTE, NEH VDA LHaiREMNEE. B
2, NRYFRENEEmA MATE, NXIETEEIRE N mate,

BRI LB SR TS BREN B 2GR NREFIER:
1. 7£ VDA t#y SHOME/<username> BER FoIE—1 . xsession X,
2. BiE . xsession XHURERITIRIEEREIFE,
- &ATF SUSE 15 1) MATE =&
MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
4

- i&AF SUSE 15 7 GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "S$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=classic
exec gnome-session —--session=gnome-classic
fi

- J&ATF SUSE 15 1 GNOME &

GSESSION="$(type -p gnome-session)"
if [ -n "S$GSESSION" ]; then

exec gnome-session

fi

3. SEHFRIEARHEE 700 XHNR.

+ CTX_XDL_START_SERVICE=Y | N -7£525 Linux VDA B2 &S, RFE5h Linux VDA BRSS. BINERT
BEAN Y.
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« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WE#EFHO, BiAimOR 7503,

+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout i@fE89imH. BAIAIROA 7502,

REWRTEHIETREMA:

export
export
export
export
export
export
export
export
export
export
export
export
export

export

CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N
CTX_XDL_DDC_LIST="'list-ddc-fqgdns'
CTX_XDL_VDA_PORT=port—-number
CTX_XDL_REGISTER_SERVICE=Y|N
CTX_XDL_ADD_FIREWALL_RULES=Y|N
CTX_XDL_AD_INTEGRATION=1|2]|3|4
CTX_XDL_HDX_3D_PRO=Y|N

CTX_XDL_VDI_MODE=Y|N
CTX_XDL_SITE_NAME=dns-site-name | '<none>'
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' | '<none>'
CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate |

none>'

export
export

export

CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
CTX_XDL_TELEMETRY_PORT=port—-number

CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh

'<

BT sudo <R, BA -EXTLUBHNBERRETEEXBLHECZNF shell. HMNBWEEAFENSSHME
#1/bin/bash {ERE—1TREIZ shell B,

F5h, EELERB M eSIEEME S

sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \

CTX_XDL_DDC_LIST='"list-ddc-fqdns' \

CTX_XDL_VDA_PORT=port-number \
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CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1]|2]|3|4 \
CTX_XDL_HDX_3D_PRO=Y|N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'Tlist-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh

MIFRECE B

ERUEBEET, EEIRFEME ctxsetup.sh MZAIIECEFMAYERR, BFREH Linux VDA R,
GEURIFRT, BERIMENEYES:

sudo /usr/local/sbin/ctxcleanup.sh —--help

MIFRECEE K

sudo /usr/local/sbin/ctxcleanup.sh

BE:

LRI MEREERIBRFR B BB 28, MfE Linux VDA AR,

ERERT

ctxsetup.sh f ctxcleanup.sh A& 7EEH & L RREIR, HiSEMEES NEEBHEXXMH:
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/tmp/xdl.configure.log
BB Linux VDA RS, HRENREN.

$189: i5f7 XDPing

3EizfT sudo Jopt/Citrix/VDA/bin/xdping Lia®E Linux VDA FIEEENEREER#E,. GXE4H
=8, B2 XDPing.

41 10: iz17 Linux VDA

£/ ctxsetup.sh fiAEE Linux VDA 5, aJLUETTIATa<RES Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS :

sudo /sbin/service ctxhdx start

sudo /sbin/service ctxvda start

=1t Linux VDA:
{21k Linux VDA BRSS, 1BHAITLATIRIE:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx stop
AR
#fZ1E ctxvda # ctxhdx RS 281, 51T service ctxmonitorservice stop m<$LUfE

IEERMARSS TIPIER. BN, MRS TIFEFBEFRBHEFELRRS

#1250 Linux VDA:

E#Ea0 Linux VDA fRSS:
sudo /sbin/service ctxvda stop
sudo /sbin/service ctxhdx restart
sudo /sbin/service ctxvda start

1% Linux VDA R7s:

BT Linux VDA BRSHIEITIRE, BRITUUTERE:
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sudo /sbin/service ctxvda status

sudo /sbin/service ctxhdx status

$1% 11: 7£ Citrix Virtual Apps 5§ Citrix Virtual Desktops #¢I|Z2i+ENER
SIEITEN B FMARM Linux VDA HEMBIESES#E Windows VDA 75353, B XN EESHEMF
RVIEER, ESRCIEITEN ERMERITENE R,
BIEEE Linux VDA i+ BT EY B RN SEIR—LLRE, 1532 RETFH Windows VDA HHEMBIEITEN
Bx:

o« WFIRERS, 1HEE:

- ZRERERFEN WFREAZRERMRE),
- BRIERERAED (AT VDI TRAKRERMER),

o FIER—MTENBRPESMEA Linux 71 Windows VDA i+&#1.
AR
B HARRZARY Citrix Studio A “Linux #ER4” WIS, B2, %R Windows Server 21ERFK RS

BREAFENER T EARERZRERIER, %E Windows SERFRAFANKEBERARNER TE
ASHBEN—T AP MR,

m:

MRBERHBENERBEEFRIA Active Directory 18, NZMERIHEN, AEBEERFNZIHENER.

$18 12: 1£ Citrix Virtual Apps 3% Citrix Virtual Desktops #1633 {34H

BB TEMRIMES Linux VDA i+ EHIAITEN B RAE2S5 Windows VDA HENLFHERE. BXIAITXLE
ESWEIMFANIREE, FERCIE(TH,

BIZA%E Linux VDA i+81 B RN AN S EIG LA TRE]:

o WIRFTER AD BRFABEREKE, BJUERE Linux VDA it&EH.
s BIATRESHRIEN (BER) ARER.
o BNERMMHEFENEE Windows itENBIHHENE R,

BE:
Linux VDA 1.4 B SRAZFLHNAER. B2, Linux VDA A% EEM N BIER R HAERRNITEN.

BXRNELIRITENERMRFENES, BB Citrix Virtual Apps and Desktops 7 2206,
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Fp%i Linux Virtual Delivery Agent for Ubuntu

August 20, 2024
BB

WNTFEMRE, BNEEARMLTEUHITRERR, BINREENNXNET], SEAXPIFROFHLREMELL, EF
ST,

$18 1:. 73 VDA 2i£#% Ubuntu
S 1la: WIrMKEEE

HREEEH EWRICEMS, 0, HH7E Linux VDA EEZE DNS RSS2,

MEEMEARZ Ubuntu 18.04 Live Server, EHEIZE R 2817 [etc/cloud/cloud.cfg BB E XX HFH LT E
e

preserve_hostname: true

S 1b: KBEENE

HHBRERIRSITENNENZ, 1EEX [etc/hostname x4, FEHMNBEIHTENNENS,

hostname

$B 1c. AENRHECIFELE
HRITENN DNS HEMTLMRET S (FQDN) EftEERE, HEAREX [etc/hosts XHFHLUTITUES
FODN f1EH & ERNFIRI%E:
127.0.0.1 hostname-fqdn hostname localhost
f5I4n:
127.0.0.1 vda0l.example.com vda0l localhost
MR E Mt B B iER3t hostname-fqdn 5 hostname BEMEMSI A,
AR

Linux VDA Zi#iAR3z#F NetBIOS & #r#&klf, Flt, EHMBRGFEE 15 MNFF.

REEGAFA a-z. A-Z. 0-9 FEFF (). BBEEATUL (). TRNEMFTS. TNEFEURFHXM
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PUEFRFER. EHNERT Delivery Controller E#%.

SR 1d: WEINE

WIFFNRIEERSERTIR:

hostname
A ORENTENNENE, mAREE FQDN,
I8F FQDN & ER B EMTIR:

hostname -f

Itas <R ETEHE FQDN.

T le: ZHA%%E DNS

BINREEH T %% DNS (MDNS), MiX2SREHMITFERFT—,

E=2H mDNS, 5458 [etc/nsswitch.conf HEX B U TRBHIT:
hosts: files mdns_minimal [NOTFOUND=return] dns
B

hosts: files dns

S8 1. wEBRBAMRS AR

HIART AR FQDN FH33ig#= 412870 Delivery Controller $147 ping 12/F:
nslookup domain-controller-fqdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

INRTERM FQDN & Ping Ri@ LIRE—ItEN, BAREEXTR, RGBSR,

S8 1g: RER#EYS (chrony)

t#at® VDA, Delivery Controller fligiizilas > BB SALIEMAIS ZEXEE, ¥ Linux VDA B NEMVATEES
SHENHRENR, HFWFER, SIFERITENERSREDIE,

%% chrony:
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apt-get install chrony

L root BR &1, 48 [etc/chrony/chrony.conf 7 A& MEiEn EARSES SB R IN— MRS BEE:!

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -1iburst

TEHBVERER, BYRIMASHIFITHIZREY, MAREZM R NTP RS ERY, AigHhsE1 Active Directory 13
IEHISR AN — RS 2R B,

HipR5 HAERIE A server ¢ pool 8, S#EIR[E] IP ik, localhost F1A#ARSES: *.pool.ntp.org £H,
FEEXHEHBS Chrony P2 :

sudo systemctl restart chrony

#1% 1h: %% OpenJDK 11

Linux VDA £35k#7E OpenJDK 11,
£ Ubuntu 20.04 #1 Ubuntu 18.04 L, AU T&H<$RE OpenJDK 11:

sudo apt-get install -y openjdk-11-jdk

S 1i: %% PostgreSQL

Linux VDA k7t Ubuntu £%=% PostgreSQL 9.x Hx:
sudo apt-get 1install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java

S8 1j: %3 Motif

sudo apt-get install -y libxm4

SR 1k: REHMREE

sudo apt-get 1install -y libsasl2-2
sudo apt-get install -y libsasl2-modules-gssapi-mit

sudo apt-get install -y libldap-2.4-2
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sudo apt-get install -y krb5-user

sudo apt-get install -y libgtk2.0-0

TR2. EEEPNEEER

EXFHEMVEIRERF £ Linux VDA SEEIMAIEBITE, FEEH—LEN. RIBETERNENNERERT

AMHIUTER, MRIEERIEMS LETT Linux T8, WEREHETER.

&%E Citrix Hypervisor _t At a])[E):5 a0

BR7 Citrix Hypervisor EE[E IEER, EE& M EIMMKE Linux VM A, @&#8<=18%I NTP 0 Citrix Hypervisor
Hin, MELIREEERANH, HERNBHSEMRSSAEY, BREFESD Linux ERYFNRFARFES NTP

BE. XMERERZERAENRERD . THFE HVM EXTHITEMENR.

MBI ETEEITHEEME Linux A%, FEZET Citrix VM Tools, MaTki#zs Citrix Hypervisor Bt alE% Ihag

BEREE, UKEREXE Linux VM EHA:

su -

cat /proc/sys/xen/independent_wallclock
ItE<iRME 0 8 1

« 0-BEEPIEEERA, BEBHEA,
o 1-BEETZIHEERA, TERBEMIEIF

WM& /proc/sys/xen/independent_wallclock Xt FEE, MAFBHITUTL B,
MREBA, HEIMZXGE AN 1 RERNEIR S I6E:

sudo echo 1 > /proc/sys/xen/independent_wallclock

EEIERMAKAEN, HEEMBMENAEY, BHE [etc/sysctl.conf SXHHRMUATIT:

xen.independent_wallclock = 1
ERIEXLETEN, EEMBIRS:
sSu -

cat /proc/sys/xen/independent_wallclock

IteEr<iREE Lo
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&E Microsoft Hyper-V iy ia][E4 a2

LT Hyper-V Linux £pBRSH Linux VM 8] LAUER Hyper-V YIRS THAERE A EVURIER KRBT B, FHRR
R HIRANERTR S, F—RBALIEES NTP RS,

MERIRFRSH:

1. #T7 Hyper-V 2858,
2. 33F Linux VM B9i& 8, i51%$F Integration Services (£/IRS).
3. M{FEi%#E Time synchronization (FfEREY).

AR

b 77%5 VMware # Citrix Hypervisor RE, X#E#H~=GRaRAENNERDP IR, UES NTP LM,
Hyper-V BS{alRFZ IS NTP B EIES HEHE b,

&8 ESX f1 ESXi LHETiE]FF A

B VMware REIRS IR, FEEMNFEIMEE Linux VM R, EH<BE NTP fIEMN EREF R, mEE
HERS RZ5NH, NBRNHSEMRSERES, BHRE Linux ERHHPNRZENHEHS NTP BF, XE
MERZAENERY .

WMRIFFIETEET VMware Tools BIEE#ME Linux RiZ:

FT7F vSphere Client,

#m4E Linux VM 188,

7 Virtual Machine Properties (FEM#ZEM) 3HEFEH, 177 Options (G£I) &M+,

%% VMware Tools,

£ Advanced (B4) &, BUEES Synchronize guest time with host (5EHEFZEF1AE),

o w e

$1% 3: @ Windows 1770 Linux gEZ#4#1 (VM)

Linux VDA 5% %@ Active Directory (AD) 15700 Linux i &8I %:

» Samba Winbind

» Quest Authentication Service
« Centrify DirectControl

« SSSD

« PBIS

RIBFMER TS %, BIRBHRITIRIF,
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AR

73 Linux VDA srgvzsitiik = #1 AD FRESIK A ERERMNA R B, SI1ERIEEEKK.

Samba Winbind
REREHFAFHHES

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

FitBNE N EAERA Winbind s7iPi2F  Winbind sSFP2F S REE AR BB E5h:
sudo systemctl enable winbind
AR

HE winbind #i4afF /etc/init.d T

it E Kerberos Ll root AR &%, 117F [etc/krb5.conf HEELITIRE:
AR

RIEEA AD ERtEMELE Kerberos, UGB EAT B, BMmiER,

[lTibdefaults]

default_realm =REALM
dns_Tlookup_kdc = false
[realms]

REALM = {

admin_server =domain-controller-fqdn
kdc =domain-controller-fqgdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

Itk £ X8 domain-dns-name £# DNS 5%, #ia0 example.com. REALM A Kerberos $igi&
R, {50 EXAMPLE.COM,
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fE Winbind 5%%iE  FzhEcE Winbind, E% Ubuntu :&%3&# RHEL 89 authconfig # SUSE K
yast2 XETH,

17 Jetc/samba/smb.conf HEE L TISE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no
kerberos method = secrets and keytab
winbind refresh tickets = yes
template shell = /bin/bash

WORKGROUP 2 REALM 9% —1FE, REALM XS Kerberos g & #F.

& nsswitch 177 [etc/nsswitch.conf #i& winbind MNELTIT:

passwd: compat winbind
group: compat winbind

A Windows 1,  @AUSiEHI S AAIEE, HEGHKREEENETENFRMEER Active Directory Bk
P

sudo net ads join REALM -U user

Hr, REALM K51 Kerberos $Uf &%, user AR ITEARMEIHAIHAF

E#HEswinbind
sudo systemctl restart winbind

71 Winbind &i2& PAM  EfTT&H <, #fF%® Winbind NT/Active Directory authentication (Winbind
NT/Active Directory &133%iF) #1 Create home directory on login (EERHNAIETER) %W

sudo pam-auth-update
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e

{SHENANGE, winbind SRR RIMARIFET,

WiBR A S Delivery Controller ExkFrE VDA &N (RigZ Windows X2 Linux) #E7E Active
Directory E—MTENITR,

izfT Samba i net ads <RI ENEEEMAE:
sudo net ads testjoin
BT Ta<RIEFIMIERTENNRER:

sudo net ads 1info

1F Kerberos F2E EWiE Kerberos EEBEMEE AT S Linux VDA BB&ER, BRIER 4 keytab X2
SERIBEHEBSERENA:

sudo klist -ke

EaH<EREMTARBREBBREGASTANERTIR. B17 Kerberos kinit &<, ERAXERAMEEHEL
BT ENBSH !

sudo kinit -k MACHINES@REALM

HENMTEZIRUTIEENAT. ETHS (§) BAEARKIL (\) #ITEN, UERRE shell Hif, ERLFIRA,
DNS 5% 5 Kerberos {UH & AR, EREREAMAEMR. WRIHSHINET, WRE2EREREL,

EFERUTHSIIETENKAN TCT ERFEEE:
sudo klist
EFEAUTHSRETEVAKFEHEE

sudo net ads status

IFAFPSHWIE 8 wbinfo TEWIIEE R AEEIESAFRMNE%:

wbinfo --krb5auth=domain\username%password

XBIEEMIERA AD 55, fiFR=Z Kerberos (& #R. 33F bash shell, BFERS—MRATITRFT (\) Fro
178 AR E—FAINHRMIE S

EIHIE Winbind PAM 2B EEHERE, EERAUFRERNEAFP KA ER Linux VDA,
ssh localhost -1 domain\username

id -u
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} =r

AR
EpIhiz{T SSH #88%, 15HtR SSH EBAHERIETT.
WIERE A id -u HLIRER uid 81 T XA Kerberos EiREF X H:
1ls /tmp/krb5cc_uid
I Kerberos ZIEEFHNEIERETEMERIE:
klist
BHRIE,
exit
BEEER Gnome 5 KDE $2HI 80 AT AATMAINL, E#ITEIMANIERSRSEMITSE 6. %% Linux VDA,
"’

NREREIKA BERNIIRMITRA MWL, EXEERENEHE, BEFRBHITENHER,.

Quest Authentication Service

EiEiEHlgs EBCE Quest  {REEETE Active Directory igiah2s EREHEE T Quest 3, MEABRESEEN
iR, B&E Active Directory Ha|EHENNR,

AYAAFPER Linux VDA I8 AT IiHEAFEEM7E Linux VDA i+8#H L2 HDX &iE:

£ Active Directory P ENEREH &, HZAFHFITH Active Directory AP E .
%% Unix Account (Unix #k/) &I+,

i%&# Unix-enabled (2E/ Unix),

¥ Primary GID Number (&3% GID #S) &ENEFREAFA/NA ID,

> wnh

=

=

XEGARSTIREEAR, UEMIIAIUERERSG. RDP. SSH siEMEMITZENIHITER.

7£ Linux VDA L E Quest

SELinux SRBSSRGISCHERRAR % BN RHEL IRMBR5EHISEHE SELinux, LE32HIThAES RN Quest A/ Unix i
E1ZF IPCHH, HEIEEARER.

Rt BN REENSEZZEZMA SELinux. L root AR &1, 4iE [etc/selinux/config # 54 SELinux i&
=
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SELINUX=d1isabled
HWENEREHBEhITEN:

reboot

HE:

HERERLIRE. BFRAGEEMBA SELinux REEEHLHSSET2BE, BMERX root AR FME At
F 2t

foE VAS SFiPiEF WS AT B5h4ET Kerberos ZEiRThag, HMBASMHIIE (BRNER) IhEE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false

I S RLRITIEFRIR /9 O /B (32400 #4) , BNLEEAIARY 10 /NYEIRESREHARE 1/, BEREEGARBRENR
% LigBRIRNE,

f2E PAM 1 NSS ZEEMiEid HDX #1THE AP & RIUKRHAARSS (5130 su. ssh #1 RDP), EETUTHSUF
=HfEdE PAM #1 NSS:

sudo /opt/quest/bin/vastool configure pam

sudo /opt/quest/bin/vastool configure nss

I\ Windows 33 /A Quest vastool &<# Linux itEHINAE Active Directory g

sudo /opt/quest/bin/vastool -u user join domain-name

user AERF T EN M A Active Directory B A F, domain-name Rk # DNS &#R, a0 exam-
ple.com,

Wik R &1 Delivery Controller RFrE VDA i+&# (FigZ Windows £ Linux) #ZE1E Active
Directory E—NMIENNR. BERIEMAT Quest B Linux HBENZEMFIEF, BHHRITUTIRE:

sudo /opt/quest/bin/vastool info domain

MRHBENEMNE, HaHLRREES, WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.
ERROR: VAS_ERR_CONFIG: at ctx.c:414 in _ctx_init_default_realm
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default_realm not configured in vas.conf. Computer may not be joined
to domain

WITAP BHIIE ZEIRIF Quest EF/EEEIY PAM ST AP # TR MR, BEAURIREANIEAP KA ESR
Linux VDA,

ssh localhost -1 domain\username
id -u

RIERE R id -u &<iRER UID 8T XM Kerberos EIEEE 4!
1ls /tmp/krb5cc_uid

ik Kerberos ZiEEFHHNRIERTHMARIHE:
/opt/quest/bin/vastool klist

BREHSIE,
exit

FEFTIHIMARIEESEMITIE 6: 24 Linux VDA,

Centrify DirectControl

O Windows 13 %% Centrify DirectControl Agent /5, &%/ Centrify adjoin &<% Linux im0
A Active Directory ig:

su -
adjoin -w -V -u user domain-name

user 2EAEREITENIMANE Active Directory HIES Active Directory 15 P, domain-name 242
Linux it&EH NN ZIBYIHEI 2 #Fo

WM R H% Delivery Controller 2kFiE VDA itE#Hl (FieE Windows &2 Linux) #ZE7E Active
Directory E—1PHENT R, BRIEMAT Centrify 8 Linux HENZE M FEF, BHRITUTER
1E:

su -

adinfo

I5F Joined to domain EE2E A% LUK CentrifyDC mode 2%iE[E T connected, MEERMAEELEER
ERE, MIKRFA Centrify ZRIREE 7 RS 23EZEH S HIIERI-,

BEAUTHSARSELENRATISHES:
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adinfo --sysinfo all
adinfo --diag

Mt 5&# Active Directory 1 Kerberos BREH9EE,

adinfo --test

FEHITEMMANRIEESSEHITI R 6. 2% Linux VDA,

SSSD

ficE Kerberos &EE{TU Ten$ L% % Kerberos:

sudo apt-get install krb5-user

ZAE Kerberos, &L root AP &13+T7F [etc/krb5.conf HEE L TSEK:

AR

RIEEAY AD ERtEMELE Kerberos, UGB EATHIE. BmiER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM = {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]

domain-dns—-name = REALM

.domain-dns—-name = REALM

It EFx#8 domain-dns—-name £%% DNS 5%, /i1 example.com. REALM R KE# Kerberos g

&%, g0 EXAMPLE.COM,

AN Zuig SSSD B E A fER Active Directory (E R E B 9 1R 2R+ BE A Kerberos #1754 11E, 8
2, SSSD HRREATFTMNEMEERS keytab X AD B iHIhEE. AITUBCAER adclic realmd 5%

Samba.
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} =r

AR

EEHHNANIEM adc1i # Samba KEE.
o MRFEA adcli MAEE, BRRUTSE:

1. &% adcli,

sudo apt-get install adcli

2. /A adcli A,
BEAUTHSHIBRIBRS keytab XHHMAE:
su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqdn

user 2EMFHENHRMENEAILAF. hostname-fqdn 2itEH 89 FQDN B EN 2,

FE-H %W, adcli AgeEMB RN host/hostname-fqdn@REALM 89 SPN (Linux VDA ER{EMA1lt
%X o

3. WIE&R% keytab,
34 F Ubuntu 20.04 it&#l, i&&EfT adcli testjoin @S LUMEEEETEMAE,
3FF Ubuntu 18.04 i+8#1, i&iziT sudo klist -ket &<LUHBRES keytab XHEERIE,
RIS MR EEES 5t BN IZAYET EAAILAD,
o WNRGEMA Samba MIANEHE, BEFRMUATHE:

1. RERHE,

sudo apt-get install samba krb5-user

2. BZE Samba,
17 Jetc/samba/smb.conf HERE L TIEE:
[global]
workgroup =WORKGROUP
security = ADS
realm =REALM
client signing = yes

client use spnego = yes
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kerberos method = secrets and keytab

WORKGROUP 2 REALM F1%—1FE, REALM X5 Kerberos Ui &#r,
3. A Samba MmN,

ERIRIEHIZR A AANSE, HBEUMEBEICEITENRMENEN Windows 1k,

sudo net ads join REALM -U user

Hr1, REALM 2S5 Kerberos $lig& 15, user ARG ENRMEIHAEEF,

RE SSSD  REHEMFAATRME:
MREARRE, BREFFER SSSD MECERHE:

sudo apt-get install sssd

NRERERMGE, WENHITER:
sudo apt-get install --only-upgrade sssd

} =r

AR

BINERT, Ubuntu %21 B=)ECE nsswitch.conf fl PAM B R &R,

B E SSSD /E5h SSSD PR 2 Bl, EEE M SSSD iR B, XWFHLRRAA SSSD, BIAF LR [etc/sss-
d/sssd.conf BRE XX, %FFNEIE, UL root AP SMEIRHITH [etc/sssd/sssd.conf HEEL TIEE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_1lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_renewable_lifetime = 14d
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# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR

ldap_id_mapping i€ &7 true, LUE SSSD #&& 15545 Windows SID B5¢EI Unix UID, &M, Active Di-
rectory A MeEmEIR M POSIX i BI2F. PAM fRs3 ctxhdx BNzl ad_gpo_map_remote_interactive,

Ltk EFxx## domain-dns-name £ DNS 132, %30 example.com. REALM 2AE# Kerberos
&R, fla0 EXAMPLE.COM, AFEE/E NetBIOS i5&.

BXEEIRENEE, 5219 sssd.conf #l sssd—ad HFMTL,

SSSD sririzF EREEX U IREBFIE EIRINR

sudo chmod 0600 /etc/sssd/sssd.conf

B SSSD PP BT T e iLBNEEh SSSD sFiFiER, WUNEFIFEREIt BB BEh:
sudo systemctl start sssd

sudo systemctl enable sssd

PAMERE 1T T&<, BiEES SSS authentication (SSS 54383F) # Create home directory on
login (EERMNAIRTEF) EM:

sudo pam-auth-update

WIEE M R &% Delivery Controller skFrE VDA i+ E#H (Windows # Linux VDA) #E7# Active
Directory fE—MIENINR,

o WNRMEA adcli WIHERRSH, 53517 sudo adcli info domain-dns—name &$UETE
(=W
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o MNRMEA Samba WIHEM R B, 3EiEfT sudo net ads testjoin &<LRIEHENESTENMAE
%, 81T sudo net ads info GLWIEAMIMIEMITENTRES.

I3 Kerberos itE E i Kerberos RGBEMEE NAS Linux VDA BEB&fER, BRIERS keytab X2
BELBEHEGSBENER:

sudo klist -ke
&S BEREMERZMERREAHETRNERTIR. &7 Kerberos kinit &<, ERAXLEFRHARINEH 28K
I EN S5 :

sudo kinit -k MACHINES@REALM
HENATER MV TIEEANKRT, EXFES (O) BAEARML (\) #TEX, URRE shell B, EFELIRIEH,
DNS iZ 5 Kerberos gl &5 AR, i5MHEERTUIHZF. NRILEHSHINET, WAKERETHL,
BEFERAUTHLSRILTENK,E TCT BE£%E:

sudo klist

WIEAFPS%RIE SSSD FEEHEI FIFEFRMHATUXSMNEIINGSITTE, Rg@d PAM T,
ZI0IE SSSD PAM B2 B EIEHECE, BEAURIRERIEAF KA ER Linux VDA,
ssh localhost -1 domain\username
id -u
klist
exit
I klist 5<3REH Kerberos EIERETERTZAF H BRI,
L root AP &1, WIEREERNFIEM id -u H<REM uid SIBBN N EIBEEHF:
1ls /tmp/krb5cc_uid

BJLL@id B R KDE 8¢ Gnome Display Manager HUiT2 I, FEHITIHMMNIDEESRSERITHE 6. 24 Linux
VDA,

PBIS

THFIEN PBIS 3ita
sudo wget https://github.com/BeyondTrust/pbis-open/releases/download

/9.1.0/pbis-open-9.1.0.551.1linux.x86_64.deb.sh
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&£ PBIS & A mI 4T
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh

1517 PBIS ik
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

A Windows i3 @iz hlas MAlifin, HEEXAEEEREHENRMEIEN Active Directory Bk
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user

user A B KB HFME Active Directory 358935 FH . domain-name 715 # DNS & #F, 40 exam-
ple.com,

EE: ¥ Bash i@ERERIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash =

A
~o

Wit R & Delivery Controller E3kFrg VDA i+ E#l (Windows #1 Linux VDA) #&E#E Active
Directory E—MIENTR, BERIEMAT PBIS B Linux i BENEBEMTFES, HHRITUTIRE:

/opt/pbis/bin/domainjoin-cli query

MRHBENEMNFENE, e FHREEXYFMAR AD 5750 OU MiER. BN, REFENSZ.

WIEAFRBMIIE ERIE PBIS @FEEBEE PAM ST AR #TE AW, BERUFIREENEBRKFRESR
Linux VDA,

sudo ssh localhost -1 domain\user
id -u
BIERE R id -u &<$iRER UID 82T XM Kerberos EHEEE X4
1ls /tmp/krb5cc_uid
BREHSIE,
exit

FEHITEMMANRIEESSEHITH R 6. 2% Linux VDA,

S 4 2RNEWHE.NET Runtime 6.0

E&R% Linux VDA Z &, &38R https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers E893iEAZREE.NET Runtime 6.0,

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 102


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/installation-overview/ubuntu.html#step-6-install-the-linux-vda
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers
https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-managers

Linux Virtual Delivery Agent 2206

%% NET Runtime 6.0 &, i=17 which dotnet & ¢ & EHIEITIIRZ,

RIS, RE.NET Runtime Z##IXHEEEZ. fla, MRH<Ht 7 /aa/bb/dotnet, &M /aa/bb £
79.NET 2353 &2,

S8 5. T Linux VDA #i{48

#%% Citrix Virtual Apps and Desktops T#M&E. BFHERkAR Citrix Virtual Apps and Desktops, G
HAHLUTHS Linux Z1TARICEAY Linux VDA &,

H1% 6. L% Linux VDA
$I2 6a: % Linux VDA

f£F3 Debian #48BIBELE Linux VDA #:
3tF Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb

3tF Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb

Ubuntu 20.04 1y Debian &#im51%:
libgt5widgets5 >= 5.7~
ibus >= 1.5
libsasl2-modules-gssapi-mit >= 2.1.~
postgresql >= 12
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
ubuntu-desktop >= 1.450
libxrandr2 >= 2:1.5.2
libxtst6 >= 2:1.2.3

libxm4 >= 2.3.8
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util-Tinux >= 2.34
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.7.0
sed >= 4.7
cups >= 2.3
libmspacked >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~
Ubuntu 18.04 9 Debian f&k#im5|x:
libgt5widgets5 >= 5.7~
libmspack0d >= 0.6
ibus >= 1.5
libnss3-tools >= 2:3.35
postgresql >= 9.5
libpostgresql-jdbc-java >= 9.2
openjdk-11-jdk >= 11
gtk3-nocsd >=3
imagemagick >= 8:6.8.9.9
ufw >= 0.35
ubuntu-desktop >= 1.361
libxrandr2 >= 2:1.5.0
libxtst6 >= 2:1.2.2
libxm4 >= 2.3.4
util-Tinux >= 2.27.1

bash >= 4.3
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findutils >= 4.6.0

sed >= 4.2.2

cups >= 2.1

libldap-2.4-2 >= 2.4.42

libsasl2-modules-gssapi-mit >= 2.1.~

python-requests >= 2.9.1

libgoogle-perftools4 >= 2.4~

xserver—-xorg-core >= 2:1.18

xserver—-xorg-core << 2:1.19

x1lvnc>=0.9.13

python-websockify >= 0.6.1
AR

B XILhRZASAY Linux VDA 2589 Linux &Z1ThRF Xorg i AsmI5IR, BSHARAER,

+12 6b: F4& Linux VDA (7]i%)

BILAMSERTRIRNRAF] LTSR RRAARINE L.

sudo dpkg -i <PATH>/<Linux VDA deb>

AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BESHENDXLEH,

HB T: =% NVIDIA GRID Kzpigrr

BF HDX 3D Pro EXREEEHHEIRZRF VDA 1+ EH] %% NVIDIA GRID E=pi2R.

EERTERIWEERERF L2 RMEE NVIDIA GRID & GPU &8s (ENIRIER), BRI TER:

« Citrix Hypervisor
o VMware ESX
o Nutanix AHV

ELRMEE NVIDIA GRID RE VM Eapigrr, BHITTEMEMSE:

1. HREKE VM BXiF,
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2. FEMNEEEFERERT, VM DE—1 GPU.
3. BE1VM,
4. £ VM LRERE VM EKahigrr.

$1% 8: EE Linux VDA

RERMGERE, BIUETT ctxsetup.sh BIZREIE Linux VDA, PUTEMERZ A, ZMAEIWIFINE, HERFAE

KRPIMERE., MELE, ATLUBNENETZEAUERIRE,
AILUERB R FENEITHIZA, tha] LIRAMCEENIAN B STz, BEUR(FRT, BERZMANEBES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help

RrERE

BITSRTEMRENFHRE:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh

BEECE

BERER, REMAMENENA R REERME. MRAFNMEEENEE, WHEFRRTAFRHEMNREE,

MmRFES AT RS 12,

XPFNIFIREEEE:

+ CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA %z#5fEf DNS CNAME i2®$5% Delivery

Controller &, ZHANBERTIEERN No

o CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERiZtl=1& 5 FRAY Delivery Controller &2

REES (FQDN) 5% LB TFm Delivery Controller ;3. #F=EDi5E— FQDN = CNAME 314,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP iz (ERIA RO 80) 5 Delivery

Controller &1z,

+ CTX_XDL_REGISTER_SERVICE=Y | N - £EzhitBH/EE5 Linux VDA iR, BIMERTIREAR Y,

+ CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA RS ZER 4 5 N\MLIEES RAM XK, &

ALERGHAER B Linux VDA FTHFIFRED (BAIAAEE0 80 #1 1494) . BABERTIREN Yo

« CTX_XDL_AD_INTEGRATION=1 | 2| 3 | 4 |5 -Linux VDA k& Kerberos &2 &3¢ & Delivery
Controller #7513 %IE. Kerberos EEBERIER A LEREMBEEM Active Directory £ T AT, 15

TEEEHBESZIFM Active Directory 54!

- 1-Samba Winbind
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2 -Quest Authentication Service

3 -Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#5 HDX 3D Pro, X2—4 GPU &R, EEMKRHLE
BN BEREFNEMNLKT, MNRiEET HDX 3D Pro, MEA VDI K& (BxiE) #AEE VDA - (B
CTX_XDL_VDI_MODE=Y),

« CTX_XDL_VDI_MODE=Y | N - §+BHNEEN LT AEEXTEE (VD) TRABHERERHER, WF
HDX 3D Pro 3%15, BIHZERIGEN Y, BIAERAT, HTEIREN N

+ CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &Il LDAP k5528, ZEi& DNS #BRERRH!
AAMIES, NMAEE DNS = R#F. BIAERT, LEEIZREH <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zifj DNS 343 LDAP fR$5 23, R DNS
TER it LDAP RS 12R, T LUIRM U= 2 FRA LDAP FQDN (%% LDAP i 0O) %Ik, #I40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, %% LDAP
IHOSHEE R 389, Linux VDA BER IR TEBEEHFHE T LDAP kS8, IRE x MREM Y
LDAP fR$52%, Linux VDA SB3381T X /UL Y XEH, MRV HANEBEEHE, REFBRAESRY. BR
FIEIRA LDAP &1, BEEEEHR LRA2RBER, HISEXM LDAP iIOSHEEN 3268, RINMERT, It
TEIFEN <none>,

« CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&i3i& & /3 Active Directory iHRHIER
EXZEi LDAP (fig0, DC=mycompany,DC=com) ., B2, AiRSELEMEE, TLUIETEREM (FiN
OU=VDI,DC=mycompany,DC=com). BIAERT, LLTZiEEHN <none>,

+ CTX_XDL_FAS_LIST=" list-fas-servers’ -Bx& 513 3IERRSS (FAS) fRS2882&Ed AD HARIEREN.
Linux VDA Rz #F AD A5, BERIURARELUS S 2R FAS IRS2BMTIR, IRFHASTE AD A
BEFERENIRFEER, NRMBER T EMARSSFMUL, BER <none> XAFRBERHETH, HEFEE
MRS BMUMIRF, BS FAS RS B[EHIBRE, BREMMMNIEOSSE FAS lRSE LIEENHOS —
B, 130 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - 2% .NET Runtime 6.0
LUz Broker RIBARSS (ctxvda) MIERR. ZRIAERIZH /usr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - i EEEZSFHFEAN
GNOME . GNOME Classic 5t MATE £ @EfiE, MRKIEEETE, NEHA VDA LU RENEE, 8
2, NMRYFREMNEEAN MATE, NIXTRETEEIZEN mate,

Fa LB SER A TS B RERBFRIEAFNEmFE:
1. 7£ VDA Lt SHOME/<username> ER FOIE—1 . xsession X,

2. i . xsession XHEUREXRITHRIEE SEIFE,
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- XF MATE £@E
MSESSION="S$(type -p mate-session)"
if [ -n "SMSESSION" ]; then
exec mate-session
fi

- AT GNOME Classic =&
GSESSION="$(type -p gnome-session)"
if [ -n "$GSESSION" ]; then
export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- 33F GNOME £
GSESSION="$(type -p gnome-session)"
if [ -n "SGSESSION" ]; then

exec gnome—sessi on
£

3. SEHFRIERFHEE 700 XHR.

« CTX_XDL_START_SERVICE=Y | N -7£525§ Linux VDA B2& /5, 2&RB5h Linux VDA fRs3. RINERT
®EAY,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0y Citrix Scout WEZEFiHO. BAiAimO7A 7503,
+ CTX_XDL_TELEMETRY_PORT - AF5 Citrix Scout @f=iim0. ZKINEwOR 7502,
RERTSHIZTREMA:

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>'

export CTX_XDL_LDAP_LIST='list-ldap-servers' '<none>'
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export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'
export CTX_XDL_FAS_LIST='Tlist-fas-servers' | '<none>'
export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh

iz17 sudo 4R, BN -EEMLUENERBETEFBLEUEN shell, HRMBENEERATENGSHMLE
#!/bin/bash ERE—1T3kAIE shell iz,

o, EEILERE N aTIEEMESI:
sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="list-ddc-fqdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]4|5 \
CTX_XDL_HDX_3D_PRO=Y|N \
CTX_XDL_VDI_MODE=Y|N \
CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="'list-ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \

CTX_XDL_TELEMETRY_PORT=port-number \
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CTX_XDL_START_SERVICE=Y|N \

/opt/Citrix/VDA/sbin/ctxsetup.sh

HFRECE B

ERLEERT, EEEEMRR ctxsetup.sh A3 B BFAEIER, BAREE Linux VDA 36,
YREFIRIERT, IBERLMANEENER

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
MprECEE R

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh

BE.

RS MEBUREMIBRFR B ECE 2, MimfE Linux VDA Fi&fER.

BRERE

ctxsetup.sh 1 ctxcleanup.sh i xS E#HH A LEREIR, FARBHMEESANREE BT XK [tm-
p/xdl.configure.log.

BfEnh Linux VDA BRSS, HHIRERER.

#1%5 Linux VDA %t

Z10%E Linux VDA REEREHTEERERHEMMA, BEITUTHL:
dpkg -1 xendesktopvda
EEESHAER:
apt-cache show xendesktopvda
ZHEH Linux VDA B4, iBHITUUTHRIE:
dpkg -r xendesktopvda
AR

ENE Linux VDA B2 MIBRXEXY PostgreSQL MEMEBE R, B2, FEMIBRERE Linux VDA ZEIRE
B9 PostgreSQL X4+ &M E Ak F R 4+ &o
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e

AT REERNTAEIE PostgreSQL EARRIKIE 4 L HIMIFRIE 1o

£ 9: i5{7 XDPing

EizfT sudo Jopt/Citrix/VDA/bin/xdping Li&®E Linux VDA MEEENELEER@E. AXiF4
55, E2A XDPing,

41 10: iz17 Linux VDA

fE/ ctxsetup.sh fIZA<EE Linux VDA f5, BRI Ta<EH Linux VDA,
B0 Linux VDA:
Bz Linux VDA RS :

sudo systemctl start ctxhdx

sudo systemctl start ctxvda

=1t Linux VDA:
Z{Z1E Linux VDA RS, 1BHITIATIRIE:
sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx
AR
#fZ1k ctxvda # ctxhdx RS 281, 5E1T service ctxmonitorservice stop m<LUfE

IEEMARS TIPER. BN, MRS TIFEFBERBIHEELERRS,.

#1250 Linux VDA:

B2 Linux VDA fRS:
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx
sudo systemctl restart ctxvda

# Linux VDA R7E&:

Z1E Linux VDA IRSHIEITIRES, BHITUTERIE:
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sudo systemctl status ctxvda

sudo systemctl status ctxhdx

$1% 11: 7£ Citrix Virtual Apps 5§ Citrix Virtual Desktops #¢I|Z2i+ENER

BB B RAMAM Linux VDA i+ BHHE 2 5%4%8 Windows VDA FiEZM. BXINFAITMXLEESHEMF
MEVIRER, FERACEITENERMEREITENE R,

SIEEE Linux VDA HENMITEN B RESEIG—ERE, #5232 FRTH Windows VDA i+EHEIZITEN
BR:
o WFRERY, FIEER:

- ZRERERFEN WFREAZRERMRE),
- BRIERERAED (AT VDI TRAKRERMER),

o FIER—MTENBRPESMEA Linux 71 Windows VDA i+&#1.

=

AR

PHAMRAR Citrix Studio FZ#F “Linux B2ERS” WIS, B2, %% Windows Server &ER SRS
BRAEAFENSZATERRERZR@TER, %F Windows REIRFRARKEIRIFRAENEF R TFE
ASHBEN—T AP MR,

'

MRBERHBENERBEEFRIA Active Directory 18, NZMERIHEN, AEBEERFNZIHENER.

$18 12: 1£ Citrix Virtual Apps 3% Citrix Virtual Desktops #1633 {34H

BB TEMRIMES Linux VDA i+ EHIAITEN B RAE2S5 Windows VDA HENLFHERE. BXIAITXLE
ESWEIMFANIREE, FERCIE(TH,

BIZA%E Linux VDA i+81 B RN AN S EIG LA TRE]:

o WRFTE AD BRHAEEHREE, sEBERE Linux VDA itEH.
s BIATRESHRIEN (BER) ARER.
o BENERMMEFENEE Windows i+EHHIHENER.

AHRUMAEAERTEV B RMNZGANELS, 55 Citrix Virtual Apps and Desktops 7 2206,
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Fp%zi Linux Virtual Delivery Agent for Debian

August 20, 2024
BERETR

WNFEHRE, BNEEABRMSEUHITRERE, BINREENNXNET], SEAXPIFROFHREMELL, EF
ST,

$8 1. #% Debian LUE#HTT VDA &3
S la: WITMKEE

HBIREERHEREEMS, 90, HH7E Linux VDA EEZE DNS RS2,

S 1b: REENE

HHREHBIBRSIHENNENS, EFK [etc/hostname XX, FEEHNXBEIHENNENSZ.

hostname

FB 1c. AENRHECIFELE
HfRITENN DNS HEMTLMRES S (FQDN) EftEERE, HEREX [etc/hosts XHHUTITUES
FQDN f1EN & ERFIR %A
127.0.0.1 hostname-fqdn hostname localhost
f5I4n:
127.0.0.1 vdaO@l.example.com vda®l localhost
MR E S B B ipgzt hostname-fqdn s hostname BEREMS A,
AR
Linux VDA ZigiR3z#F NetBIOS & #i#klf, EH&FFEE 15 MNFF.

e -

[T

REEEAFHR a-z. A-Z. 0-9 FEFF (). BBREATIL (). TENEMTS. TNEFEURFFLM
MEFRLEE. MNbERT Delivery Controller 4142,

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 113


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/installation-overview/easy-install.html

Linux Virtual Delivery Agent 2206

SR 1d: WETNE

WIFENRIEERTIERTIR:

hostname
IESORETENENS, MAREE FQDN,
IiF FQDN iKER T IERTIR:

hostname -f

IteEp <A+ EHEY FQDN.

$E le: ZH%#%E DNS

BINZEEA T %% DNS (mDNS), MiX2SREHMIFERFT—,

Z=2H mDNS, &4 [etc/nsswitch.conf HEX LU TIT:

hosts: files mdns_minimal [NOTFOUND=return] dns
B|eom:

hosts: files dns

S8 1f. EZIERARS TiAEE

HIART LUf#AT FQDN H33ig#= 412570 Delivery Controller $147 ping 12/E:
nslookup domain-controller-fqgdn
ping domain-controller-fqdn
nslookup delivery-controller-fqdn

ping delivery-controller-fqdn

INRT AN FQDN 5 Ping F@ ERE—ItEN, BRREEXTE, AEBHLE,

S8 1g: EEN#HES (chrony)

#af® VDA, Delivery Controller Figiiz %138 2 ERIB$HIALEMAIS EXEE, ¥ Linux VDA BN EIWATRES
SHEMRERR, HTHERRA, RFERIEZREIRSKELiE,

%% chrony:

apt-get install chrony
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L root BFR &1, 4wiE [etc/chrony/chrony.conf 3 hE M EigitiERE S FIM— MRS REE:

server peerl-fqdn-or-ip-address -iburst
server peer2-fqdn-or-ip-address -iburst

EHAEER, NEMAHIFITHIRRY, MAREEMRE NTP HIRSERY, HiEHaE 1 Active Directory 13
EHls AN — 1 ERSEFE.

HIERT HAERIE M server = pool £8, S#ERE] IP i#hit, localhost F1AHEARSSSS *.pool.ntp.org £H,
REERHEFRESE Chrony FiPiER:

sudo systemctl restart chrony

S8 1h: RERHE

sudo apt-get install -y libsasl2-2

sudo apt-get install -y libgtk2.0-0

S8 i RITFERE LRI BRI

3t F Debian 11.3, ¥ deb http://deb.debian.org/debian/ bullseye main f7ZMNE
/etc/apt/sources.list X,

3¥F Debian 10.9, i&# deb http://deb.debian.org/debian/ oldstable main {T5HME
Jetc/apt/sources.list xR,

S 1j: %% PostgreSQL

Linux VDA Zxk7£ Debian k%% PostgreSQL:
sudo apt-get install -y postgresql

sudo apt-get install -y libpostgresql-jdbc-java

TR 2. EEEPNEERER

EXRHEMVIEIRZF £ Linux VDA SEEIMAIEITE, FEFEH—LEN, RIBETERNENNERER T
AMEUTER, MRIEERNBEME LETT Linux T8, WEREHETER.
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&%E Citrix Hypervisor A a][E):25 a0

BT Citrix Hypervisor BYEIRIF THAERY, fEE M EIMEAY Linux VM 1, EE&%F) NTP #1 Citrix Hypervisor
MiE, WEHXEBERZNMH, HERNHSHEMRSSERAS, ERESD Linux EFHFNRZN#HES NTP
BE, XMERERZAENNERS, THE HVM EXTHITEAER.

MBI ETEIEITHEEIME Linux A%, HEZET Citrix VM Tools, MaTi#zs Citrix Hypervisor Bt alFE2 IhaE
BEEFE, UREBEEE Linux VM FiEMA:

su -
cat /proc/sys/xen/independent_wallclock

IHEp<iRE 0 5% 1:

o 0-HiERFIEEERA, BEXHER.

o 1-NEESHEERA, THRIEMIEREE.
R /proc/sys/xen/independent_wallclock X#4EFEE, WAREEHITUTHE,
WMRERA, BRIAEZXHEAN 1 REBNERSIIEE:

sudo echo 1 > /proc/sys/xen/independent_wallclock

BHEIERRAKAENR, HEEHBENAER, EhiE [etc/sysctl.conf SXHHRINUTIT:
xen.independent_wallclock = 1
EWIEXLEY, BFEMBMRL:

su -
cat /proc/sys/xen/independent_wallclock

tEp<iREIE Lo

&E Microsoft Hyper-V Litia][E4 a2

%% T Hyper-V Linux £ARS38 Linux VM BJLUER Hyper-V B8] [E S Thae sk E B IR ER SRR E, JiF
RN HIRLAEHTI R, E—RBALINEES NTP RS,

NEIRIRERSH:

1. #T7 Hyper-V 28558,
2. 33F Linux VM B9i& 8, 5% Integration Services (£IRS).
3. M1REi%#E Time synchronization (FHERES),

AR
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b A7%S VMware #1 Citrix Hypervisor R, XE#M~RaZRAENERTPINE, M%S5 NTP K4 W%,
Hyper-V BaRE$ AU S NTP BaRS £EH B4,

&8 ESX #1 ESXi LHETiE]F )RR

B VMware RERS IR, FEEMFEEIMEE Linux VM &, EH<BE NTP fIEMN ERIEF R, mEE
HERS RS, NBRNHSEMRSERES, BHERS Linux ERNHPNRZNHES NTP BF, XHE
MERZAENERY .

WMRIFEIEITEE T VMware Tools B9 E#E Linux WiZ:

$TFF vSphere Client,

#m4E Linux VM 18 &,

£ Virtual Machine Properties (EEil#EM) 3HEESH, 77 Options (G£EI) &M+,

#%# VMware Tools,

7£ Advanced (54) &, EUGHi%ES Synchronize guest time with host (5EHEFEAHAE),

Lok wpn e

S 3: @ Windows 5700 Linux &34 (VM)

Linux VDA 5% #hE Active Directory (AD) 15700 Linux HH&E#HBY5 %!

» Samba Winbind

« Quest Authentication Service
+ Centrify DirectControl

« SSSD

« PBIS

RIEFMER TS %, BIREAHRITIRIF,

AR

73 Linux VDA frgvzsitiik =0 AD ARtk ERERMNAR B, SI1EREEEKK.

Samba Winbind
ZERENFIFRAES

sudo apt-get install winbind samba libnss-winbind libpam-winbind krb5-
config krb5-locales krb5-user

FitEN BN EREREN Winbind s7i#2F  Winbind SFiri2F S AECE RTEITH BB BED:

sudo systemctl enable winbind
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AR

R winbind BA&MF /etc/init.d T

ficE Kerberos Ll root AR &1, 17 [etc/krb5.conf HEE LU TiLE:

AR

RIBEE AD ERtZEMEIE Kerberos, UTIRBERA TR, EMIER,

[lTibdefaults]

default_realm =REALM

dns_lookup_kdc = false

[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn

}

[domain_realm]
domain-dns-name = REALM

.domain-dns—-name = REALM

Itk E Fxx## domain-dns-name 204 DNS 153, i example.com. REALM 2X 5 Kerberos s &

#F, #5130 EXAMPLE.COM,

BEE Winbind 5435iF 377 [etc/samba/smb.conf HEE L TIGE:
[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

encrypt passwords = yes

idmap config *:range = 16777216-33554431
winbind trusted domains only = no

kerberos method = secrets and keytab
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winbind refresh tickets = yes
template shell = /bin/bash
WORKGROUP 2 REALM F#%—1FE, REALM 2KE5H Kerberos g & #F.

BEE nsswitch iTF [etc/nsswitch.conf #i% winbind MNE L TIT:

passwd: systemd winbind
group: systemd winbind

AN Windows 1,  @AUSiEHISSHAASEE, HEGHKREEENETENFRMNEIER Active Directory P ik
P

sudo net ads join REALM -U user

Hrh, REALM 25 Kerberos $iiZ %7, user 2E80&HEVIHFMEIEMSAA,

B 25 Winbind
sudo systemctl restart winbind

71 Winbind i & PAM  EfTIT&H<, #fF%® Winbind NT/Active Directory authentication (Winbind
NT/Active Directory 513383E) #1 Create home directory on login (EEREGIEFER) EW:

sudo pam-auth-update
R

R BEHINEE, winbind SHEF4SEARISET.

WIEE A S Delivery Controller EkFrE VDA HH&EH (Fig2 Windows X2 Linux) #BE7E Active
Directory #E—MIENINNR,

i£1T Samba i net ads & <$RIBIEITENBEEMNE:
sudo net ads testjoin
BEITUTa<TRIERIMIEMITENNRER:

sudo net ads 1info

%iF Kerberos BtE E i Kerberos ERBEMEENAS Linux VDA BR&ER, iBRIERS keytab it 2
EEREHEESENEHA:

sudo klist -ke
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S EREMEREMSTHEEFAAT ANZRYIR, 517 Kerberos kinit &<, ERAXERAMITITHIRE
BT ENBS7:

sudo kinit -k MACHINES@REALM

HENAMAZRUTIEERAS ., RS (§) BAEARMML (\) #THEX, UREKE shell Hig, EFLFRH,
DNS 5% 5 Kerberos {UH & AE, EHRERERAMAEM. WRILHSHINGT, WFRE2ERERREL,

EFERUTHSIIEITENKAN TCT EREEE:
sudo klist
BEEAUTHSRETENNK,FAEE:

sudo net ads status

WIEAFPSMIE /A wbinfo TERIFERZTEIRRIBRAFNE%:

wbinfo --krb5auth=domain\username%password

XBIEEMIERA AD 55, fAR=Z Kerberos (& #R. 33F bash shell, BFERS— MR RFUT (\) Fro
TR X e REl—F AR BOE o

BEI8E Winbind PAM 2 BB IEHERE, BERAURIRERNIHAF KA ZER Linux VDA,
ssh localhost -1 domain\username
id -u
AR
EpIhia1T SSH 8%, 15¥1% SSH EBBH I ERIETT.
WIFRE N id -u $RER uid BIE T XRAY Kerberos EiREEX 4!
1ls /tmp/krb5cc_uid
WA K Kerberos EiREFTHNEREE BN ERITH:
klist
BESIE,
exit

BE#ER Gnome { KDE 125 8 ] LURITIMBINIR. B TEIMANIEREHSEMITSE 6: 2% Linux VDA,

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 120


https://docs.citrix.com/zh-cn/linux-virtual-delivery-agent/2206/installation-overview/ubuntu.html#step-6-install-the-linux-vda

Linux Virtual Delivery Agent 2206

NRERIKFERNEIRITRER SHRIE, BREERENRE, BEMBMITEN, ARER.

Quest Authentication Service

i Hlgs EALE Quest  REEEE Active Directory 1gisH128 EREHEE T Quest i, MEBKSEEN
iR, BfE Active Directory HelEHENIR,

AVFAFRER Linux VDA i+8Hl AT iHRAAEE7E Linux VDA i8] L&z HDX £1&:

£ Active Directory AP FIITENEEEHI &, AZAFHFITH Active Directory AP E .
#%# Unix Account (Unix /) &M+,

% Unix-enabled (BEEA Unix).

¥ Primary GID Number (3% GID 4&S) &BRLFREAF A4 ID.

N

f

l

;

*
XEGARY R EFHAR, UEMITIUERESIS. RDP. SSH s MEMTENIGHITER.
#£ Linux VDA L E Quest

SELinux SRBEEHITHERART % BIA RHEL IRMER38HISEHE SELinux, IE32%IThAESRM Quest A/ Unix i
BT IPCHF, HELSABAER.

RN ENREENSERZA SELinux. Ll root BF &1, 418 [etc/selinux/config 3 E ek SELinux i&
=

SELINUX=disabled
WWENEREHBEHITEN:

reboot

BE.

BEEERALIRE. BAEENRA SELinux RIBEHILHESSHTLYE, BMERX root BFRMEMAMA
F 2t

F2E VAS SFiPiEF S AT B5h4EiT Kerberos ZiEIN8E. HAZASMRIIE (BNER) IhkE:

sudo /opt/quest/bin/vastool configure vas vasd auto-ticket-renew-
interval 32400

sudo /opt/quest/bin/vastool configure vas vas_auth allow-disconnected-
auth false
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A SIFERITIEMRIZ 9 O /B (32400 #4) , BOELERIARY 10 N\BSRIBE SR EHRE 1 /06, BEREEHERRIENR
4% LigBRENE,

FE PAM f1NSS ZEEAET HDX #ITHEAR BERUKREMARS (5190 su. ssh &1 RDP), EETUTaHTUF
=hfEdE PAM #0 NSS:

sudo /opt/quest/bin/vastool configure pam
sudo /opt/quest/bin/vastool configure nss

X Windows 15 5/ Quest vastool #&43¥ Linux i+ E#ANAEI Active Directory 5

sudo /opt/quest/bin/vastool -u user join domain-name

user A BRI EH M N Active Directory B P, domain-name X% a9 DNS &R, I exam-
ple.com,

Wb RS Delivery Controller 2RFrE VDA i+&# (FigZ Windows £ Linux) #ZE1E Active
Directory E—NMIENNR. BERIEMAT Quest B Linux HBENZEMFIHF, BHHRITUTIERE:

sudo /opt/quest/bin/vastool info domain

MRHBENEMNE, HaHLRREESZ WMRITEVRMNEME, WEERUTHEIR:

ERROR: No domain could be found.

ERROR: VAS_ERR_CONFIG: at ctx.c:414 1in _ctx_init_default_realm
default_realm not configured in vas.conf. Computer may not be joined
to domain

WIFAFBHWIE ZEIIF Quest 2T a5 @Y PAM XA A #THHIGE, BERAURKERANERAAKAER
Linux VDA,

ssh localhost -1 domain\username
id -u

RIERE R id -u &<iRER UID 8T XM Kerberos EHEEE 4!
1ls /tmp/krb5cc_uid

IRIE Kerberos FIREFFHRIERTHEMEFRIH:

/opt/quest/bin/vastool klist

BHRIE,
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exit

FEFTIHIMARIEESEMITI B 6: 24 Linux VDA,

Centrify DirectControl

N Windows 13 %% Centrify DirectControl Agent /5, &/ Centrify adjoin &<% Linux i+
A Active Directory i3:

su -
adjoin -w -V -u user domain-name

user 2HEAERRITENMAEI Active Directory $FHIES Active Directory 15 P, domain-name 22
Linux i+&E#H I FIB9IEHH 2 T,

Wikl A 5% Delivery Controller 5kFr VDA i+t &#l (Rie 2 Windows &2 Linux) #BZE7E Active
Directory E—MTENTR, BERIEMAT Centrify 89 Linux it BN E2EMTED, EHRITUTIRE:

su -

adinfo

I83F Joined to domain EE2EE% LUK CentrifyDC mode 27%;&[E T connected, {IRERMIAREERER
shiRAS, MIZFRPA Centrify EAIRIBE T RS SREZH SN RIER,

BEAUTHSHUREELENARMIZEHER:
adinfo --sysinfo all
adinfo --diag

Mt 5&F Active Directory 1 Kerberos BRSSH9EZ,

adinfo —--test

TEFTIHINANRIEEHEMITS I 6. 2% Linux VDA,

SSSD

Bt E Kerberos En{TU Ten$ %% Kerberos:

sudo apt-get install krb5-user

EfgE Kerberos, 5L root BF 519377 [etc/krb5.conf HECE LI TS4K:
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AR

RIBER AD ERLEMFERE Kerberos, WUTIEEEH TR, BMIELR,

[libdefaults]

default_realm =REALM
dns_lookup_kdc = false
[realms]

REALM= {

admin_server =domain-controller-fqgdn
kdc =domain-controller-fqdn
}

[domain_realm]
domain-dns—-name = REALM
.domain-dns—name = REALM

b FFxx#8 domain-dns—-name £%% DNS 5%, I3 example.com. REALM R K5 # Kerberos s
&#R, 5130 EXAMPLE.COM,

A T SSSD EeBAER Active Directory fEAESMIREEFHBEMEA Kerberos #1754
iE. 182, SSSD HRZEATFTMNTFEER S keytab X489 AD EFiRIhae. AT AR adcli. realmd
g Samba,

AR

FEHHREMNEM adcli # Samba H1EE.

o« WMREERA adcli A, BREUTSE:

1. &% adcli,
sudo apt-get install adcli

2. A adcli mAE,

EERA T <MRIBRS keytab SXHHIINE:

su -
rm -rf /etc/krb5.keytab

adcli join domain-dns-name -U user -H hostname-fqgdn
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user EERUFITENFINEIHNEHAF . hostname-fqdn 2itE#E FQDN X ENZ.

£E-H %W, adcli AgeEmig=H host/hostname-fqdn@REALM B9 SPN (Linux VDA ER{EAIt

B
3. WIER%: keytab,
izfT sudo klist -ket ®<LUMREYS keytab XHEBIE,
BIFS RN EIBE S SRt EN NN BT,
« WRFEA Samba MAEE, BERAUATIE:
1. RERHEE,

sudo apt-get 1install samba krb5-user

2. B2E& Samba,

117F |etc/samba/smb.conf HEE LI TIEE:

[global]

workgroup =WORKGROUP

security = ADS

realm =REALM

client signing = yes

client use spnego = yes

kerberos method = secrets and keytab

WORKGROUP 2 REALM 195 —1FE, REALM 2XE# Kerberos ugi&#r.
3. fEH Samba MAE.

ERRIEHIBR A AATISIE, HEEUMAEBEIEITENRMENEN Windows 1k,

sudo net ads join REALM -U user

Hrh, REALM 2XE5# Kerberos $UZiZ#, user 2E8EHENIFMEIRAIEAF,

RE SSSD LRI BT
MREARRE, BEREFMFEHN SSSD MR ERHE:

sudo apt-get install sssd

MRELERMGE, WERNHITEN:

sudo apt-get install --only-upgrade sssd
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AR

ZINERT, Ubuntu pyREdi2%B51EE nsswitch.conf i1 PAM E Rk,

B E SSSD E5h SSSD iR A1, EEEM SSSD it &, WFHELERRAR SSSD, BIAFTRE [etc/sss-
d/sssd.conf BB, HAFNEE, L root AP S KBTI [etc/sssd/sssd.conf HEE L TILE:

[sssd]

services = nss, pam
config_file_version = 2
domains =domain-dns-name
[domain/domain-dns—-name]
id_provider = ad
access_provider = ad
auth_provider = krb5
krb5_realm =REALM

# Set krb5_renewable_lifetime higher if TGT renew lifetime is longer
than 14 days

krb5_ renewable_lifetime = 14d

# Set krb5_renew_interval to lower value if TGT ticket lifetime -s
shorter than 2 hours

krb5_renew_interval = 1h
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U
# This ldap_id_mapping setting is also the default value
ldap_id_mapping = true
override_homedir = /home/%d/%u
default_shell = /bin/bash
ad_gpo_map_remote_interactive = +ctxhdx
AR
ldap_id_mapping i& & 7 true, Ll {& SSSD #& & f1 5 ¥ Windows SID Bt 5¢ £ Unix UID, &

m, Active Directory & 71 & % 2 it POSIX ¥ B 72 &, PAM iR £ ctxhdx B 7 i 2
ad_gpo_map_remote_interactive,
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1tk + X+ domain-dns-name £ DNS 5%, 40 example.com, REALM 2AE# Kerberos 41
&R, Han EXAMPLE.COM, AFEZEEE NetBIOS 5%,

BEXEEIZENEE, 15219 sssd.conf #1 sssd—ad HWFEMTL

SSSD SriFiEFEREEX U IXEBPIEE RENR

sudo chmod 0600 /etc/sssd/sssd.conf

Bzh SSSD FiFiERF BT Ta<iLBIEsh SSSD PR, UNEFIFEREITENEENB5h:
sudo systemctl start sssd

sudo systemctl enable sssd

PAMBRZE 1T T&S, BiEET SSS authentication (SSS 54 38iF) # Create home directory on
login (EEFRNAIREEF) EM:

sudo pam-auth-update

Wikt R & Delivery Controller xkFig VDA i+ & #l (Windows #1 Linux VDA) #E7E Active
Directory AE—MTENER,

o NRMFEA adcli WIBEKREH, 5517 sudo adcli info domain-dns—-name &a$ LU ERIE
5SS

o MNRMEA Samba WIHEME S, 3EizfT sudo net ads testjoin G<LBRIETENETEMALR
i, &7 sudo net ads info HLWIEMIMGEIITENTRERS,

1%iF Kerberos .28 EWiE Kerberos EEBEMEBENAS Linux VDA BBEMER, EWIERS keytab XHFE
BECEAEESENENA:

sudo klist -ke
S ERZMEREMEFTBEGHESTHNZRYIR, 517 Kerberos kinit &<, FRAXEFHARSEHIRG
BT ENN S5 :

sudo kinit -k MACHINES@REALM
HEBENAMTEB B TIEEART, EXFE (§) BAEARF (\) #TEX, UREKRE shell B, ERLLRIEH,
DNS 5% 5 Kerberos g &~ E, iSHEERMIEZF. NRLSSHRINET, WA2EREAEL,
BEERUTHSWIETENKAH TGT BEEE:

sudo klist
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WP S%RIE SSSD FEEHEI TIFEFRHATUXSMNEIINGLSITIR, Rat@d PAM 7l
EI0IE SSSD PAM B2 R EEHECE, BEAURIRERMEAF KA ER Linux VDA,

ssh localhost -1 domain\username

id -u

klist

exit

I5iE klist sy$iR[EH Kerberos EEETEAT XA HAMKITH,

LA root AR B, WIFrEEENEEM id -u &<$IRE/ uid SIREN N EIREEX !
1ls /tmp/krb5cc_uid

AT LE S E R KDE 5t Gnome Display Manager $R4728 89 it EITIMAIRIEESREHITS I 6. 24 Linux
VDA,

PBIS
TEFEHN PBIS 44

sudo wget https://github.com/BeyondTrust/pbis-open/releases/download
/9.1.0/pbis-open-9.1.0.551.linux.x86_64.deb.sh

£ PBIS L&At
sudo chmod +x pbis-open-9.1.0.551.linux.x86_64.deb.sh

117 PBIS k7
sudo sh pbis-open-9.1.0.551.1linux.x86_64.deb.sh

A Windows 1  @aUigiEHI SR MM AN, HEGHKREEENIETENFHRMEIER Active Directory Bk
P

sudo /opt/pbis/bin/domainjoin-cli join domain-name user
user A E MK IHE A ME Active Directory 15935 FH . domain-name 713 # DNS &R, 130 exam-
ple.com,

FE: B¥ Bash i@ ERZIA shell, i&iz1T sudo [opt/pbis/bin/config LoginShellTemplate/bin/bash &

P
o

Wit R & Delivery Controller E5kFiE VDA i+ 8 #l (Windows # Linux VDA) #&E 7% Active
Directory AE—MIENTR, BERIEMAT PBIS B Linux i BNEBEMFES, BHRITUTIRE:
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/opt/pbis/bin/domainjoin-cli query

MEFBENEMAE M, S RREHXHFIMAN AD 5 OU MiER. &N, RETENSZ.

WIEAFRBMWIE ERIE PBIS @FEEBEE PAM ST AR #1TE AW, BERUFIRERENEBRKFRESR
Linux VDA,

sudo ssh localhost -1 domain\user
id -u
WEREN id -u &<2iRER UID 8IE T X4MA Kerberos EREF X :
1ls /tmp/krb5cc_uid
RERIE
exit

FEHRITEMMANRIEESSEHITI R 6. 2% Linux VDA,

4 LeRNEHE.NET Runtime 6.0

£% % Linux VDA Z &1, B3 https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers £#HBAREE.NET Runtime 6.0,

Z2# NET Runtime 6.0 5, i&17 which dotnet & & IBHIEITIIRZ,

RiEHSHE, RENET Runtime Z#EIXHEREZ, i, wWRHSHL A /aa/bb/dotnet, 1B /aa/bb 1
7.NET Z#tHIx iz,

$I 5. T Linux VDA #i{+

#Z%E Citrix Virtual Apps and Desktops T#5iE, BF#ERARZSAY Citrix Virtual Apps and Desktops, G
HAGUTHS Linux RITARICER Linux VDA &,

H1 6: L Linux VDA
$IE 6a: L Linux VDA

£/ Debian B4+ @ &8 %% Linux VDA B!

sudo dpkg -i xendesktopvda_<version>.debianl0_amd64.deb
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Debian 11.3 ByKHII5IK

postgresqgl >= 13
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9.53~
libmspack0 >= 0.10
ibus >= 1.5
libgoogle-perftools4 >= 2.7~
libpython3.9 >= 3.9~
libsasl2-modules—-gssapi-mit >= 2.1.~
libgt5widgets5 >= 5,5~
mutter >= 3.38.6~
libgrencode4 >= 4.0.0
libimlib2 >= 1.5.1
Debian 10.9 M{K#INTI:
libgt5widgets5 >= 5.5~
ibus >= 1.5
postgresql >= 11
libpostgresql-jdbc-java >= 42.2
openjdk-11-jdk >= 11
imagemagick >= 8:6.9.10
ufw >= 0.36
desktop-base >= 10.0.2
libxrandr2 >= 2:1.5.1
libxtst6 >= 2:1.2.3
libxm4 >= 2.3.8
util-Tinux >= 2.33
gtk3-nocsd >= 3
bash >= 5.0
findutils >= 4.6.0
sed >= 4.7
cups >= 2.2
ghostscript >= 9,27~
libmspacko >= 0.10
libgoogle-perftools4 >= 2.7~
libpython2.7 >= 2.7~

libsasl2-modules-gssapi-mit >= 2.1.~
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} =r

AR

BXIbhRAR Linux VDA #5549 Linux R1THRF Xorg IRAMTIR, ESHARAER.

12 6b: F4& Linux VDA (F]%)

A LAMSERTRIFE I hRASH LTSR iR A RILE Tk,
sudo dpkg -i <PATH>/<Linux VDA deb>

AR

ARMERERES /etc/xd| THEEX G, EHITARZA, BESHENDXLEH,

18 7: 2% NVIDIA GRID a2/

EF HDX 3D Pro EXREEEHHEIEIZRFH VDA 1+EH %% NVIDIA GRID Ezpi2R.

EERTERWEERERF L 2EMEE NVIDIA GRID & GPU &128s (ENIRIER), BSRUTER:

« Citrix Hypervisor
« VMware ESX
« Nutanix AHV

BREMECE NVIDIA GRID % VM Eapigrr, EHRITTENEISE:

1. BRKE VM BXiF,.

2. FEMWEREEFERERT, B VM DE— GPU,
3. B&h VM,

4. VM ERERE VM EKihigrr.

S 8: BE Linux VDA

RERHERG, BIETT ctxsetup.sh BIAREZE Linux VDA, FUITEMERZEI, ZBAEKWITRE, WRFIE
KIFMBERE, NBEVE, oURER SIS TZMEUESRIGE.,

AILUZRB R FAETHIZA, el LUIRAMGEENIAN BohiEiTHIZA, HEUg(Fe, BEEEZMANAEES:

sudo /opt/Citrix/VDA/sbin/ctxsetup.sh --help

RRECE

BITaERTEMRENFEERE:
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sudo /opt/Citrix/VDA/sbin/ctxsetup.sh

BEicE

BERER, REMAMFENEN AR REERME. MRAFENMEEENEE, WHEFERTAFRHEMARGSE,
M IFEI A TERRETE,

SFNIFRTEEE:

o CTX_XDL_SUPPORT_DDC_AS_CNAME=Y | N - Linux VDA Z#%fERH DNS CNAME i2®#55%E Delivery
Controller &, BIAERTIEEHRN N

« CTX_XDL_DDC_LIST=" list-ddc-fqdns’ -Linux VDA ERi2tF=1& 5 FBH Delivery Controller =&
FREHZ (FQDN) IR LUBT A Delivery Controller ¥, #AZELisE— FQDN = CNAME 3%,

« CTX_XDL_VDA_PORT=port-number -Linux VDA &g TCP/IP i[O (ZRIA RO 80) 5 Delivery
Controller &z,

+ CTX_XDL_REGISTER_SERVICE=Y | N - £ 250t BH/EE5) Linux VDA BRSS. BRIMERTIREA Yo

« CTX_XDL_ADD_FIREWALL_RULES=Y | N -Linux VDA RS ER 5 N\FLIEEES R AR XK, &
B AR RGFRAASER B Linux VDA STHPAFMEEO (BRAINAEEO 80 #1 1494), BIABERTREN Yo

« CTX_XDL_AD_INTEGRATION=1 | 2 | 3| 4 |5 -Linux VDA ERfEF Kerberos B2 Eig B Delivery
Controller #{TB{3%IE. Kerberos BRBRIERS LEREMBAEER Active Directory £ T BT, 5
EEFEABEZZHM Active Directory SR A

1 -Samba Winbind
2 -Quest Authentication Service

3 -Centrify DirectControl
4 -SSSD
5-PBIS

+ CTX_XDL_HDX_3D_PRO=Y | N - Linux VDA %#% HDX 3D Pro, X2—4 GPU &R, EEMRKE
ERNRERFNEMLKT, NRi%EET HDX 3D Pro, ME RN VDI £FE (BxiE) #HABE VDA - (B
CTX_XDL_VDI_MODE=Y),

+ CTX_XDL_VDI_MODE=Y | N - &itEHEEH T AKER(TRE (VD) ERREAZRKERTRE, WF
HDX 3D Pro 3%15, BILZERIGEN Y, BIAERAT, HTEREN N,

« CTX_XDL_SITE_NAME=dns-name - Linux VDA &3 DNS &I LDAP fR5528, E#& DNS BRERRHE|
AAMIER, MIEE DNS im&#. FIAMERT, LEEIREN <none>,

o CTX_XDL_LDAP_LIST=" list-ldap-servers’ -Linux VDA Zif) DNS 43 LDAP fRE 25, #E DNS
TER it LDAP RS 12R, T UIRHM U= 2 RA LDAP FQDN (%% LDAP i 0O) %Ik, #l40,
adl.mycompany.com:389 ad2.mycompany.com:3268 ad3.mycompany.com:3268, #&¥% LDAP
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iHOSEE N 389, Linux VDA BERIGRK TEMIEEFHPHNE D LDAP RS, NRE x MEEMy
LDAP BR%52%, Linux VDA 238317 X kUL Y X&), MNRLHANEEEEE, SEFERAESEY. BER
FAEIRAY LDAP &8, BFHEEIEHISR LEALRER, HIEXH LDAP ImOS4EE N 3268, BIANERT, Lt
TEIGE S <none>,

+ CTX_XDL_SEARCH_BASE=search-base-set - Linux VDA i&iti& &/ Active Directory iR FI1E &
EEXRZEi LDAP (fig0, DC=mycompany,DC=com) ., EE, HiRSERMEE, ALUIETIEREM (Fin
OU=VDI,DC=mycompany,DC=com), ZINERT, LLEEiEE N <none>,

« CTX_XDL_FAS_LIST=" list-fas-servers’ -BX& 5 1IEARS (FAS) lRS 2B 2Eid AD AREREMN.
Linux VDA Rz #F AD 4A3EEE, BERI UM ARELUS SHMRE FAS IRSBRMTIR, IRFHASTE AD A
BEHPEEENIRFER. NRMIBRT ERRS SR, EFEA <none> XAFRBEZHTH, HEFRER
MRS RMILNINE. ES FAS RSBV EHRBRE, BEHREMMNEOS5E FAS kSR LIEEMNHROS —
B, 0 CTX_XDL_FAS_LIST=" fas_server_1_url:port_number; fas_server_2_url: port_number;
fas_server_3_url: port_number’,

« CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime - % NET Runtime 6.0
LUz i%iy Broker KIBARSS (ctxvda) MR, BRINEEZEH Jusr/bin,

« CTX_XDL_DESKTOP _ENVIRONMENT=gnome/gnome-classic/mate - {5 EEESEHFERN
GNOME . GNOME Classic 3% MATE K &mf 5. SMIRKIEEETE, WFEHA VDA LYiTENEE, B
2, NRYHIRENSEEN MATE, NHFKEEEIZEN mate,

HEa OB TR A TP ERENBFRIERAFNEEIFE:
1. 7 VDA k&) SHOME/<username> ER FoIE—1 . xsession X,
2. 41 . xsession XHLURBRITIRIEE R EFE,
- XF MATE £@

MSESSION="$(type -p mate-session)"
if [ -n "S$SMSESSION" ]; then

exec mate-session
i

- AT GNOME Classic =&

GSESSION="$(type -p gnome-session)"

if [ -n "$GSESSION" ]; then

export GNOME_SHELL_SESSION_MODE=class’ic
exec gnome-session --session=gnome-classic
fi

- XF GNOME £H

GSESSION="$(type -p gnome-session)"
if [ -n "S$SGSESSION" ]; then

exec gnome-session

fi
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3. SEMHRRIEAFHEE 700 XAHR.

« CTX_XDL_START_SERVICE=Y | N -7£52/% Linux VDA B2 &jg, 2FBE5 Linux VDA Bk, RIAMERT
KREAN Y,

« CTX_XDL_TELEMETRY_SOCKET_PORT - A0 Citrix Scout WEHZFiHO. BiAimOr 7503,
« CTX_XDL_TELEMETRY_PORT - ¥ 5 Citrix Scout i@589i%. EIAHOR 7502,
REMRE ST EM A

export CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N

export CTX_XDL_DDC_LIST='Tlist-ddc-fqdns'

export CTX_XDL_VDA_PORT=port-number

export CTX_XDL_REGISTER_SERVICE=Y|N

export CTX_XDL_ADD_FIREWALL_RULES=Y|N

export CTX_XDL_AD_INTEGRATION=1|2|3|4|5

export CTX_XDL_HDX_3D_PRO=Y|N

export CTX_XDL_VDI_MODE=Y|N

export CTX_XDL_SITE_NAME=dns-site-name | '<none>"'

export CTX_XDL_LDAP_LIST='list-1ldap-servers' | '<none>'

export CTX_XDL_SEARCH_BASE=search-base-set | '<none>'

export CTX_XDL_FAS_LIST='list-fas-servers' | '<none>'

export CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime

export CTX_XDL_DESKTOP_ENVIRONMENT= gnome | gnome-classic | mate | '<
none>'

export CTX_XDL_TELEMETRY_SOCKET_PORT=port—-number
export CTX_XDL_TELEMETRY_PORT=port-number
export CTX_XDL_START_SERVICE=Y|N

sudo -E /opt/Citrix/VDA/sbin/ctxsetup.sh

iB17 sudo <R, BA -EXTLUBHNERELEEFBLHECZHNF shell. HMNBIVEERAFENGSHME
#1/bin/bash {ERHE—1TREIE shell BA

F5b, BRSNS IEEFRASHK:
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sudo CTX_XDL_SUPPORT_DDC_AS_CNAME=Y|N \
CTX_XDL_DDC_LIST="'list-ddc-fgdns' \
CTX_XDL_VDA_PORT=port-number \
CTX_XDL_REGISTER_SERVICE=Y|N \
CTX_XDL_ADD_FIREWALL_RULES=Y|N \
CTX_XDL_AD_INTEGRATION=1|2|3]|4|5 \
CTX_XDL_HDX_3D_PRO=Y [N \

CTX_XDL_VDI_MODE=Y|N \

CTX_XDL_SITE_NAME=dns-name \
CTX_XDL_LDAP_LIST="list-1ldap-servers' \
CTX_XDL_SEARCH_BASE=search-base-set \
CTX_XDL_FAS_LIST='l1ist-fas-servers' \
CTX_XDL_DOTNET_RUNTIME_PATH=path-to-install-dotnet-runtime \
CTX_XDL_DESKTOP_ENVIRONMENT=gnome|gnome-classic|mate \
CTX_XDL_TELEMETRY_SOCKET_PORT=port-number \
CTX_XDL_TELEMETRY_PORT=port-number \
CTX_XDL_START_SERVICE=Y|N \

Jopt/Citrix/VDA/sbin/ctxsetup.sh

MIFRECE B

ERLEBERT, SR EMRR ctxsetup.sh AT ECEFFHAIER, BAREZ Linux VDA 48,
YREEIRIERT, REFLMENEEEE:

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh --help
MBRECEFE RS :

sudo /opt/Citrix/VDA/sbin/ctxcleanup.sh

BE:
It A S MBI ERIBRFRE BC B EkIE, MIMME Linux VDA &R,
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EERT

ctxsetup.sh 1 ctxcleanup.sh iz 2 E#ZEH A LERHEIR, HABEMEESANREE HEXH [tm-
p/xdl.configure.log.

EF BN Linux VDA IR, HREREM.

#1%; Linux VDA it

Z1E Linux VDA REEREHETEERERHENMAE, BEITUTHL:
dpkg -1 xendesktopvda
EEESHAER
apt-cache show xendesktopvda
ZHIE Linux VDA 3 #F, BHITUATIRME:

dpkg -r xendesktopvda

=3

AR

E0% Linux VDA 4= MIFRKEXHY PostgreSQL 1A MEEHIE. BE, FaMRERE Linux VDA ZEIRE
B89 PostgreSQL 24 B A H AR

m:

ATHHRIEERNBEIE PostgreSQL £ ARVREI R4 S HIMIPRIRE.

S 9: i51T7 XDPing

BIiE1 -‘;sudo Jopt/Citrix/VDA/bin/xdping LUZE Linux VDA FBFEENE NE B RM, BXi¥4H
58, %@ XDPing.

$% 10: 517 Linux VDA

£ ctxsetup.sh BIZERE Linux VDA 5, i&EERAU Tan<# Linux VDA,
Bzh Linux VDA:
B Linux VDA BRSS:

sudo systemctl start ctxhdx

sudo systemctl start ctxvda
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{21k Linux VDA:
{21k Linux VDA BRSS, iBHITUATHRIE:
sudo systemctl stop ctxvda
sudo systemctl stop ctxhdx
AR
£Z1E ctxvda #1 ctxhdx fRESZ#i, 1EE1T service ctxmonitorservice stop @<LlE
LIESMARSTIFIER. BN, HMRSTIFEFSERRBHEELERRS,.
/250 Linux VDA:
E#BE) Linux VDA RS
sudo systemctl stop ctxvda
sudo systemctl restart ctxhdx

sudo systemctl restart ctxvda

& Linux VDA R7S:
Z10% Linux VDA IRSHIEITIRES, EHRITUUTRE:
sudo systemctl status ctxvda

sudo systemctl status ctxhdx

$1% 11: 7£ Citrix Virtual Apps =§ Citrix Virtual Desktops #¢I|Zi+ENNER
BIEITEN B RAAM Linux VDA it BHAE 2 5E4:8 Windows VDA 7% M. B XA S MBI
AR, EERCEITENERNEEITENE R,
B84 Linux VDA I+ BRI EN B RES@EIE—LRE, F15%32RETH Windows VDA i+BEHBIEIHE
BR®:

o« WFIRIERS, 1HEE:

- ZRIERERSEDN TTFREXEZEEmRHTRER),
- BXERERFEN (EAT VDI EREERTER),
o BEMER—MTENBRTEAMEA Linux #1 Windows VDA &4,

AR

SHRRZACH Citrix Studio FZ#F “Linux BERSA” WS, B8R, %1% Windows Server 2{FRS5Z RS
BRFAFETNZRATEARERZRERTEE, %F Windows SEIRFRAHKERIFRALNEF R TE
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BEITEN— AP (GEE,
e

INRMIBRIHBENEEEEFIA Active Directory 15, NAFMERITEN, AEBEERRMNIIHENE R,

$18 12: 7£ Citrix Virtual Apps =k Citrix Virtual Desktops #6232 {F4H

BIRRZMAMRINES Linux VDA IHEMAITEN B RIEES Windows VDA B/ LFEE, BXINAETERMIXLE
ESHEMFAEIRA, BFSREEZ T,

BUEEH Linux VDA i+ B B RERZ AR @KL TRE:

o WafRATIE AD BFAIABERERE, 8£BERE Linux VDA 1+E .
s BFTMATRESHRIEN (ER) AFRER.
o BENERMEFEANEE Windows i+EHHITENER.

BXRMNAIERTEN B RMRGHNEE, 1§25 Citrix Virtual Apps and Desktops 7 2206,

7 Citrix DaaS Standard for Azure # ¢ Linux VDA

June 16, 2023

7] L7£ Citrix Daa$S Standard for Azure (U5i#5% “EATF Azure 89 Citrix Virtual Apps and Desktops Stan-
dard”) EIEEMNFFMARMAER Linux VDA, LUSESRNAZFMKEM Microsoft Azure 3 EIEIIE &
BXFAES, 12 Citrix DaaS Standard for Azure,

S Linux &17hR

LBUF Linux &1ThRZ 5 1tbIh8E
« RHEL 8.2
« Ubuntu 20.04
« Ubuntu 18.04

p

27z Citrix DaaS Standard for Azure #¢J# Linux VDA, ERBUTSE:

1. 72 Azure AR EME:
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=W

teoh, EERTLUER Linux VDA BENEHRINEER TR G BhEH. ELMILBET, BETBRE LN
etc/xdl/mcs/mces_local_setting.reg X/ mMan$47.
fBan, AILURIILA T aR<1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0x00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force
a) 7£ Azure 1, BIEBZIFHLITARA Linux VM,
b) MMBEMKE, BT Linux VM L RESEIFE,

c) £ VM E, ®RiE https://docs.microsoft.com/en-us/dotnet/core/install/linux-package-
managers ERYIBARE.NET Runtime 6.0,

d) (IXBR Ubuntu) 7 /etc/network/interfaces sl source /etc/network
/interfaces.d/* 17,

e) (IXPR Ubuntu) 3% /etc/resolv.conf i@ /run/systemd/resolve/resolv.
conf, mAE¥HEIERA /run/systemd/resolve/stub-resolv.conf:

unlink /etc/resolv.conf

In -s /run/systemd/resolve/resolv.conf /etc/resolv.conf

f) %% Linux VDA 34,

g) ®|k Jetc/xdl/mcs/mcs.conf hfyZEE, mcs.conf BEXHHEEHETIEE MCS M Linux VDA

HNT =,
AR
5% dns TEREHKRIEE.

NRTECRIT BN B RINEFESHEN KR, H&E VDI_MODE=Y,

h) &7 /opt/Citrix/VDA/sbin/deploymcs.sh.
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i) £ Azure th, =ik (SHEUHSE) VM, BH#RSEHAEIMER (VHD) X4 SAS URL, EaILUE
BXFRIFEREREEEM VM,

rhel-daas_OsDisk_1_81ec46a2dc404bd6a4d589c4fe545718 | Disk Export

Disk

==

A Search (Ctrl+)) | « Generate a secure URL and download it directly.
8 Overview URL expires in (seconds) *

@ Activity log | 3600

fa Access control (IAM)

® Taos

Settings

& Configuration
Encryption
5 Disk Export
' Properties
B Locks

4 Export template

Support + troubleshooting

2 MNew support request

j) (ANi%) EEMEG EEBARIKILE, EAIUFER ctxreg TARBEAKKIZE., F1, UTHER
PDF $TENZFE BnhtliE PDF & B1TENHL SRS,
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

GroupPolicy\Defaults\PrintingPolicies" -t "REG_DWORD" -v
"AutoCreatePDFPrinter" -d "0x00000001" - force

2. M Azure S AE1E,

a) EEEESIRT, BRAMNERSG, ETAERTIE Citrix REHEEUREENS NHIRE,

RR. WRSHASHER R EEET EENENEFIRHITER. EE— T ERE, BEEFRE
£& 3 Citrix Cloud #i%£# Managed Desktops (ItExm) RE/EEEIE5E0.
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\gﬂl'j Master Images X

Z Build Image + Import Image

O Powered Off

@ Ready to use b

b) RESNEE.
c) MNETE Azure FAERMM VHD X8 SAS URL, #%#% Linux e EBERRY,

Import Image from Azure

Enter the Azure-generated URL for the Virtual Hard Disk

How do | find my_ Ur?

Master image type
() Windows

(@ Linux

Name The New Master Image

‘ E.g. “Windows 10 + My Apps”

d) ZREBESFHETER SN EMEAIRIE.

3. SIBITENER.
PR EETHIR, RARREEEBR. IETENEREN, HERZatIENEME,
AR

FREEMREET VM FiE@:d SSH ¢ RDP /e, 2ipie) VM, &£ Azure [P REIRITER &,
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&3 Machine Creation Services (MCS) ¢/ Linux VM

January 4, 2024

SHRNEITHR

Winbind SSSD Centrify PBIS
Debian 11.3. = = & =
Debian 10.9
RHEL 8.4. RHEL 2 S z =
8.2
RHEL 7.9. = = z =
Cent0S 7.9
SUSE 15.3. SUSE =2 = & =
15.2
Ubuntu 20.04. = = S =

Ubuntu 18.04

RXFFHEN EEEF

+ AWS

Citrix Hypervisor
+ GCP

Microsoft Azure
Nutanix AHV
VMware vSphere

MREZAERZFFNEIMNEEEF DN EMED EREF DESEEME, JRIEINBINER.

£/ MCS 2 Linux VM
AE:

B Citrix Virtual Apps and Desktops 7 2003 % Citrix Virtual Apps and Desktops 7 2112, 2% Citrix
DaaS (BLEi#FA Citrix Virtual Apps and Desktops AR%3) %1 Microsoft Azure. AWS #1 GCP L#EE
Linux VDA, B 2203 frite, Ea]fExEA B =X Citrix DaaS # Citrix Virtual Apps and Desktops £
& Linux VDA, EEXLENE=ENERZEARME Citrix Virtual Apps and Desktops Z8E, EEERESINRIF
i, BXESNRFENENGES, BSRAERRENIRERMARIEMN (TTU).
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FEFFRENRS 285 MCS & E A LRIEEIML.

INREREFA PBIS 3k Centrify 3& MCS gIZa9i+EAMMAE Windows i, BFMMUTFES:

o EERITEN L, 7 /etc/xd1l/mcs/mcs. conf X#hEZE PBIS 5 Centrify #iiF & FHRZEH
BHigER%E PBIS 5 Centrify #F8,

« #iafT fopt/Citrix/VDA/sbin/deploymcs.sh Zgi, EIE—MALE L (OU), %4848
BAXTEFEME MCS SIZMIHEN AT S ANNEREEBENR,

« £ /opt/Citrix/VDA/sbin/deploymcs.sh =zTEEHRRBH MCS tIEHTEN /I,
BIRIEERIEREE Delivery Controller 2 Citrix Cloud Connector EizfT klist -11 0x3e4
purge,

({XFE Nutanix) 8 1: L& Nutanix AHV &4

M Nutanix 53kEX Nutanix AHV {&f#F . 7E&89 Citrix Virtual Apps and Desktops Figsh @i HEMiziE . &
XEMER, ESHE Nutanix 25717 ig#ey (Nutanix Acropolis MCS Plugin Installation Guide) (Nutanix
Acropolis MCS #&#R%1Em)

$1% 1a: A7t Delivery Controller 225341 Nutanix AHV #f %2 Citrix Virtual Apps and Desktops
&, %1 Delivery Controller £%% XD MCS AHV i,

ﬁ Nutanix AHV plugin for Citrix XenDesktop Setup Wizard X
Setup Type '
Choose the setup type that best suits your needs \
NUTAMNIL

MCS Plugin for Citrix XenDesktop will be installed

(O CWA MCS AHV Plugin

ﬁ MCS Plugin for Citrix Cloud Connector will be installed

() PVS AHV Plugin

ﬁ PVS Plugin for Citrix Provisioning Console will be installed

< Back Next > Cancel

4+ & 1b: A =% Delivery Controller %%t 7 5+ it Nutanix AHV &+ %R H 2 & E A T Citrix Cloud
Connector 8 CWA MCS AHV §&4, 7 Citrix Cloud f:EmB9FrA Citrix Cloud Connector % it BN
f& Citrix Cloud Connector 788 AHV IER FIRIEERMAE, W4F5EM Citrix Cloud Connector,

TR 1c: REFBHRTRUTIE
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o WIFRAEEC: \Program Files\Common Files\Citrix\HCLPlugins\CitrixMachineCreati
\v1.0.0.058l27T Nutanix Acropolis xff3,

+ &f7"C:\Program Files\Common Files\Citrix\HCLPlugins\RegisterPlugins
.exe"-PluginsRoot "C:\Program Files\Common Files\Citrix\HCLPlugins
\CitrixMachineCreation\v1l.0.0.0" &%,

« £ Delivery Controller &%= 5h Citrix Host Service. Citrix Broker Service #1 Citrix Machine
Creation Service, 5¢#&7z Citrix Cloud Connector L E#E5h Citrix RemoteHCLServer Service,

b7

HAEIEEREREH Nutanix AHV #E#8=1EH E#H B 5h Citrix Host Service, Citrix Broker
Service #1 Machine Creation Service,

TR2: QIBENER

BEDABRFESERIES Azure. AWS, GCP. Nutanix AHV #1 VMware vSphere Bt &EiEE:

« 7£ Citrix Studio g5 Azure ML E &R

7z Citrix Studio FREIES AWS Bt E &R

7z Citrix Studio el 5 GCP poitEiEsz

7£ Citrix Studio #giE5 Nutanix BT EiEsE

e
#£ Citrix Studio FgJi25 VMware Bt EiEE

7£ Citrix Studio 8725 Azure HTEERE

1. £ Citrix Cloud £p9 Citrix Studio &, EREE > T8 > FINEENERLULIES Azure BIEE,

53 Citrix Studio (Cloudsasite)
e

2. EEEESR Microsoft Azure,
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Stu d io Connection

() Use an existing Connection

azure o
Connection i
(®) Create a new C eti

Details i

_ Connection type: | Microsoft® Azure™ -]
Region
Network Azure environment: | Azure Global -J
Summary

Create virtual machines using:

(®) Studio tools (Machine Creaticn Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next

3. BAEE Azure tkPBIITE ID, ARBNEERZT.
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Connection Details

Studio

A service principal in the subscription's Azure Active Directory is required. Create a new service
principal or provide details of an existing service principal.

The Azure service principal is assigned the Contributor role at the subscription scope. The service
+ Connection principal has permission to create and manage all types of Azure resources in the subscription,
and may have access to resources that are unrelated to the deployment of resources in the
Details catalog. (Permissions at the subscription scope are required to create resource groups.)

Region Learn more:

Network Setting up an Azure Active Directory account

Summary Creating a host connection

Azure role based access control

Subscription 1D: |

Connection name: | Example: MyConnection

Create new... Use existing...

BEREERTFER—MER.

& Citrix Studio
File Action View Help

5 znE BE

8 Citrix Studio (site)

+ | Tye Address State

v [ Configuration
£ Administrators
= Controllers
= Hostine

4ol Add Connection and Resources
O Stor
[

@ Zont Refresh

View >

Help

7z Citrix Studio F¢/Z5 AWS pyitEER

1. 7£ Citrix Cloud &9 Citrix Studio /1, EREE > 118 > FINEENRRUGES AWS MiEE,
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File Action View Help

« | 2[5

2. %1% Amazon EC2 {EhikiEal,

Stud iO Connection

() Use an existing Connection
Connection

@ Create a new Connection
VM Location :

Connection type: | Amazon EC? | - |

Metwork
Surmmary

Your cloud administrator should provide the following information.

Import keys file: BEmL, Use a file to automatically enter
- APl key and Secret key.

AP key: | |

Secret key: | |
o Learn about user permissions

Connection name: | Example: MyConnection |

Back  Ne Cancel
B [ e

3. BN AWS tKFEY API BARIER, ARBNENEZRT.
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Studio Connection

() Use an existing Connection

Your cloud administrator should provide the following information.

Import keys file: Use a file to automatically enter

APl key and Secret key.

| awsec2 | i |
Connection 4 =
‘ (®) Craate a new Connection
VM Location
Connection type: | Ao EGR | = |
Metwork
Summary

APl key: | |

Secret key: | |
0 Learn about user permissions

Connection name: | Example: MyConnection |

API ZARERYIARESR 1D, ZRAREHNMELNER, XEZAFRAAANBAN. MREEKTHE /DT

A, WAILMFRZARERH SRS —MIARER. BRIARESR, BHITUTRE:

a) EF AWS RS,
SMEISHFIHEERE (IAM) I=HA,
EEMSMERS, EEBF.

)
)
)
) ERETAPHE TRIUERR S ERET .
)
)

o n T

e
f

| REhH EHCRIHRER, ERER—NMIED.
BETH.CcSV XEHRIBRZRREFE - RENUE,

REREERFER—NMTER,

& Citrix Studio (Cloudxdsite)
Search

e

Amazon EC2 hitps://ec2.us-east-2amazonaws.com

B storeFront
(24 App-V Publishing
@ Zones
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7£ Citrix Studio #8125 GCP WitEiEiE 1RIE Google min T & mINKIFFIRBEMN GCP 15, ABFTMIUT
SRLEIES GCP Bt E &,

1. 7 Citrix Cloud £ Citrix Studio &, #ZEE > 118 > RINEEMNZRULIES GCP MiE,

Citrix Cloud Virtual Apps and Desktops Service

Overview Manage ~ BRYL[IG]

O\ Search Add Connection and Resources

[0 Machine Catalogs Name 1 Type Address
ﬁaﬁﬁ Delivery Groups GCP Google Cloud Platform  https://cloud.google.com
GCP1

ﬁ Applications
Policies

D;? Logging (Preview)

8@ Administrators (Preview)

— Click an item to view the details.
=

==

Hosting

2. ##% Google Cloud Platform (Google mixF &) (EAEESE,

Add Connection and Resources

o Connection @ Create a new Connection

2 FRegion

3 Network Service account key:

Connection type: ‘ Google Cloud Platform Y ‘

4 Summary Service account ID:

ZOne name: l GCP ' l
Connection name: ‘

Create virtual machines using:

@ studio tools (Machine Creation Services)

() Othertools

. FA GCP tkF HIARSS 1K S B EAH BN ERZ R T
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Google Cloud Platform Service Account Credentials

Paste the key contained in your Google service account credential file (json).

ﬂ |/ Cancel \|
h vy

REREERPET —MERK,

Citrix Cloud Virtual Apps and Desktops Service

Overview RVELELISEEE Monitor

Q sere
b Machine Catalogs
== 9 Name L Type Address

%ﬁﬁ' Delivery Groups GCP Google Cloud Platform  https//cloud.google.com

GCP1
El Applications

Policies

Dﬁ’ Logging (Preview)

LQ@ Administrators (Preview)
Click an item to view the details.

] Hosting

==

7£ Citrix Studio #1¢/7#5 Nutanix FITE iEE

1. 33 FZ#h Delivery Controller, &7 H#n Citrix Studio FEREE > & > FMEENE R WF=
Delivery Controller, &7 Citrix Cloud EHEF Web 89 Studio =4l & iR EIE > 18 > HRINEEM
iR, UEIES Nutanix B EERIZFEE,

2. ERIEENZ RS PREZE LXE Nutanix AHV fEREZREE, RAEEEEUDNEERERF L. FiE
UKEZER R, ERNENEL, EEATFRERTHNE,
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flgn, ey Citrix Studio

Add Connection and Resources

Studio Metwork

Name for these resources:

The name helps identify the storage and network combination associated with the
connection.

+ Connection
Metwork

Summary Select one or more networks for the virtual machines to use:

™ ! Name !
[J INTERNAL_1
O wvM

Back || oo | [ cancel
%0, £ Citrix Cloud EHEF Web 89 Studio #ZHl&:
Add Connection and Resources
o Connection (@ Create anew Connection
2 Network Connection type: Nutanix AHV ~
3 Summary Connection address: Example: acropolis.example.com
User name:
Password:
Zone name: My Resource Location ~
Connection name:
Create virtual machines using:

3. EMKE L, EFATRERTHMNS,
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7£ Citrix Studio #1¢/725 VMware B9t &iEE

1. 72 vSphere 5 %% vCenter Server, BXi¥4Ms8, B8 VMware vSphere,

2. 1£ Citrix Studio &, #EFREE > {8 > RINEZEMNEBRLULIES VMware vSphere 1.

5 Citrix Studio (Cloudsdsite]

T

Microsoft® Azure™ hitps://m: o/

v [ Configuration
£ Administrators
= Hostir~
[ storef | Add Connection and Resources
[ appy e, >

@ Zones

3. % VMware vSphere fEREZ2E,

Studio Connection

() Use an existing Connection

| RanConnection -
Connection

F=y .
‘ ®) Create a new Connection

Storage Management ]
; Connection type: I [ VMware vSphere ® - ] |

Storage Selection

Nt Connection address: | Example: hitps://vmware.example.com/sdk |

Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic taals (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back Next Cancel
e [ cencel |

4. 2N VMware tFp9iEiEtht (vCenter Server URL). &R P & A1 2205 U KR o
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Studio Connection

() Use an existing Connection

| RanConnection -
Connection :

| 'f!:' Create a new Connection
Storage Management

: | Connection type: [ VMware vSphere ® = ]
Storage Selection
e Connection address: | Example: hitps://vmware.example.com/sdk |
Summary o Learn about user permissions
User name: | Example: domain\username |
Password: | |
Connection name: | Example: MyConnection |

Create virtual machines using:

(®) Studic tools (Machine Creation Services)
Select this option when using AppDisks, even if you are using Provisioning Services.

() Other tools

Back T Next J [ Cancel

BEREERFER—NMTER.

£ Citix Studio
File Action View Help
es am
8 Citrix Studio (site)

D search

= Machine Catalogs

# Applications Vmware ‘VMuware vSphere & Enabled

Policies =
[# Logging
~ [ Configuration
& Administrators
(= Controllers
= Hosting
. Licensing
3 Storefrant
[y App-V Publishing

@ Zones

$7 3 BEEE

(1XFR Citrix Hypervisor) #% 3a: % Citrix VM Tools  7£##iR VM %% Citrix VM Tools, LUfEE VM
#EM xe CLI ¢ XenCenter, BRIFREXLETH, BN VM EEEATRESRIR, MBEEXLETH, TERTUTE
CIEEge

o WIRXE. EFBNEIER VM,
o 7£ XenCenter EE VM HEEEIE,
o EBEETTHVM (GEiE XenMotion),
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QBB FERNE RER) HRE, UREREIRE,
o FIEFEE(TH Linux VM EiF% vCPU ¥4,

1. BT T @< E R guest-tools.iso B Citrix VM Tools,

sudo mount /dev/cdrom /mnt

2. HRIBEM Linux Z1ThR, BITUTHTRE xe-guest-utilities RHE,
33F RHEL/CentOS:
sudo rpm -i /mnt/Linux/xe-guest-utilities_{

package-version }
_all.rpm

%tF Ubuntu/Debian:
sudo dpkg -i /mnt/Linux/xe-guest-utilities_{

package-version }
_all.deb

xtF SUSE:
sudo rpm -i /mnt/Linux/xe-guest-utilities_{

package-version }
_all.rpm

3. 7£ XenCenter FRYEALET £ L0 ERIR VM BEIMMERES, NREMRLTET Citrix VM Tools, NEMMKIR
SHEM K.

(G&RF Azure. AWS 71 GCP) #Z 3b: v Ubuntu 18.04 2= cloud-init
1. ERFREEFEDHEL VM B VDA THRPAEE, BETUTHS:

echo "preserve_hostname: true" > /etc/cloud/cloud.cfg.d/99
_hostname.cfg

HyiAfE /etc/cloud/cloud.cfg x5k system_info 285 FEEMUTIT:

system_info:
network:
renderers: ['netplan', 'eni', 'sysconfig']

2. EfEF SSH izizinia)l AWS £ MCS g2/ VM, ERAZEBRSHEIE, FARE VM ZEWMNERRM. 1R
ERERITUTEMF.

« 458 cloud-1init BEEXH /etc/cloud/cloud.cfg. #f% ssh_pwauth: true 17777, MERE
% set-password TAILTT (MREE).

users:
- default
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o MREHIERET c loud-Tni1t QIENBIABF ec2-user giubuntu, WATLER passwd
BYERAF BB, FLENERE, UEUGRTESR MCS tIEN VM,

o 41§ /etc/ssh/sshd_config X UBMREEUTT:
PasswordAuthentication yes
REZXHHIEIT sudo service sshd restart &<,
$I% 3¢: 72 VM £%% Linux VDA %48
AR
EEAYFIETIEITH VDA (ER1ER VM, 1EBGI IS,

FERMR VM £2% Linux VDA 48 2ZH1, #F%%.NET Runtime 6.0,

RIBER Linux £1ThR, BT T<H Linux VDA & BIFE:
33F RHEL/CentOS:
sudo yum -y localinstall <PATH>/<Linux VDA RPM>
AR
stF RHEL #1 CentOS, 55 % % EPEL 776&E, AR #EMIIRE Linux VDA #5217 deploymcs. sh.

BxifA%LE EPEL B9 8, 15214 https://docs.fedoraproject.org/en-US/epel/ Lig{AiRA,

33F Ubuntu/Debian:
sudo dpkg -1 <PATH>/<Linux VDA DEB>
apt-get install -f

xtF SUSE:

sudo zypper -1 install <PATH>/<Linux VDA RPM>

$1% 3d: SREEMENRE tdb-tools %i4& 33F RHEL 7 fR5523:

subscription-manager repos —--enable=rhel-7-server-optional-rpms

%fF RHEL 7 T{Ei4:

subscription-manager repos —--enable=rhel-7-workstation-optional-rpms

$1% 3e: (£ SUSE L) Fzh%# ntfs-3g 72 SUSE FF& L, FIEEMEELTRM ntfs-3g, THIREHKE, HiFH
FrhR# ntfs-3g:
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1. %% GNU Compiler Collection (GCC) HmiZBALHIEHRHRIZEN:

sudo zypper install gcc
sudo zypper install make

2. T# ntfs-3g .
3. fRESE ntfs-3g T :

sudo tar -xvzf ntfs-3g_ntfsprogs-<package version>.tgz

4. $N ntfs-3g RFERIERRE:

sudo cd ntfs-3g_ntfsprogs-<package version>

5. &% ntfs-3g:

./configure
make
make 1install

S 12 3f: 4RiE MCS BREXH
1. Ef /etc/xdl/mcs/mcs.conf AT E,

o ERATRMNEBZSR

SHFRMANEN TR, TG /etc/xdl/mecs/mcs.conf PN T ERENKRIEEHERIEZEE
HUTEE:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
VDA_PORT=port-number
REGISTER_SERVICE=Y|N
ADD_FIREWALL_RULES=Y|N
HDX_3D_PRO=Y|N

VDI_MODE:Y|N
SITE_NAME=dns-site-name| ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
START_SERVICE=Y|N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

e

ZFINER T, /Jetc/xdl/mcs/mcs.conf a8 AD_INTEGRATION T 238 E Ky
Winbind, BIAMEXSRMNHIGSEE RN,
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« ERTENANENZR

B /etc/xdl/mcs/mcs.conf AT E, mcs.conf BEXHIRMHEATFIEE MCS 7 Linux
VDARZTE, TEHREAUREEERENTS

- Use_Existing_Configurations_Of_Current_VDA: MEREHERLFIEALIS
1T7H9 VDA B9IRAE AD XA E x4 (/etc/krb5.conf. /etc/sssd.conf #1 /etc/samba/smb.conf).
MRIKERY, MCS IENITEN EMEREXHE S SR EEEiTH VDA EMERXX4HER,. B,
TBAMAERE dns 1 AD_INTEGRATION Z&, BRiAEN N, XELETME EHEEER
ASTHAE MCS I+ EMN ERIBEE X 4

- dns: €ES DNS RS589 IP ik, ERZEILUEE DNS RS 2%,

- NTP_SERVER: i&& NTP fRS32889 IP tthit, BRIESITIHEA, BN ZthikZIEATISITHIZER IP ith
tko

- WORKGROUP: B I{FARMIRE NEE AD hEREM NetBIOS B (KA K/NE) . &N,
MCS BEREBEREMITENENBZZENEIIERNITEABMR. HlM, WMRITENKS R
userl.lvda.citrix.com, MCS &R lvda fEATIRAZTR, M citrix RERIER, ESH
EISE TIEAR,

- AD_INTEGRATION: i&& Winbind. SSSD. PBIS g Centrify, &% MSC Z#5# Linux &
IThRAINNTT ERFIR, BESRAXPRZFERNRITR

- CENTRIFY_DOWNLOAD_PATH: i&& T2 Server Suite Free (L{gi## Centrify Express)
BEEBRRE. RE% AD_INTEGRATION ££i&E 5 Centrify B, ZEASEK.

- CENTRIFY_SAMBA_DOWNLOAD_PATH: & T# Centrify Samba % EMEKR. RE
# AD_INTEGRATION Z2i&EH Centrify B, ZEAFSEK.

- PBIS_DOWNLOAD_PATH: &€& T# PBIS R+ GRIKIF. RBEK AD_INTEGRATION Z&
28BN PBIS B, ZEASEK.

- UPDATE_MACHINE_PW: EASZRABMEMITENKFER, BXEAES, BSHE0E
Mt BEIKF 2.

- T35l Linux VDAERBZT £:

DOTNET_RUNTIME_PATH=**path-to-install-dotnet-runtime \**
DESKTOP_ENVIRONMENT=**gnome | mate \**
SUPPORT_DDC_AS_CNAME=Y|N

VDA_PORT=port-number

REGISTER_SERVICE=Y| N

ADD_FIREWALL_RULES:Y| N

HDX_3D_PRO=Y|N

VDI_MODE=Y|N

SITE_NAME=dns-site-name| ‘<none> °
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LDAP_LIST= ‘list-ldap-servers’ | ‘<none> °
SEARCH_BASE=search-base-set| ‘<none> °
FAS_LIST= ‘list-fas-servers’ | ‘<none> °
START_SERVICE:Y| N
TELEMETRY_SOCKET_PORT=port-number
TELEMETRY_PORT=port-number

BXmcs.conf BRfAl, FERLTENREEEE.,
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#1/bin/bash

#

# Citrix Virtual Apps & Desktops For Linux Script: Machine Creation Service
# Copyright (c) Citrix Systems, Inc. All Rights Reserved.

#

# This is the configuration file for mcs scripts.

Template machine check:

# If unspecified, the value is N by default, meaning that mcs configuration templates will overwrite configuration items
# If you choose Y, MCS created VMs will use the existing configurations of the current VDA that must running correctly
Use_Existing_Configurations_Of Current_ VDA=N

DNS Configuration:
# Provide DNS information

# You can provide 4 DNS servers at most.

# Leave empty if you do not have 4 servers. You may also leave all of them empty
# and configure dns manually.

# Format:

# dnsT="XX.XX.XX.XX"

# dNs2="XX.XX.XX.XX"

#dns3=

# dns4=

dns1="192.1681.5"

dns2="192.168.3.4"

dns3=

dns4=

NTP Configuratior
# Provide NTP server information.

# If not set here, the default value will be the address of domain controller.
# Format:

# NTP_SERVER="XX.XX.XX.XX"

NTP_SERVER="192.168.4.5"

WORKGROUP Configuratior
# Provide Workgroup information.
# Usually workgroup is the same with domain name and you do not need to configure it here.
# If that is not the case, please config it according to the correct format:
# WORKGROUP="workgroup_name"
WORKGROUP="example"

Domain Join Configuratior
# Provide Domain Join method.

# Winbind: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04

# SSSD: support RHEL7/CentOS7, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, SUSE12, SUSE15

# Centrify: support RHEL7/CentOS7

# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12, SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04, Debian 10

# AD_INTEGRATION="winbind" or AD_INTEGRATION="sssd" or AD_INTEGRATION="centrify" or AD_INTEGRATION="pbis"
AD_INTEGRATION="winbind"

entrify download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify download path with related distribution if Centrify is not installed.
# To find out the correct download url for your os, you may go here:

# https://www.centrify.com/express/linux/download-files/#accordion-download-express-02

CENTRIFY_DOWNLOAD_PATH=

entrify Samba download path Configuratior
# When choose Centrify as AD_INTEGRATION, provide Centrify Samba download path with related distribution if Centrify is not installed.

# CENTRIFY_SAMBA_DOWNLOAD_PATH="http://edge.centrify.com/products/opensource/samba-4.5.9/centrify-samba-4.5.9-rhel3-x86_64.tgz
CENTRIFY_SAMBA_DOWNLOAD_PATH=

PBIS download path Configuration:
# When choose PBIS as AD_INTEGRATION, provide PBIS download path if PBIS is not installed.
# PBIS: support RHEL7/CentOS7, RHEL8/CentOS8, SUSE12/SUSE15, Ubuntu16.04, Ubuntu18.04, Ubuntu20.04
# RHEL7 and SUSE12: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
# RHELS: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh"
# Ubuntu: "https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.deb.sh"
# SUSE15: "https://github.com/BeyondTrust/pbis-open/releases/download/9.1.0/pbis-open-9.1.0.551.linux.x86_64.rpm.sh”
# PBIS_DOWNLOAD_PATH="https://github.com/BeyondTrust/pbis-open/releases/download/8.8.0/pbis-open-8.8.0.506.linux.x86_64.rpm.sh"
PBIS_DOWNLOAD_PATH=

Machine Password Automate Updat
# Machine password will expire after 30 days(default), so we have a mechnisum to update
# this password regularly.
# You can set this value to enabled to enable this feature.
UPDATE_MACHINE_PW="disabled"

Linux VDA Configuration
# Provide Linux VDA configuration information.

# Please refer to Linux VDA Documentation for these settings.
DOTNET RUNTIME_PATH=/opt/dotnet
DESKTOP_ENVIRONMENT=gnome

SUPPORT DDC_AS CNAME=N

VDA_PORT=80

REGISTER_SERVICE=Y

ADD_FIREWALL_RULES=Y

HDX 3D _PRO=N

VDI_MODE=Y

SITE_NAME="<none>"

LDAP_LIST="dc1.example.com”
SEARCH_BASE="DC=example,DC=com"
FAS_LIST="<none>"

START_SERVICE=Y

TELEMETRY_SOCKET_PORT=7503

TELEMETRY_PORT=7502
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2. i&f7 fopt/Citrix/VDA/sbin/deploymcs.sh,

3. EERITEN L, Ee$iTHmEl /etc/xdl/mecs/mcs_local_setting.reg XHLURIBEEES
ANBEIEMRE, LIRIETTRG LRI ERE MCS FRHIt BN S XENBRNER,
Jetc/xdl/mcs/mcs_Tlocal_setting.reg X#hME—TMERTREREMIMREN—
[ilERC
flgn, ERILUGL T an<fTRmEl /etc/xdl/mcs/mcs_local_setting.reg X, URHE
ANBEIEMRE:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -t "REG_DWORD" -v
"Flags" -d "Ox00000003" --force

update -k "HKLM\System\CurrentControlSet\Control\Citrix\
VirtualChannels\Clipboard\ClipboardSelection" -v "Flags" -d "@
x00000003"

HI 3g: QUERTMME
1. 517 /fopt/Citrix/VDA/sbin/deploymcs.sh,

2. (ANRERYBIEEEITH VDA (ERER VM, EBKIT IS E,) ERIR VM £, EHEEEREE NI
B VM kmsEx /etc/krb5.conf. /etc/samba/smb.conf# /etc/sssd/sssd.conf
X,

3 F Winbind BF, 88 # /etc/xdl/mcs/winbind_krb5.conf.tmpl 1 /etc/xd1l/
mcs/winbind_smb.conf.tmpl #ix.

FF SSSD AR, iE%E# /etc/xdl/mcs/sssd.conf.tmpl. /etc/xdl/mcs/sssd_krb5
.conf.tmpl# /etc/xdl/mcs/sssd_smb.conf.tmpl #&ix.

34 F Centrify B, #E8# /etc/xdl/mcs/centrify_krb5.conf.tmpl# /etc/xdl/
mcs/centrify_smb.conf.tmpl #i&k,

AR

BREBERXGTEANNERIAFEAZTE, F W SWORKGROUP, SREALM. Srealm.
${new_hostname} #1 SAD_FQDN,

3. RIBEEANAERIZTREIREHBR,

+ (ERMT Citrix Hypervisor. GCP #1 VMware vSphere) 7£i%iRk VM ERERN AEFH X AER
VM, B3 ar8E T RRERRIIRER,

o ((EART Azure) EFEIR VM ERENBERFRE, M Azure TJPXAER VM, HFIER VM BEFIRS
71 Stopped (deallocated) (BfF1k (BECESED)). iBELANERARIM, 7 Azure LEHREME
MG B R 1% B o
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> Comnect P Start @ Restart | M Stop | @ Capture =D Move [ Delete ) Refresh

Resource group (change) Computer name
mes rhel-sssd-temp
Status Operating system
Stopped (deallocated) Linux
Location Size
East Asia Standard D2s v3 (2 vcpus, 8 GB memory)
Subscription (change) Public IP address
I rhel-sssd-temp-ip
Subscription ID Virtual network/subnet
— Virtual Network_1/default
DNS name
Configure

Tags (change)

Click here to add tags

« (EAT AWS) TR VM =M AERE, M AWS EC2 TJP XF&ER VM, #fRiER VM EIRRS
AEEL. ARBEEER VM, AEEFRE > QIERG. BAEEHREFTEHRTIRE, RHEIERE,

Create Image X

Instance ID  (7) i-011€
Image name (i) [
Image description (i)

No reboot  (j)

Instance Volumes

Volume = = - Delete on
De - Si GIB] - Th hput N Ei ted
Type ylce Snapshot (i) Iz,:e[ 2 Volume Type (i) IOPS (i) Ko gu Termination n}:ryp =
o) ® = 0] ! D NO A D
Root Idevisdal Sgap- 40 | [General Purpose SSD (gp2) v| 120/3000 N/A 4 Not Encrypted

Add New Volume

Total size of EBS Volumes: 40 GiB
When you create an EBS image, an EBS snapshot will also be created for each of the above volumes.

o] Create Image

+ GEAT Nutanix) 7 Nutanix AHV £, XFRIR VM, SIEHHR EIMEHIRE,
AR
WITE Acropolis HRERZ #RaThn #1428 XD_ A 8E7E Citrix Virtual Apps and Desktops #EH.,

RIEFEMEMA Acropolis RIS EHBIRE. EGIRRE, EFNEHCEZERASURKRRINGE
RPN

TR4. SIRHENER

7 Citrix Studio /1, RIZItENERHETEEERTEIEN VM K2, IZHTENBE RN, BERENEREGE. T
E=/LRE:
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Machine Catalog Setup

Studio Master Image

Browse the resource groups below and select the managed disk, snapshot, or VHD to use as the
master image for all machines in this catalog.

+ [ntroduction s If you select a VHD attached to a VM, the VM must be stopped.

» Make sure the selected master image has a Crtri VDA installed,
+ Operating System

0 Don't see the resource group you want?

¥ Machine Management

Master Image b [&]jc-WestUs2 N
) b @] LinuxVDA

Storage and License Ty...

Virtual Machines 8 Azure-1604_0sDisk_1_0b3977506¢1447909bF42373ac0c6a05

Resource Groups & azure-client_OsDisk_1_See3cd35a6d744c 1994502863283

Network Cards = azure-de_OsDisk_1_f047ecO78ebad26bb0d03c0f92869e67

c ter Ac &= Azure-jT7 Jisk_1_adf0f65861d44Ta5bad06606632 a812¢
omputer Accounts

8 Asure-jcjeT7_OsDisk_1_echeddBd75e74bb08159c8e4d837254e
8 Asure-jerhel7T_OsDisk_1_685abfc05e0c4fdfacac?b2Be3bd0e04 -
Summary =8 Asure-jerheld]_OsDisk_1_571a0c329a2340¢e8cTd385a645¢034
@ Select the minimum functional level for this 7.6 (or newer) -
catalog:

Domain Credentials

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

| Back | Cancel
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Studio Master Image

The selected master image will be the template for all virtual machines in this catalog. (A master
image is also known as a clone, golden, or base image.)

: Use the YDA for HDX 3D Pro when selecting a GPU-enabled snapshot or virtual machine,
+ Introduction

Select a snapshot (or a virtual machine):

# Operating System
4 RHEL6.8
+ Machine Management = g
» (W] RHEL74 @
Hex Wiw)c b [ sles123 @
Virtual Machines ‘ b [ ubuntuls @
e ————————————————
Computer Accounts | (] vesa @
Summary
ﬂ Select the minimum functional level for this 7.9 [or newer - recommended, to acc... =
catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog. Learn more

Back | (I Cancel

£ Nutanix J25#) Container (F88) FiE.L, WEREZANRIR VM IBENSR. EEMEREL, BEREKIRE,
FEEHNITE L, REEM CPU MEEUKRE ™ vCPU B0,

==

R Delivery Controller EHitBEH B REEBIEFEAENE, EH%ZE Nutanix Prism HFahiT 1% %
Preparation FitBHNER, X7 2GFAEHMITOIETSZ,

RIERERITHMREES. EXEAES, BSREA Studio tIBITENER.

SRS SIBERMA

ZYARM—IHEZ NI EN B RPEFNIHTENNES, SREEPLEAFATUEAXLEITEN, UNAIHXLERFE
BHNAREFMRE. BXEAER, BSHCIERZMH,

£/ MCS E#HE/ Linux VDA

EEH MCS B#EH Linux VDA, EHRITUUTIRE:
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1. 5% Linux VDA B2 Y FiiRAZ 80, BHHFERE.NET Runtime 6.0,
2. ERERITEN LB Linux VDA:

=

=W

kg, EEBTLUER Linux VDA BEBIEFINEERITRI G BohEfH. BSLIILER, BESERITEN LN
etc/xdl/mcs/mces_local_setting.reg X/ mMan$47.
fFlgn, BRI R <$1T:

create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_DWORD" -v "fEnabled" -d "0Ox00000001"
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "Immediately"
- force
create -k "HKLM\System\CurrentControlSet\Control\Citrix\
SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-Container-
Url>" - force
create -k "HKLM\System\CurrentControlSet\Control\Citrix\

SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local-
Certificate-Path-of-PortalAzureCom>" --force

3+F RHEL 7 #1 CentOS 7:

sudo rpm -U XenDesktopVDA-<version>.el7_x.x86_64.rpm

xtF RHEL 8:

sudo rpm -U XenDesktopVDA-<version>.el8_x.x86_64.rpm

xtF SUSE:
sudo rpm -U XenDesktopVDA-<version>.slel2_x.x86_64.rpm

3tF Ubuntu 18.04:

sudo dpkg -i xendesktopvda_<version>.ubuntul8.04_amd64.deb

3+F Ubuntu 20.04:

sudo dpkg -i xendesktopvda_<version>.ubuntu20.04_amd64.deb

3. 458 /etc/xdl/mcs/mcs.conf Ml /Jetc/xdl/mcs/mcs_local_setting.reg.
4. ERFIRER.

5. 1£ Citrix Studio &, EEFEAFEMITEN B RIHIRE, EEEUHBENENBHZE, FE—BRIE. B2F
hEFBEITEN.
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B BRI BN EE
BIAMERT, HENKAZEELEITENERE 30 Xidfl. BRIEEBSHAURBchEHITENKFER, EHRT
DU IR1E:
1. 7517 Jopt/Citrix/VDA/sbin/deploymcs.sh Z &1, U TEBHFME /etc/xdl/mcs/mces.conf &,
UPDATE_MACHINE_PW="enabled"

2. i&17 Jopt/Citrix/VDA/sbin/deploymcs.sh i, 17 /etc/cron.d/mcs_update_password_cronjob LL
REEMNENME, RASESAEHRZRE 2:30 EMITENKAEE,

SREHTENK A ZB/E, Delivery Controller ENZEIFEEFET TN, FHETE /var/log/xdl/jproxy.log F7]
BESHITILL TR

[ERROR] - AgentKerberosServiceAction.Run: GSSException occurred.
Error: Failure unspecified at GSS-API level (Mechanism level:
Checksum failed)

THREIR, BEEIEREILER. JUERSE Delivery Controller si3diis 28 L L HEFERES,

7£ MCS ¢/2Z89 VM E£/=H FAS

AITERL T & 1ThR £EIE1THY MCS SUZIEIA LB A FAS:

Winbind SSSD Centrify PBIS

RHEL 8 B % = =
RHEL7. CentOS7 2 = & =
Ubuntu 20.04. 3 & & =
Ubuntu 18.04

Debian 11.3. 2 = = =
Debian 10.9

SUSE 15.3 = ) ) S
SUSE 15.2 = ) £ S

ERMR VM L& FIRGESE A FAS

1. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/

2. 17 ctxfascfg.she BXFMER, ESRIETT ctxfascfg.sh,
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3. & /etc/xdl/mcs/mcs.conf HEBELE,
AR
waE fetc/xdl/mes/mcs.conf FIREREXENTE, FAXLETEZE VM BafERN.

a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIREHN Y.

b) ¥ FAS_LIST T2 B RNEM FAS RS \/IUH S FAS RS Bibht. BHSHRS it
i, HABSISK-—ITHS P MuEFEER, flW FAS_LIST:'<FAS_SERVER_FQDN>;<
FAS_SERVER_FQDN>',

c) RIBFEEREHMETS, 0 VDI_MODE,

4, &f7#4 /opt/Citrix/VDA/sbin/deploymcs.sh,

7£ MCS ¢35 VM £/5H FAS

MRKRINEXFRTEERITEN LB FAS, WaTkifsEs MCS €138 VM EEH FAS,
27 MCS €289 VM EFF FAS, BT TIRME:

1. £ Jetc/xdl/mcs/mcs.conf RISET &,
R
WE fetc/xdl/mes/mcs.conf FIREREXENTE, FAXLETEZE VM BifERN.

a) ¥ Use_Existing_Configurations_Of_Current_VDAKEIREHN Y.
b) ¥ FAS_LIST TEI&E AN FAS RS2ttt
) *E*Eﬁ'ﬁgligﬁfmiiy WU&D VDI_MODEO

2. SR CAEH,

sudo cp root.pem /etc/pki/CA/certs/

3. &7z /opt/Citrix/VDA/sbin/ctxfascfg.sh, BX#MER, ESRAETT ctxfascfg.sh,

f# A3 Citrix Provisioning ¢/ Linux VM

September 1, 2022

ASREE XBI TR AR Linux BARE&ENER. FHLIEE, ErTL &R Citrix Virtual Apps and Desktops
B RIIES Linux RIS,

FHLUTF Linux 217K

« Ubuntu 20.04
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« Ubuntu 18.04
« RHEL 8.4

« RHEL7.9

« SUSE 15.2

« SUSE 15.3

BHE:

o EABRIEFER Citrix Provisioning a7 Citrix_Provisioning_2206.iso FiZf
H BT A RER, BREEN Linux ZTARERZZEE, EFEA Linux TEREZEAE 2109 XES
7, FEZE Citrix Provisioning AREE28 2109 E S RN,

« £/ Citrix Provisioning i@ 7 R #iE Linux BIR&EE, BB MHEZHEMGOIRERMNERD
X, LUEFECRIREREISIEE B,

o FEBGEER btrfs BRXUEMH K, GRUB2 & btrfs H# X HIMA LR FH, GRUB RR
GRand Unified Bootloader,

BXEMMES, 15517 Citrix Provisioning SEHRRLEID R A Linux BRiES.

71 XenDesktop 7.6 & F#ihr4EEE Delivery Controller

December 3, 2024

XenDesktop 7.6 XERMABEE AL Linux VDA, WFXERA, FESTEMEFHERMMA, REM
WIEE BEANX PR,

&t Delivery Controller i2 &

34F XenDesktop 7.6 SP2, &R A Hotfix Update 2 & Linux S EH Broker, Hotfix Update 2 AJ7£ LR
AIEHE:

CTX142438: Hotfix Update 2 - i&fF Delivery Controller 7.6 (32 i) - Zthi

3 FETF XenDesktop 7.6 SP2 MikkZx, AIfEA& N Update-BrokerServiceConfig.psl # PowerShell iz
SkEE# Broker Service BiE. U THREEHIRELAEZS:

o citrix-linuxvda-scripts.zip
sfHMAEA Delivery Controller EE LU THE:

1. ¥ Update-BrokerServiceConfig.ps1 fizE %1% Delivery Controller it&#l.

2. EAHERR FTXHITH Windows PowerShell 2418,
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3. WH2E% Update-BrokerServiceConfig.psl BRI 4%,
4. izf7 Update-BrokerServiceConfig.ps1 fizs:

.\Update-BrokerServiceConfig.psl

e
PowerShell BWEZRIAECE 22 11T PowerShell Bz, wRMASiziTRK, E5LEHR PowerShell $117588,
AREBER:

Set-ExecutionPolicy Unrestricted

Update-BrokerServiceConfig.psl =/ Linux VDA FrErEt WCF iz =8 #7 Broker Service EREX 4,
RIGEH BTN Broker Service, Zlas2BaHE Broker Service BEEX A B, RESER— BRI HREA
FREXHOIR&Y, HExXHEHm prelinux.

XEFHA2FMEE HERR—1 Delivery Controller 189 Windows VDA 932, — Controller HaIRA
THEEFMNE Windows A Linux VDA &1,

1%iF Delivery Controller fi2E

HYFFEMEREEEXE KA T Delivery Controller B¢, EndpointLinux = #f & = £ %PROGRAM-
FILES%\Citrix\Broker\Service\BrokerService.exe.config st {4+ I 7R,
£ Windows &< mEOS, MUASHEERERSMHERHITRE:

cd "%PROGRAMFILES%"\Citrix\Broker\Service\
findstr EndpointLinux BrokerService.exe.config

REEFN LDAP fRS52318 &

September 1, 2022

Citrix Studio HHRERICE

Z7£ Citrix Studio G EHREE, FNITUTIRIE:

#TFF Citrix Studio.
IR RS E R

B OIE RS,
IRIBEEE 52 15571 RIG B 5K,

N
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VDA t/Y LDAP fr553318E
NF2EIFE, VDA £/ LDAP RRS2RIGEZFIEN, EXNFHEHMSEMIFE, ZgERHVEN, HRRSEELIS
B RREXLIRIR 1T LDAP #%,
Z% Linux VDA B afE, BITUTH<:

/opt/Citrix/VDA/sbin/ctxsetup.sh
RENAEABNEE LDAP IRE2%: BHERIMEM LDAP =R EE R (FQDN) (%% LDAP %) FI&E (i
adl.mycompany.com:389 ad2.mycomany.com:389),

Checking CTX_XDL_LDAP_LIST... wvalue not set.
The Vi Deli ¢ A L fault ies DNS to discover LDAP servers, however if DNS is unable to provide
i pace-separated |ist of LDAP Fully Qualified Domain Names (FODNs) with

sarvic
LDAP port (e.g. J )
If required, please provide the N:port of at least one LDAP server. [<none>]: Il

HA[LUBITIETT ctxreg s ILIEHRS NEk:
Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_SZ" -v "ListOfLDAPServers" -d "adl.
mycompany.com:389 ad2.mycomany.com:389" --force

icE

August 8, 2022

EEBRABFANAT Linux VDA BIThEE, BIETHRERER. ECEMBIEHRR.

EIiE

August 11,2022
KEDABTEEUTER:

« CEIP

« HDX Insight

» 5 Citrix Telemetry Service £/

@M Citrix DaaS Standard for Azure #9 Linux VDA BRE#

e Linux VM #1 Linux £3iE& 21545
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« BEWE

o DERTFRIE

o WARSTIFIERF
« TEMLAER

o Hfth

AT HTMLS5 B Citrix Workspace M AEF L%

Bl Python3 EiIFiE

3% NIS 5 Active Directory £5%

IPv6

LDAPS

Xauthority

Citrix P 4302k Ei+4) (CEIP)

August 8, 2022

25 CEIP B, &%izm Citrix RIXEZSHITHIBENERBERES LIRS Citrix =mIREMMERE, s, EBREN
BIAB#KIXE) Google Analytics (GA) LU#TIRE. BRI, BRIAMERT, GA RFRAKRS.

AMRIRE

BUINERT, BERE Linux VDA 28555 CEIP, KAEZZRE Linux VDA EXEE—R EHEHIE, sJUEE
MRAERRINEE,

« CEIPSwitch

BAmZA CEIP /EsRIgE BRAE=0):

fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
Z7#5: CEIPSwitch

& 1=2/A, 0=-BH8

*kigERt, CEIP & FBERARS,.

AR EEITU T <REA CEIP:
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Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "CEIPSwitch" -d "1"

+ GASwitch
BRASEA GAREMRRIEE BHAE=1):
{iiE: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##7: GASwitch
& 1=2/8, 0=BH
KIEEET, GA LA FEARS.
AIER iR BT TR $RER GA:

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "GASwitch" -d "o"

+ DataPersistPath
EHESIBFRERENEMRIZE (BAIANE = /var/xdl/ceip):
fi1&: HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\CEIP
##5: DataPersistPath
&: FRER
AILUBITA T an @ RIS B IR IR

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\CEIP" -v "DataPersistPath" -d "your_path"

MREENRERFERLESE, HERRETHRIARRER,

M Linux VDA Ug&#9 CEIP #iE

TREMTRENEREENEETA, SEPFEEEMRIHERTFIFRER.

IR EMRIMZ IR 548A

& GUID machine_guid RIRMELIREXEBRY T B

AD R ad_solution RTENBNEIMN G AN X EFRT
2]

Linux RiZzixrzs kernel_version RNTENAZAR S FRTE
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HiER

LVDA hixzs

LVDA Efi e RE

LVDA &&57%

Z&BAHDX 3D Pro

EBEBA VDI &
RAEXIHISE

LVDA £E#rs5 LR E /S BHETE]

GPU =&
CPU R#%
CPU i

MEREFRN

BRI

Linux i&ERFE R AR

BT ISR A

RIEREEAYE]

Receiver B iRl

ERRIE TR

vda_version

update_or_fresh_install

install_method

hdx_3d_pro

vdi_mode

system_locale

ctxhdx ctxvda

gpu_type
cpu_cores

cpu_frequency

memory_size

session_launch

0S_nhame_version

session_key

resource_type

active_session_time

session_duration_time

receiver_type

iR

RRRER Linux VDA hRZAHI S Zs

=h A

FrFE,
RREESMEEFFENHF Linux
VDA R ER X A FRT &R
FroBEidER MCS. PVS. Bigst
HFNRERET i Linux VDA
REBENXEFRTSR,
REAESHEITEN LEH HDX 3D
Pro By F R &R

RREEEA VDI EXH A F RS

RREHBETNXIRIGEN AT R
&#

ctxhdx # ctxvda RREM X
EEohATE, &R
dd-hh:mm:ss, %1 10-17:22:19

RITENE GPU %3
FRRITENE CPU iz

& CPU SIRpF 3 (LWL MHz 7y
1)

RTERFARNEE (LLKB R
1)
RS IR R IT BN LB
&) (BERAENER) NRIERNEHR
RNITEN Linux 2ERA R A
FRASBIX A F T R

R MERENEUIERI =I5

RRBINRIENRIREBR AT
fE: =@ <appname>

BT REXIENEME, — P RiE
BB ZAERRE, BRASIETLU
WP [ B
AFRENERIIHNRIEREN
i)

KA TREIEN Citrix
Workspace [z 2oL R EEE
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BIESR JERERINA TR Ll

Receiver Z sk receiver_version KRBT EIEIEN Citrix
Workspace [z A2 IR 2SS 2
FRE

FTENIH#K printing_count RARIEERITENTEE R BT EEEK

USB EE @it usb_redirecting_count KTRSIEEA USB i8&RREmE
®

Gfx R HI2F KR gfx_provider_type RTRIENERARHIERF KRN XA
FREB

ZATES shadow_count RIARTERER AR EEY

BREEFEMES ctxism_select BERFPEENBIEENASKT
i

HEeeFETEITER scard_redirecting_count RAEREFEETEATRIERNARE
FHIEERMAR S HIIERREK
HIEEER

HDX Insight

August 20, 2024

5%

Linux VDA &4 3z#% HDX Insight Thgk,

b
T

REKHRHETERE,

fERBR

HDX Insight #&s34fi@id Citrix Workspace RZF#2F#1 Linux VDA Zia# Citrix ADC %3&#9 ICA B 8. Fie HDX
Insight #2395k 8 NSAP EHLEEH UKRESES XL E. NSAP EIBERIALTRARS.

U< 2nI8BMERA NSAP Eil@E:
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000000"
--force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_DWORD" -v "EnableNSAP" -d "Ox00000001"
--force

EEHR
FEREAEBIER

BIREEmARE:
+ HDX Insight RIEHEE,

fign, 7 Citrix ADC L/Z/ AppFlow, Z¢#7E Citrix ADM EEE T REHEY Citrix ADC 324,
 7£ Linux VDA LER/E50 ICA 1= EHLEE,
ps aux | grep -i ctxctl

IR ctxctl KiE17, BESEERBEFRLUA Citrix IRERE.
FEREANAREFHRER

BWIARSERAT TEEIEE B TENBERF EEET.

5 Citrix Telemetry Service £/}

August 11, 2022

@35 Linux VDA 24 s A Citrix Telemetry Service (ctxtelemetry), &aLE1T Citrix Scout, SAEfE
A /opt/Citrix/VDA/bin/xdlcollect.sh fiZRIkEH % Linux VDA BB E.
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&4 Citrix Scout — H

Collect 0

Select or add machines to collect data from:

+ Add machine Filter by machine name Q, ‘
Name Type Status
[0  rggbe-lvda-1.bvtlocal Linux VDA
[0  rggbe-lvda-2.bvt.local Linux VDA
[ rggbe-lvda-3.bvt.local Linux VDA
[ rgghe-lvda-31.bvt.local Linux VDA
[  rggbe-lvda-5.bvtlocal Linux VDA
[0 rggbe-lvda-6.bvtlocal Linux VDA
rggbe-lvda-8.bvt.local erified
a rggbe-tsvda-1.bvt.local VDA
[J  rggbe-vda-1.bvtlocal

+* 1 machine selected.

AR

M Linux VDA 1912 B RRAFA LG, HAEHiz{T /opt/Citrix/VDA/sbin/ctxsetup.sh LLEZE Citrix
Telemetry Service (ctxtelemetry) WEE, BXXETEMWIFMESR, BSRBNRE,

BAMZA Citrix Telemetry Service

« EEAZRSE, 51T sudo systemctl enable ctxtelemetry.socket @<,
« BEMIZIRS, 15517 sudo systemctl disable ctxtelemetry.socket.

o]

BIAERT, Citrix Telemetry Service (ctxtelemetry) /R TCP/IP #A 7503 fiifF Citrix Scout, ©ERA
Delivery Controller L& TCP/IP #%0 7502 5 Citrix Scout #1Ti@(=,

ERE Linux VDA BY, AIMEARINGAREEIUATEEE XK.

« CTX_XDL_TELEMETRY_SOCKET_PORT - A+ Citrix Scout WEEFHO, BiAimOR 7503,
+ CTX_XDL_TELEMETRY_PORT - A F5 Citrix Scout i@fE8imH. BAIAIROA 7502,
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EAERE VDA EEXIRO, FERITUUTIRE:
1. EFHATFS Scout BEMEHO, HETUTHES.
Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -v "TelemetryServicePort" -d <port number>
-t REG_DWORD

2. BEERMIF Scout WEEFIRO, BEETUTHSLITHHEE ctxtelemetry.socket x4

sudo vi /etc/systemd/system/ctxtelemetry.socket

ux VDA telemetry

3. BITUTHLUENRBHHERFRH.

sudo systemctl daemon-reload
sudo systemctl stop ctxtelemetry.socket
sudo systemctl start ctxtelemetry.socket

4, TER5AIEECE S BHFIEO,
f5lgn, WREFERHE Ubuntu, 51T sudo ufw allow 7503 &< LU RO 7503,

TR
R Citrix Telemetry Service T ERMEAA RIETT, WEIABARRERRBERE.,

1. EEARERER, BEfTUTHSUTH ctxtelemetry X, #AE% DebugMode EEXA 1.

sudo vi /opt/Citrix/VDA/sbin/ctxtelemetry

2. FahfELk Citrix Telemetry Service, H&%EF 15 S #LUERS BEfELE.
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ELRGIAR, ATLLETT AT < RIEL Citrix Telemetry Service,

sudo netstat -ntlp
Kill -9 1958

3. EE#H AN Citrix Telemetry Service, &7 Scout EiEF &R Linux VDA F#1£ /var/log/xdl/ & #
telemetry-debug.log,

AR5 EF AT E]

TAEEFIRON systemd sFiFiEFRIABHER L E%XR, Citrix Telemetry Service BHARFELLRES, #H
{R7EM Delivery Controller % BEWEERINEE, HERETRE, RESEHMNVREIER, FE58ER 15
S8, MBEEEFABEER, WEHEREL, ATLUBIT U ToSREEFRFNE, &/IVEHRN 10 2%, WRIEENE N
10 7%, Ns/IVE 10 2HRER. RESFFENEGE, FLEHERBMRS.

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -v "TelemetryServiceIdleTimeoutInMinutes" -d <
number> -t REG_DWORD

FOUEM IR
EFRRERERSZE, BIENSKHINEENES ST ENBET,. XEMNIRRERBEXLEER, MEESITENN

MIAKY, Scout BET—FKHER, RAUBINUMNEIEER, HBXEIEVXMIFMAES, 15251 Citrix Scout XAEHRILE
IEME RS

i@iZ Azure #1T Linux VDA BEB1E#Hh

May 30, 2024
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1t IhBEH B F 3 BNk AE i RIAVBY i8] B ZhE # Linux VDA 3, H&7E Citrix DaaS Standard for Azure (LU#I#RA
“EATF Azure 8 Citrix Virtual Apps and Desktops Standard”) &6l Linux VDA RIEEHER, &7 Azure &
AEE VM HEMAEEANKR. BXFAES, ESRE Citrix DaaS Standard for Azure 8 Linux VDA,

(=

EfEMILINEE, BRERUATIE:

S8 1: BEHREEMF VDA & LFH 3 Azure 23
% la: 7£ Azure 7FfEIK P T RIR— N B RH K ERIHA%F1&E N Blob (Anonymous read access for blobs
only) (Blob ({8 blob KIE R iREXIARINR))

FE

Azure B23#0 blob £ THEFIFEMEE, Citrix WEFARSEBERRERT, AT HERIUEL MM 4K
X, BEESRAREHEEARIARLIIGE N Private (no anonymous access) (FA%2 (TERZiHRR)).

Steplb: % VDA E#{EE & #2187 Updatelnfo.json #9 JSON XX, BXXMAEINAURAE, BSFIUTHR:

{

"Version": "21.04.200.4",
"Distributions": [

{
"TargetOS": "RHEL7_9",
"PackageName'": "",
"PackageHash'": ""

}

)
{

"TargetOS": "UBUNTU18_04",

"PackageName": "xendesktopvda_21.04.200.4-1.ubuntul8.04_amd64.deb",

"PackageHash": "4148
cc3f25d3717e3cbc19bd953b42c72bd38ee3fcd7f7034c2cd6f2bl5b3c5a"

}

>

{

"TargetOS": "UBUNTU20_04",
"PackageName'": "",
"PackageHash'": ""

}
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Hrh, “Version” X518 VDA ia, “Distributions” E—4AHFHN R, S INEKREE=1HH:

« “Target0S”: &2 “RHEL7_9” (GEATF RHEL 7. CentOS 7 #1 Amazon Linux2).” UBUNTU18_04"
gt “UBUNTU20_04", ctxmonitorservice LERSMEMEMAITIR.

+ “PackageName”: iEEhAH VDA RGN 2E,

+ “PackageHash”: £/ shasum -a 256 <pkgname> &<itHEH SHA-256 &,

Steplc: ¥ JSON X Linux VDA S4B ARAE L H ISR Azure BEs.

$R 2. EEMEHE VDA LEABBERIAE

ZNBERT, BRFHATFEERS, tNR7E Citrix DaaS Standard for Azure 81 Linux VDA, #77E £
HITEEBEE. &N, BEEES 8 VDA LBRIZINEE.

EERBRER, BEITRMTUTRENG S, U4iE HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix
THEMRI

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_DWORD" -v '"fEnabled" -d "@
x00000001" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "ScheduledTime" -d "
Immediately" --force

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "Url" -d "<Your-Azure-
Container-Url>" --force

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\SelfUpdate" -t "REG_SZ" -v "CaCertificate" -d "<Local

-Certificate-Path-of-PortalAzureCom>" --force
TRNMBT EMRTRILE.
FMRIKE 5B
fEnabled G EAET, BRIAMERT, ZEN 0, RREEREM
BEZRH, AIUEEIEERN 1 UEREHREH.
Url G EBANET, TIRE Azure B2 URL LUFKENEH
= EFFRY VDA hE-E,
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AMRIE

ScheduledTime

CaCertificate

WA

B AET, FLUGHIZE SN Immediately 5
NextStart. Immediately Z0kE T & VDA a5
IRANE(TEH. STHRERSEESNEHRESEIN,
LETUER, B2, MR THRGENFEAKNRIE,
N AT gE= BT A 555, NextStart EbkEE TRESH
ctxmonitorservice HiE{TEH. HTHRER
SHENERRESE, WETER,

LGB RALEIRE, BIZE PEM IEBHSEERELIGE
Azure A28 URL, #F Azure blob, BaILIZMNE
s RHE N PEM 89 portal.azure.com BIIEH,
ATREER, BRITBUERMLEMRIEE, BNE
Ubuntu E3%#, 7 RHEL &, B&EfEE curls
SH—LE NSS F, HFRIEEIEPBHRIENER,

BfES ctxmonitorservice B, BE%EER Url LIREX Updatelnfo.json 3, ABEM JSON Xt
REFIRA, ARG ctxmonitorservice RBEEMRAS HFIARAHITHR. MBYUFIREFRSE, ZRSEM
Azure THHhRAR VDA R BHBHFREELRM, 25, EiRIE ScheduledTime Mg B TTEH. X FZ<ithip
E, BALEESHMAS) ctxmonitorservice Lg%k EH, B2, 7 Citrix DaaS Standard for Azure ,
3t VM S B BB ENIR, ReerEH AR VDA HENEEFRBE ctxmonitorservice, MREHMERM, &

89 VDA EIR BB R,

=3

AR

o TEERETREG LRENIMRIZE,
WNRIFRRFE VM B TR, AtMErI R,
MREMAMERIKY, BRBIEFESR.

o MREFRMEBEIRM, F—MEHBIEFARERE RRMAD Linux VDA, ZMERFE&ER T

- EimBEEREER/LD HEIE A BETTL.

Linux VM #1 Linux &8 2154n

August 11,2022

TRYET—EEATF Linux VM F Linux £iER93EF.

Citrix Studio F&HEIREIETE,
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=L

BRI

REBMERER T

T IRIBTIE]

FREBIERIK VDA hivzs

2109

2109

2103

WA

EEERIEN—MES,
Zidie@isAP M Citrix
Workspace [z Ri2FF 4
BEEDREB A RIERXE
BtlEl, BEEERIEMET,
B3| Citrix DaaS (LLES
#rA Citrix Virtual Apps
and Desktops iR$3)

RIS TLIEIN &, Monitor
$& LU Director =588 A
R, LU Citrix
Virtual Apps and
Desktops ZiFikiz<#0
LTSR ZBEH S HHITHE
HiBRo SRR E, B
B REHEA RIS R
WEEREER. TERKE
REDUE L, REILIEEMH
SBE R A AR MLIET.
EEERIEPHNEMNENE
R, EIRREEIE,
WERMGFHRTR AL
BRERTE, KIEEH0E
MEFIT TR ETRIEN
HohEFEER . RIEA
FMSE IR EMENEE
RERENE, KR “‘8n
BIEE . BXRIEEN
EENEAEE, BEBA=
iH. BXRREEMIFAEE,
ESRE PG B EER
KBS B IE ] S EERS
®&E,

ZiRRIAETR, 1EBIT R
HiEss > RE>FERIE
FTAFBERIETTH.

&

{RIEE MBI PR Ao

7z Citrix Director #0151
STz

17£ Citrix Director #0i& %
23HP3Y O A,
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=LA FREEBIRAR VDA Rz WiRA &F

Linux VM gy 24645 2103 Linux VM LA F#rE4ets  7£ Citrix Director fis
5. CPU k. m7E  SBFHETA,
K BEEEE U HF
s CPU MR7EFIAX

i 1909 Linux SiEEmMICE 7z Citrix Director fis1
IRIEFAGEREFRPE B[P,
7~ UDP g TCP,

ICARTT 1903 ICA #izB¥ia] (RTT) @M 7 Citrix Director F144%

TR T RN RE DI
LR EFREE EYEl, B
FREY ICA RTT #E#%, i&7E
Citrix Studio #6l% ICA
HRITIEITEM ICA FR
17121 BB 8) EIPR SR RS,

BRI A

snfarifsia) Citrix Director 45X 28R AY-E FHEIRHI R

o BERISLETE]

1. 72 Citrix DaaS fsiliEmi* L, BHFHERFENEEDFNEEHEBES,

= cilnx  virtusl Apps and De:

Total Failed Multi-session 05 Machines

Average Logon Duration

2. EERMEETEL, RELIEFYE.
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= | Cilrx virtual Apps and Desktops Service

Overview  Manage ~ Monitor Downloads| €D @. o [ & Q
Dashisoard Filters Merts  Applications Configuration Se
Legon Peformance e (o A8
Logon Performance
Delivery Graup
Time Period Ending
—_ e LI

verage Logon Duration

Number of Logons

3. BENAUARKERIFEEEET.

=  CilmX  Virtual Appsar

Overvew  Menage v Downloads [oz) M. o =) s Q
Fien At Coguracon Searth

Legen Preformance

« CPU #Z . REXD. BRAE, UK Linux VM WEFIFIHS CPU RREFIBE

Ei5ia) Linux VM #YiXLesstn, i51E Citrix Director S5 2s ik EIZ VM, AREEITENIFAEEEIR. 7
i
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Director

Machine Details

Machine name
Display name
Delivery Group
Machine Catalog
Remote PC access
Site name
Windows
Connection Setting
Registration state
0S5 type

Allocation type
Machine IP
Organizational unit
VDA version

Hosting Connection
Name
Host Name

VM name

vCPU
Memory
Hard disk

Avg. disk
secftransfer
Current disk queue
length

osoft RDS
License
Load evaluator
index

Maintenance mode

wserver
wserver
wserver

No

Logoen Enabled

Registered
Windows 2016
Random

2103.0.06178

4083 MB
200 GB

0.002

Director

B

< Back to Machine Details

Historical Machine Utilization

Dashboard

@)

~
il

Trends Filters

@ a o

Dashboard Trends Filters

Machine Utilization

View Historical Utilization Average IOPS -

100%

Time (last min

Sessions

No of sessions
Connected
Disconnected

o]

Applications Configuration  Analytics

Applications

o] i

Configuration  Analyt

|Average I0PS]

Administrator v Cf]

4

Export

Time period: | Last 2 hours v | Ending now =
\ieehy Selected Previous 2 Hours [Last Applied: 03/02/2021 19:06]
&NE DA &0 DAA ANC DAA A1 DAA
Select Chart: Memory
CPU

M Average CPU M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GOSPM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.
Memory

M Average Memory M Previous 2 Hours

505PM 510PM 515PM 520PM 525PM 530PM 535PM 540PM 545PM 550PM 555PM GO00PM GO5PM 610PM G15PM 620PM 625PM 6G30PM 635PM G40PM 645PM G50PM 655PM

Zoom is not available for the selected time range.

Peak Concurrent Sessions

« ICARTT. #iX
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BEE Linux 23503517, HEDERLRE > 21F > FEFTAMELERE, AEHHLEHAEEE
K. EHRREFAELER, BTARELENE, ARLEEETEHNLEHERSME, Flin:
Co]

Activity Manager Machine Details Session Details

pr— [ o scsn s+ [ o | sroves

Machine D 3
name Session State Active
Display sin-ubt18 Application State Desktop
name
licatic Anonymous No
Application Name a Status Delivery sin-ubt18 Ti - tat 56 minut
G ime in state minutes
Machine
Catalog
Remote PC
access

[] userl@ubti8-sin: ~ Running

sin-ubt18 Endpoint name
Endpoint IP

No Connection type HDX
Protocol ubP
Citrix Workspace App Version 20.12.1.42

Site name
Windows

Connection Logon Enabled
Setting ICARTT na

S ICA Latency na

Registration

state Registered Launched via 80:....
OS type Ubuntu 18.04.2 LTS Connected via =.net...

Random Policies Hosted Applications SmartAccess Filters

Machine IP Cannot retrieve the data.
Organization
al unit

VDA version 9999.9999.9999.9999

CN=UIN18-SIN,...C=xd,DC=local

s REAMENERIT
ETERETHEMEIMERRE, FHREBENE, REFHHRENAUEMERERTE.
REAEIERIT R E RSB B ERER R FIa0:

Dlivery Getng

Time Period 7 by Ending

b o Sisio

, S

Session Details

L
LN sesion kuto Recosnect Eount shows aut recannacts oty for WA version 1303 o ates, Ensore thiat VDAS anet St are nuseing the 13 wesion 10 ol the et featuves.

Avocisted User T Maching Name Devery Groun Senson Stat Time Seavion End Tme Seision uratice

. SIREE

flgn:
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ERES

August 8, 2022

B

WEBEHENMFBMAIE T ISHRE, HERETBAFPEE, BIMERT, Linux VDA BB EREIEERL T B ARES.

[y

ctxlogd sriri2FM setlog LMREFBIETE Linux VDA lAB &, RiMERT, ctxlogd sSFiPREFE
L EHEE Linux VDA EBzH,

ctxlogd <FipiHiz

RERHPIE MRS HMET ctx logd FiriEF. MRFFERER Linux VDA, LS ctxlogd sFiFEF.

setlog LHiERF

ASWEINEERFER setlog LAREFREN, ZEFMT Jopt/Citrix/VDA/bin/ 2 F. R%E root BFREMNK
BITZIEF. ATLUER GUI iETHSREEMERRE, BETUTHLLURERER setlog TREFNERE
B

setlog help
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@ EINMERT, Log Output Path (BEimHERRF) i8E R [var/log/xdl/hdx.log, Max Log Size (RAHE
KN ®ERN 200 MB, E&ZAILTE Log Output Path (BHEMHERR) TRERMBEEXH.

EEYFIM setlogfE:
setlog values

log_path (Log Output Path) = /var/log/xdl/hdx.log

log_size (Max Log Size (MiB)) 200

log_count (Max Old Log Files) = 2
EEHILBER ) setlogfE:
setlog value <name> [<value>]

f5I4n:

setlog value log_size 100

&3 BIAMERT, BELIRBRENES (RRHKNE).
EEFNTEEFRENEERI, BETUTHS:
setlog levels
ZICERETRS (81 “EEA". ‘B4R, ¥4, “BR". “BF. ‘B M “HHHER"), BHETUTHe:

setlog level <class> [<level>]

HER! LR (FRHKRNE)
BF %

B4k LV

VEAR ==t

=8 =8

o) i

IR E1%

HEnthiR Han

<class> TEIEE Linux VDA B9—MEMH. BRSFIEAN, BREREN “287, fu:

setlog level all error
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& RIMERT, fASRENT:

setlog flags

DATE = true
TIME = true
NAME = true
PID = true
TID = false
SID = true
UID = false
GID = false
CLASS = false
LEVEL = false
FUNC = true
FILE = false
EEYHINS:
setlog flags
EENIRERNASHS:

setlog flag <flag> [<state>]

EEHMIME  RFERG. mENERREIRIANRE:

setlog default

BE:

ctxlogd RS 2EMA [var/xdl/.ctxlog XHEEMN, RE root AFREBAIRIZN . HMAFIHZX 4%
BEAR, EiITBIN root BRAEMEMAFEFEANIR, SUE2SHX ctxlogd #ITERERERIER
BE, XERTmiRSEEERE, HMFmAF 4,
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HEHER

[var/xdl/.ctxlog X &% (i, Z5MHBR) BY, ctxlogd SFIPREFEANK, BRI EEF B ctxlogd AR

o

/var/log/messages:

Apr 1 02:28:21 RH72 citrix-ctxlogd[17881]: Failed to open logging
configuration file.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service: main process exited, code
=exited, status=1/FAILURE

Apr 1 02:28:21 RH72 systemd: Unit ctxlogd.service entered failed state.

Apr 1 02:28:21 RH72 systemd: ctxlogd.service failed.

BERIER, B root AP B4ia1T setlog UEFHOIE [var/xdl/.ctxlog xtf, REEFHBohEMRSHE
F ctxlogd BRS.

AR FAIE

April 18,2024
BEEFRIEEE, WEERAILE Intranet FEFAFH ICA 21&, ZI08EER noVNC E#E ICA 21,

AR

B(FERIZIEE, BFEA Citrix Director 7.16 iE Sk,

ZRMECE

HRFIT

REFEFFTERMHEKIIXR python-websockify #Ml x11lvnc, EX% Linux VDA BFzh&%E python
-websockify #fl x1lvnc.

3¢+F RHEL 7.x #1 Amazon Linux2:

BETUTHLURE python-websockify fl x11lvnc (x1lvnc hg4s 0.9.13 SEEARA) :

sudo pip3 1install websockify
sudo yum 1install xllvnc

ZfgR python-websockify # x11lvnc, &% RHEL 7.x £/ Extra Packages for Enterprise Linux
(EPEL) FIaTi%tk9 RPM 72 :
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« EPEL
x1llvnc FE EPEL #hEf, HE1TU T < LUSA EPEL 268!

yum install https://dl.fedoraproject.org/pub/epel/epel-release-

latest-7.noarch.rpm

« Ak RPM
ZEAANER RPMs FEEMURE x11vnc B—EAMIURGE, BETUTH<:!

subscription-manager repos --enable rhel-7-server-optional-rpms
--enable rhel-7-server-extras-rpms

33 F RHEL 8.x:
BBITUTHSURE python-websockify i x11lvnc (x11lvnc ks 0.9.13 HESHRZR) .
sudo pip3 install websockify

sudo yum 1install xllvnc

Ef#it x11vnc, #&REA EPEL #1 CodeReady Linux Builder =&/
dnf dinstall -y --nogpgcheck https://dl.fedoraproject.org/pub/epel/epel-

release-latest-8.noarch.rpm
subscription-manager repos --enable "codeready-builder -for-rhel-8-

x86_64-rpms"

33F Ubuntu:

BETUTHSURE python-websockify Ml x11lvnc (x1lvnc kg4s 0.9.13 EEARA)

sudo pip3 1install websockify
sudo apt-get 1install xllvnc

3+ SUSE:
BITU TS URE python-websockify # x11lvnc (x1lvnc k7 0.9.13 SEShRZ)

PN
=]

sudo pip3 1install websockify
sudo zypper install xllvnc

3+F Debian:

BETUTHSURE python-websockify fl x11vnc (x1lvnc hg4s 0.9.13 SEEARA) :

sudo pip3 install websockify
sudo apt-get 1install xllvnc

190

© 1999-2025 Cloud Software Group, Inc. All rights reserved.



Linux Virtual Delivery Agent 2206

A

um M

RIFERINAER B ENEE 6001-6099 WA AiROREIM Linux VDA R Citrix Director MiE#. FHit,
AIHITERN ICA RIEMALEET 99 1 FHRFEBEBIIROTARBEEHNER, THEZRIEFET.

AR

TR THEXEMRE:

e WRA BRINE
EnableSessionShadowing BRNZERARIEERINEE 1 (BA)
ShadowingUseSSL EREXT Linux VDA #1 Citrix 0 (#Rm)

Director zZal#9EE MR

BJ7E Linux VDA EiB{T ctxreg sa<REBUEMRE. A, ERARETFAE, BEITUTHSL:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -v "EnableSessionShadowing" -d 0x00000000

SSL

Linux VDA #0 Citrix Director Z @184 noVNC iZEi% A WebSocket thi¥e SWFIFEF, FRIBAIEERN
“ShadowingUseSSL” E&RRiERE ws: // Hwss:/ /. RINERT, EBws:/ /. BR, HFRLFER, &
MENEER wss: //, #1ES Citrix Director P iHE A Linux VDA ARSS28 ER4EIEH, Citrix {4 &8
B ws: // #17 Linux VDA SiEEENTALERE,

FRENARSS BRIEBAMR SSLIEH EBMAARTEIERMENM (CA) EX.
WFEFHFEE SSL#YEA Linux VDA RS8R, HMEE—HRIBNRS [T (BEFFHN). RSJ[IEBIHRT
ERIHEN, FEXTESARSBNTLRENHE (FQDN), Ea] U MAERBRAIES. EXMERT,
B REDAEES,
5 Linux VDA i&{=898 Citrix Director P inth FERIEB. RIEBAIMINEIRS FIEBHIFE— CA k15,
AILAMELT CA RERRS BT P IRIES:

o SENRERFIRHE—LR CA

o ik CA (RALRRIFEISIER CA)
o REBRIFRSERYE—ERN CA
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BEWEALNT AR, THROEEERERS AIREBGER,
gE:

cMREBIEFHNABEBHSAE Linux VDA 1Y) FQDN X E L S EH M BE & NIE F &, #0
vdal.basedomain.com g *.basedomain.com,

o BFEFZE (83F SHAL 1 MD5) XFHRFIERHNERMS AE, FLENKTBAZH, Eit, SHA-256 I5EH
RN,

£8 Citrix Director ZFif EFRERIER RIEEFS IS FAERNET IMROIEDEFME, RLETUER
[1S 5 Microsoft &E#zHla (MMC) IERER B TR ERIES. KE CAWEBRE, T IS PEHEH Web AR5 28
EBES, RELASHREZIER. Hb, EEIUEFER MMC HEERERRIMNERETRMNITEN L, TF
HFENIEB. BIAERT, Internet Explorer #1 Google Chrome S NLEFEIRERSF LHIES, T Mozilla
Firefox, #AEIEHEIEEEM Authorities (W&#MM) ET& S NERIR SSLIEH,

584 Linux VDA [RS8 L RERSB/IIPRETH ERSBVERHEA “shadowingcert™”, HIGHEHXHaH
#R7 “shadowingkey” (* #5718z, a0 shadowingcert.pem # shadowingkey.key) . EIRS2IEBINE
AR [ete/xdl/shadowingssl T, HEREZRANRE YT H#TRIF. NRBIFHEFZARER, Linux
VDA BT ERFIRERIEPRBHAXHE, MISHS Citrix Director HHEEKNK,

fERBR

#£ Citrix Director f, HIBHFRIE, RAERHRFFAEESMEPHNER UM Linux VDA RIXEFE
Ko
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Session Details

Session Control Send Message

ID

Session State
Application 5tate
Anonymous

Time in state

Endpoint name
Endpoint IP

Connection type

Receiver version

ICA RTT

Latency
Launched via

Connected via

Policies

Hosted Applications

22 hours 24 minutes

MNEGLYUANZ04
10.157.12.55
HDX
14.7.0.13011

nfa

nfa

YZHIH-DDC.xd.local (10.150.153.4)
127001

Smartfccess Filters

EEMBE, ICA
EHITER

SIER PR

(FRCitrix Director &Fif) L2ETF—FHIVER, ERAFPATNS

/\ Allow an administrator to shadow this session?

@

MRABFREERE,

W Citrix Director HWRER—1END, BTRETEY ICARIE,

BXREZENFEEER, B8 Citrix Director 324,

PR

o RIEEFMEAT Intranet, EREATINEMLE, BMEET Citrix Gateway EZEtH2M1tk, Citrix IE42#iB
ESNERMLE T Linux VDA SIFERMEEEE,

- BETAEEYE, HEBERRETE ICASE, BLITEE NFHiFS,

. BERE C'itr‘lx Director B EEHE, RASET—ZHINES, EXAFATFNRIEHTER
REAERIFAFPATEZENRIEHITER.

o BIERKRIEICESEENRE], B 20 7, BE, EFIERERK.
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s M RIBEREH—IBERHTER. fill, NREER B ARKIEFEER A REEFIER, KA RIRMHIA
SESEMBNERAPEEL. MRAFPAR, EER ANEREEREL, HATER B WEFNERER.
MREERAR—RIELEZ—NEFIER, EAIEERNEREE,

o BEFAKIEEFINEE, BXE Citrix Director 7.16 RESARZS,

o Citrix Director ZfFigER FQDN MAE IP thiutkiZEZ B4R Linux VDA IRSS28, B, Citrix

Director ZFiRAMEEBMEMT Linux VDA BRS52889 FQDN,

HEHER

MBESFEELWN, BEECitrix Director BFEF Linux VDA E£i#1TEi,

7z Citrix Director Z i +

BEENEBHOFAARTIE, EEHAETEERERERS. HEEMLETN £ L©ZE ShadowLinuxSession
APl ¥Rz, WRETRREAFASRNHINGES, BEEEIKLK, EF5 ping VDA B FQDN BUIGIE Citrix
Director 2&aE0#T FQDN, IR wss: // EEHMRSE, BEREEHIEESR,

£ Linux VDA t
BINEHIMERERN, BEETERAFPATNRINER. MREHE, BKRE vda.log 1 hdx.log St LIREREX
%R, BRI vda.log >ti, ERITUUTIRIE:
1. #3l /etc/xdl/ctx-vda.conf <. BUEAERUTITURER vda.log BiiE:
Log4jConfig="/etc/xdl/log4j.xml"
2. 317 Jetc/xdl/log4j.xml, #ZI com.citrix.dmc &%, Hi¥§ “info” BA “trace”, WTFFIR:
<!-- Broker Agent Plugin - Director VDA plugin Logger -->
<logger name="com.citrix.dmc">
<level value="trace"/>

</logger>
3. iBfTservice ctxvda restart &$UEHBE ctxvda RS,
WMRERIIEEREHIER:

1. BERESHEEABIERFIBLESIEFEZITH R .
2. 72 SSLYERT, HWIANEEBERGRIEBNERAXYE, FEEETERNRKEZET,
3. #iA 6001-6099 ZEIREH B HHHOAFHHNERIER,.
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BAARS SFiPIERF

August 11,2022

BRRSTIFEFBIRITERRRREAXERS. RUEREN, ZTFEFIEMBMNFLRSEE, HERK
HIBZEUBKER. RNEHNREIZRE [var/log/xdl/ms.log S,

[Ty

HEEE VDA B, mMARS TIFEF B BREEh.

AL E R EE R MNRRIEIE [opt/Citrix/VDA/sbin T # scanningpolicy.conf. rulesets.conf i
whitelist.conf (4B B % ThAE,

Z{# scanningpolicy.conf. rulesets.conf il whitelist.conf XX EREN, EBRITUTHSUERBE
BRARSFIFERF,

service ctxmonitorservice restart

« scanningpolicy.conf
WEREXHEAREABNRSTIFERF. CIRERSONNEIER, HEEREERERNINER.

MonitorEnable: true/false (BRAEX true)

DetectTime: 20 (afi: #, BAE: 20, H/IME: 5)

AutoRepair: true/false (BAfER true)

MultBalance: false

ReportAlarm: false

« rulesets.conf

tEEEX fHEE B HANBERRS. AR TELMRBMANRS, NTENFSEEFT.
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EREERIANE MRS, HREUTFR.

- MonitorUser: all
- MonitorType: 3
- ProcessName: <> (HIEZMTERT, VAT LITE,)

- Operation: 1/2/4/8 (1=®KNZIFEMEILRS. 2 = NFRERELLRS, 4= EHBRS. 8
=518 Xorg #1E7% S, )

- DBRecord: false
« whitelist.conf

7z rulesets.conf s EM BiriRSE 4 7i7E whitelist.conf X EiE, O 2REES TSR
THikes.

ERRBEREE, 157 whitelist.conf XX SHEEH (MATLER) . EXRFl, ESETENRE
BE,
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£fFlk ctxvda. ctxhdx # ctxpolicyd RS ZHi, 15517 service ctxmonitorservice
stop S UELEENRSTIFER, BN, SMRSTIFEFRERBIEELENRS,

X

TEMLAE

May 8, 2023

RFHIETWLAER

BAMRMEMSEAIER ctxsdecutil FEFEWE Linux VDA EHNLIEHIE, Eai8 VDA HIEENFESRIETH
HESIENLTEIE, EiB1T /opt/Citrix/VDA/bin/ctxsdcutil -q <all | SessionID>
[-c] @9, [—c] sRFXRENHE B —REIE,

o WARIEE

&

o HHIEHE.

o HHMRELRE
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o JER - ERIER

o FIRTTIZET(E]

o it ThinWire #5573
o HEMER

o HIHITEDHH

il

o BAIREHERH

et

o HIRENEEE

&t

xdlcollect Bash fizx

BFuUEREM xdlcollect Bash #ia 556 E Linux VDA ks F Jopt/Citrix/VDA/bin T, %
Linux VDA /&, AJlizfT bash /Jopt/Citrix/VDA/bin/xdlcollect.sh®m<RkERSE. BEMWE
RS, BESHAERNXHRPER—MNEENBEX . xdlcollect Bash MaAmIAER IR E RS K ESE
#y B2 L& 3 Citrix Insight Services (CIS), RERAE, xdlcollect ¥#&E LH =M ERRE upload_ID.
FHFREMNER AT B A RIBRESERN B E X . EtAF I UER upload_ID iAid CIS B EX .

XDPing

Linux XDPing TEAR— & <IN ARF. EAMB&ATIRE Linux VDA IR E IS M 12,

Linux XDPing TEEASHHIT 150 S MRIREGMIL, XEMAAB S LM T:

o« WEZEHE Linux VDA RHEER

o RAFMERITENGEE, @1 Linux X1ThR

« % Linux RiZRERS 4

o MEZBEEEATEERM Linux VDA 12EM B Linux Z1ThRIAIE
o BBELLERA Linux (SELinux) XA

o IRBIMEREOHREMEILE

o KETFMES XA AR E

o RETENENNGZRE

+ 0% DNS BEEHHITERIR

o IRBIEAREPNEBEFHOEEMNES. S5

S
I

- Citrix Hypervisor
- Microsoft HyperV
- VMware vSphere

o EREIGEHLEMNZNERY BE R IETT
+ 1% PostgreSQL BRSEH EMEENIEZTT
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s WERAEEEEBAEMBERAOSTETH

+ 107 Kerberos FREHHITH B IIENIR

« 1% LDAP ERIFEPRARIKARS S

« 1% Active Directory EMEREEEMILE, URHFTIHENESTEMNG, ZHF:

Samba Winbind
Dell Quest Authentication Services

Centrify DirectControl
- SSSD

« 1% Active Directory A Linux i+E#H53 REYFTE M
« REMGRSHRIERR (PAM) BB

o ERZOEMEER

o WEZBRET Linux VDA FRENREE

* A% Linux VDA R+ EH IO ERENTE Y

« 1% PostgreSQL FMRIEERNTEN

+ 1% Linux VDA IR R EEEMRREMITIT

« 0% VDA 1 HDX EBE R 214

« RNEEERSE Delivery Controller, LU Broker Service @& aliAial. 51T B MR HE
« REHENZEEXE Delivery Controller 53

o WESMENSETFEREN HDX 21EMRE

s PIEAEXMHPEEREHES Linux VDA HEXHIEIRMES
o 1% Xorg MIRAERER

/A Linux XDPing T2
AR
izf7 ctxsetup.sh *& %% XDPing, aLiEfT sudo /opt/Citrix/VDA/bin/xdping &
XDPing.
Ita ST S 61E— XDPing FRER Python3 EilIFiE, RIS TEIR Python3 ENIFLE, EiRIEE
2 Python3 EHNFEHRISBAF R8I IZIFE,
ERRAEER pip TENTIRERIBEIR SSL EEHIR, BEEEUTEENAME /etc/pip.conf X!

[global]
trusted-host =

pypi.org
files.pythonhosted.org

XDPing Hfi# Man< shell BTHE A xdping HENEHRIT .

ERRESITIAR, EEA —h %
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sudo /opt/Citrix/VDA/bin/xdping -h

EET2ENR, BEEREREAGSTENNER TET xdping:

sudo /opt/Citrix/VDA/bin/xdping

EERE Linux VDA R ZRIREIFE, EiE1T pre-fLight Mit:

sudo /opt/Citrix/VDA/bin/xdping —-preflight

BT ERNAZES) (B30, BEitfn Kerberos i), @R —T 3E:

sudo /opt/Citrix/VDA/bin/xdping -T time,kerberos

EIRNESEN XenDesktop =588, BEHITIATIRME:

sudo /opt/Citrix/VDA/bin/xdping -d myddc.domain.net

TlkEY  TFmERiEiT Kerberos MBI RfAIGEL :
sudo xdping -T kerberos

ROOL USEP ==r=-ermccccccccsmsccsscsscasessssarressessessssseemssenscaamaman .
User: root
EUID: a
Verify user is root [Pass]

Kerberos --------ccmm s metmmmmmmmmmmmmmmmomssoooes
Kerberos version: 5
Verify Kerberos available [Pass]
Verify Kerberos version 5 [Pass]
KRBSCCNAME : [Not set]
Distro default FILE:/tmp/krbScc_%{uid}
KRBSCCMNAME type: [Supported]
KRBSCCMAME format: [Default]
Verify KRBSCCNAME cache type [Pass]
Verify KRBSCCNAME format [Pass]
Configuration file: /etc/krb5.conf [Exists]
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Verify Kerberos configuration file found [Pass]
Keytab file: /Jetc/krb5.keytab [Exists]
Default realm: XD2.LOCAL
Default realm KDCs: [NONE SPECIFIED]
Default realm domains: [NOME SPECIFIED]
DNS lookup realm: [Enabled]
DNS lookup KDC: [Enabled]
Weak crypto: [Disabled]
Clock skew limit: 388 s

Verify system keytab file exists [Pass]
Verify default realm set [Pass]
Verify default realm in upper-case [Pass]
Verify default realm not EXAMPLE.COM [Pass]
Verify default realm domain mappings [Pass]
Verify default realm master KDC configured [Pass]
Verify Kerberos weak crypto disabled [Pass]
Verify Kerberos clock skew setting [Pass]

Default ccache: [Not set]

Distro default FILE:/tmp/krb5cc_%{uid}
Default ccache type: [Supported]
Default ccache format: [Default]

Verify default credential cache cache type [Pass]
Verify default credential cache format [Pass]
UPN system key [MYVDA1%@: ]: [MISSING]
SPN system key [host/r 1]: [Exists]
Verify Kerberos system keys for UPN exist [ERROR]

No system keys were found for the user principal name (UPN) of
the machine account. For the Linux VDA to mutually authenticate
with the Delivery Contreoller, the system keytab file must
contain keys for both the UPN and host-based SPN of the machine
account.

Verify Kerberos system keys for 5PN exist [Pass]
Kerberos login: [FAILED AUTHENTICATION]
Keytab contains no suitable keys for MYVDAL$@E)
while getting initial credentials
Verify KDC authentication [ERROR]
Failed to authenticate and obtain a Ticket Granting Ticket (TGT)
from the KDC authentication service for the machine account UPN
MYVDALSE . Check that the Kerberos configuration is
valid and the keys in the system keytab are current.

SUMNAry -----===========-=---s=--s-s==m====-====-==-s=m========s====s=ss===s=s====
The following tests did not pass:

Verify Kerberos system keys for UPN exist [ERROR]

Verify KDC authentication [ERROR]
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Hth

August 11, 2022
KESABTEE LT EA:
« JEATF HTML5 B Citrix Workspace M AEFZ 1%
B Python3 EINIFiE
+ ¥4 NIS 5 Active Directory £k
« IPv6

« LDAPS

Xauthority

iEATF HTMLS &9 Citrix Workspace N BiZF%F

August 11, 2022

AIEMIEATF HTML5 89 Citrix Workspace R B2 RE#iAIE Linux I\ ARFSE, MERKE P mE
%2 Citrix Gateway., BxERTF HTML5 # Citrix Workspace MAEFHER, &5 Citrix i,

BALLIhEE

BINERT, IR FREBARS. BRAIZMEE, BHRITUTERE:
1. 7z Citrix StoreFront #1, ERERTF HTMLS5 89 Citrix Workspace K B1ER.
BXIFMIE, BHSRAFIRPOXE CTX208163 8 “F& 17,
2. BH WebSocket &%,
a) 1£ Citrix Studio 41, 3 WebSocket ;& Z5E8I%E 1 72F.

EE T LIS B Hith WebSocket 588, B* WebSocket SEEEMTETIR, 1585 WebSockets 5881&
=

b) 7£ VDA t, #RILIAFEFHER ctxvda BREM ctxhdx RS, MFEREERK.
c) VDA E, BT T@<$HiZE WebSocket (il 2 2% EEIB T,
netstat -an | grep 8008

WebSocket il s FiziTIRESH, S<HBMTAR:
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tcp O @ :::8008 :::%x LISTEN

AR EIETLUSA TLS B LR WebSocket iE T2, BXEM TLS MENEE, BESRER TLS
RIFAFRIER 2,

tliZ Python3 EiMIfiE

November 27, 2023

MREEZIIML, BT sudo Jopt/Citrix/VDA/bin/xdpings /opt/Citrix/VDA/sbin/
enable_ldaps.sh @&<a eI Python3 EMIFiE, BR, NMRXLEHSTELE Python3 EIXIFE, TED
ESBEMEERE, WAIUFHOIE, RCEANE T IREEMEEEN Python3 BINFEHNSERHT R,

wEFMN

 WREEEEMRAEEAR /opt/Citrix/VDA/sbin/ctxpython3 B=.
« Python3 FERNREXHEESEME. ATLUM https://pypi.org/ FTERE XXM

8z Python3 EilifiE

BT B LUEIE Python3 ENIFE:
1. =% Python3 f&#if,
%+F Amazon Linux 2:

yum -y install python3 python3-devel krb5-devel gcc

%iF RHEL:
yum -y install python36-devel krb5-devel gcc

=

=W

TAREN NN EEMET ETEF LRI, XF RHEL 7, 51517 subscription-
manager repos --enable rhel-7-server-optional-rpms &%, %+ RHEL
8, & 17 subscription-manager repos --enable=rhel-8-for-x86_64-
appstream-rpms &<,

¥tF Ubuntu. Debian:

apt-get -y install python3-dev python3-pip python3-venv libkrb5-
dev
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xF SUSE:

zypper —-n install lsb-release python3-devel python3-setuptools
krb5-devel gcc libffi-devel libopenssl-devel

2. gl Python3 EiMIFiE,
AR
ERREMERA pip TANTIRERIBEI SSLIEEHEIR, BHEREUTEENARME /etc/pip.conf X
e

[global]
trusted-host =

pypi.org
files.pythonhosted.org
¥tF Amazon Linux 2. Debian. RHEL. Ubuntu:

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

+F SUSE:
export PATH=S$PATH:/usr/lib/mit/bin:/usr/1lib/mit/sbin
sudo mkdir -p /usr/lib/mit/include/gssapi/

sudo 1ln -s /Jusr/include/gssapi/gssapi_ext.h/usr/lib/mit/include/
gssapi/gssapi_ext.h

sudo python3 -m venv /Jopt/Citrix/VDA/sbin/ctxpython3

3. =% LDAPS &#iI,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
cffi==1.15.0 cryptography==36.0.2 decorator==5.1.1 gssapi
==1.7.3 ldap3==2.9.1 pyasnl==0.4.8 pycparser==2.21 six==1.16.0

4. %% XDPing &k#iI0,

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install --
upgrade pip==21.3.1

sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install
asnlcrypto==1.5.1 cffi==1.15.0 cryptography==36.0.2 decorator
==5,1.1 gssapi==1.7.3 ldap3==2.9.1 netifaces==0.11.0 packaging
==21.3 pg8000==1.26.0 psutil==5.9.0 pyasnl==0.4.8 pycparser
==2.21 pyparsing==3.0.8 scramp==1.4.1 six==1.16.0 termcolor
==1.1.0
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sudo /opt/Citrix/VDA/sbin/ctxpython3/bin/python3 -m pip install /
opt/Citrix/VDA/sbin/ctxpython3/packages/xdping—*.whl

¥ NIS 5 Active Directory 5%

August 11,2022

A BINETE Linux VDA dhfEF SSSD #% NIS 5 Windows Active Directory (A ) £, Linux VDA #5
Citrix Virtual Apps and Desktops B¥—1M . Hitt, ©5 Windows AD 584

/A NIS (i3E AD) 7 UID 1 GID RIEfEFEXRMKAEE (AP ZMNZBAS) £ AD 1 NIS i8R,
AR

e AD ARS8 MITE M I0IE. A32# NIS+, WRfEA NIS fF8 UID 7 GID =## 12, WABEAXE
Windows frs528#9 POSIX E1%.

m:
EAZERREFAM Linux VDA SBE A%, XMAEXATEHRAR. 33F RHEL/CentOS %1ThR, BIRER
% Linux Virtual Delivery Agent for RHEL/CentOS Fr#9i%BE# 1Ti2(E, 33T Ubuntu &17hR, AERRRE
Linux Virtual Delivery Agent for Ubuntu /#935% BE:# 1732 /F.

SSSD 2fH4?

SSSD BRESFiFEF. HEBEINAERN T RIBE o] AR GHRMEF BN SR a8 AR KIRA T2 R IRH T H
HITHHIIE. TRt PAM 1 NSS mMiEiR, FRAILUAYT BAFEEXFEFET D-BUS BiE0, IINERiEHEF
BRI SRAF B At A P Ik P ALY R AR P 3.

¥ NIS 5 AD 185/

23 NIS 5 AD &5, B THE:

S22 1: 3% Linux VDA 50 NIS B i%

E2E NIS B i%:
yum -y install ypbind rpcbind oddjob-mkhomedir
i%E NIS i3:

ypdomainname nis.domain
echo "NISDOMAIN=nis.domain" >> /etc/sysconfig/network
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7% [etc/hosts F7510 NIS FRSS2BMZ A imaY P tthit:
{ NIS server IP address } server.nis.domain nis.domain
& authconfig&& NIS:

sudo authconfig --enablenis --nisdomain=nis.domain --nisserver=server.
nis.domain —--enablemkhomedir --update

nis.domain %= NIS IREZ2EMEEZ. server.nis.domain £ NIS RSE2RMEHNZ, HETLUE NIS RS2 IP #h
ik,

BZE NIS BRS:

sudo systemctl start rpcbind ypbind
sudo systemctl enable rpcbind ypbind
Wtk NIS ECELIER:
ypwh-ich
FIERT M NIS ARSS 23RS ER .
getent passwd nisaccount
AR

nisaccount &£ NIS ARZ 28 FAYSERR NIS 1k, #fR UID. GID. XBERMEF shell LB EMHERE,

S 2: {£A Samba MAZHEIEEN keytab

SSSD HARREAFMNFMEER RS keytab SXHH AD BFIRTHAE. SSIUXLETHRERT IR AL, GiF:

« adcli

« realmd
e Winbind
+ Samba

TXESR,
£ Samba A H 2N keytab:
EIEWECE T AT M9 Linux BFIRLE:

« /etc/krb5.conf
+ Jetc/samba/smb.conf:

HiIHENEE Samba #1 Kerberos S4I83F
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sudo authconfig --smbsecurity=ads --smbworkgroup=domain --smbrealm=
REALM --krb5realm=REALM --krb5kdc=fqgqdn-of-domain-controller --update

Hrh, REALM 25 Kerberos $ii2#%, m domain 2159 NetBIOS &#F,
WMRFEEIBT DNS T KDC RS BMTHZFR, B U THE MEIANEREGS:
-—enablekrb5kdcdns --enablekrb5realmdns

$TFF [etc[samba/smb.conf HI§ LU T BHMNE [Global] 28477, {EEHE authconfig TEERMNE S S
H:

kerberos method = secrets and keytab
winbind offline logon = no

A Windows iSZREayigizhlzgalinie, mASEEERITENRMEIEN AD AFKF,

sudo net ads join REALM -U user

REALM 2KXE# Kerberos sUZZ#E, user 2SS ENFMEIRAIRBF,

$E 3. 1%E SSSD

188 SSSD WF BT

o £ Linux EPimit BN LR sssd-ad #1 sssd-proxy #4E,
o SEFH (B0 sssd.conf) HITERBEEX.
+ 25 sssd BRS.

[etc/sssd/sssd.conf sssd.conf B2RE G (ATLURIBEEERINEZiEM) :

[sssd]
config_file_version = 2
domains = EXAMPLE
services = nss, pam

[domain/EXAMPLE]

# Uncomment if you need offline logins

# cache_credentials = true

re_expression = (((?P<domain>[A\\]1+)\\(?P<name>.+$)) | ((?P<name>[*@]+)@
(?P<domain>.+$)) | (A (?P<name>[*@\\]+)$))

id_provider = proxy

proxy_Llib_name = nis

auth_provider = ad

access_provider = ad

# Should be specified as the long version of the Active Directory
domain.
ad_domain = EXAMPLE.COM

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 207



Linux Virtual Delivery Agent 2206

# Kerberos settings
krb5_ccachedir = /tmp
krb5_ccname_template = FILE:%d/krb5cc_%U

# Uncomment if service discovery is not working
# ad_server = server.ad.example.com

# Comment out if the users have the shell and home dir set on the AD
side

default_shell = /bin/bash

fallback_homedir = /home/%d/%u

# Uncomment and adjust if the default principal SHORTNAMES@REALM is not
available
# ldap_sasl_authid = host/client.ad.example.com@AD.EXAMPLE.COM

% ad.domain.com. server.ad.example.com Zift HEMNMNE, BXFAEE, 5S# sssd-ad(5) - Linux
FM,

33 sssd.conf i& B XX HFFRERAIRR :

chown root:root /etc/sssd/sssd.conf
chmod 0600 /etc/sssd/sssd.conf
restorecon /etc/sssd/sssd.conf

S 4: F2E NSS/PAM

RHEL/CentOS:
£/ authconfig =/ SSSD., %% oddjob mkhomedir LIFREBREIES SELinux #5&:
authconfig --enablesssd --enablesssdauth --enablemkhomedir --update
sudo systemctl start sssd
sudo systemctl enable sssd
R

Fe&E Linux VDA & ERY, B9 SSSD E & EiRR(E, mxt Linux VDA B HEFRHFHIEE. 1T ctxsetup.sh
AREEIMBRS R, EFERRIAME.

$12 3: Iif Kerberos i &

AT 1R Kerberos BIEMEEENA S Linux VDA BR&FE R, BT LS keytab X 2T EAEHBSENE
£A:

sudo klist -ke
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< B REMEGEZREEREFASAANZNAYIR, BT Kerberos Kinit &<, UERXERHARIEH R0
BT ENBS7:

sudo kinit - k MACHINES@REALM

HENAMABIRUTIEERAT., RS (5) BAEARMML (\) #1THEX, UREE shell Hig, EFLEFEHR,
DNS 5% 5 Kerberos (UH & AR, ERERERADAEM. WRILHSRINETT, WREEREREL,

ERUTH<LIIETENKAE TCT RIEEEE:

sudo klist -ke

SR 6. BILAF SRRIE

fEF getent sa SHINRRIBE R LR NSS BE T 1E:

sudo getent passwd DOMAIN\username
DOMAIN S35 REELRANER. IRFECEAZ—THERBN, 55k ER getent sa S#1TRIE,
SERERENNT:

o EELFERLZM: DOMAIN\username
« UPN: username@domain.com
+ NetBIOS miZ&: username@DOMAIN

05 SSSD PAM IR B EIEMRELE, BFERAAF KA ER Linux VDA, Z3FAF kP LIFTR B ERI,
sudo ssh localhost - 1 DOMAIN\username
id -u

RESETEAUTHLIREN uid 1B TN Kerberos EiREEXH:

1s /tmp/krb5cc_{
uid }

BB Kerberos EiREEFHNEIEEEENERIH:

klist

IPv6

August 11,2022

Linux VDA 3% IPv6 LUES Citrix Virtual Apps and Desktops R —%. ERLLIHEER, &FETEMR:
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o WFANCHRIFE, BRIFEXEA IPve, FNER IPv4,
o MR IPV4 IFEHRERAT IPV6, Linux VDA BE£1E1T.

HE:

o BEANMZIFERITN IPV6, MIERE ST Linux VDA,
« Centrify 73544 IPv6,

Z% Linux VDA BY, REESXT IPV6 HiTERISHRINIZEES.

7 Linux VDA E2& IPv6

B Linux VDA WEREB Z &1, BHRIEMN Linux EIANLIFIZE IPV6 MEHIETT. BEMNS IPv6 BBBEH XAEME
I

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “OnlyUseIPv6ControllerRegistration”

“HKLM\Software\Policies\Citrix\VirtualDesktopAgent” -t “REG_DWORD”
-v  “ControllerRegistrationIPv6Netmask”

%% OnlyUselPv6ControllerRegistration &5 1 A 8E7E Linux VDA LS/ IPv6:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\

Citrix\VirtualDesktopAgent" -t "REG_DWORD" -v "
OnlyUseIPv6ControllerRegistration" -d "Ox00000001" --force

R Linux VDA &1 M&EO, MELER ControllerRegistrationlPv6Netmask f5E AT Linux VDA &
MBSO

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Policies)\
Citrix\VirtualDesktopAgent" -t "REG_SZ" -v "
ControllerRegistrationIPveNetmask " -d "{
IPv6 netmask }
" ——force

&% {IPv6 netmask} Bk HESSHIMLAEI (a0 2000::/64),

& Citrix Virtual Apps and Desktops &89 IPv6 ZERIFMER, BB IPv4/IPV6 25,

BEHEER

KEEM IPv6 MEIFEHERR ping6 12 AD # Delivery Controller &84,
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LDAPS

August 11, 2022
LDAPS 2REBRiFiANN (LDAP) 9= £k, H LDAP i@{=fEM TLS/SSL #1Tm=E,

BIARINZEE P ik SRS 2R A2 2 8189 LDAP &S, &I LDAPS, &R LUfRIF Linux VDA 5 LDAP RSS2 28]
# LDAP ZiNE,

AR Linux VDA 4241 LDAPS E#EBKHIN:

+ Broker {#2: Linux VDA ;xf#%l Delivery Controller &
o RBEARSS: SRERITA(H

ECE LDAPS 5 R TI1E:

« 7£ Active Directory (AD)/LDAP BR328 /=R LDAPS
« SUHIR CA LUEZ P ImER

o 7£ Linux VDA LB R/2HA8 LDAPS

s NE=AFAEE LDAPS

« Fg& SSSD

+ E2& Winbind

+ fi2E& Centrify

o FZE Quest

=

AR
ALUETTIA T a< 79 LDAP RS2 EBEMAER. AER 15 2%, BELDBHEIREN 10 55,
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -v "ListOfLDAPServersMonitorPeroid" -t "
REG_DWORD" -d "Ox0000000f" --force

7z AD/LDAP fz%523 /= LDAPS
AT LLEE 22 Microsoft IEBM A (CA) 23k Microsoft CA 2R EMBYIEFH KB B&:d SSL # LDAP
(LDAPS)

R

fEiEiEgs E =R CA BB RIS A LDAPS,
BXRMAREIEHBHIIE LDAPS EZM¥HAEE, B8 How to enable LDAP over SSL with a third-party
certification authority (Wnfaf&BhsE=AIEBM LN 2 A& SSL # LDAP),
HEE - ZRIEBMANMRREEN, SEEEss LA28sRE AT LDAPS SHRIEMSEIES.
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BEXMEAERZRIEBMEANERREN RTS8 5 A LDAPS 8158, 52 LDAP over SSL (LDAPS)
Certificate (3@ SSL #9 LDAP (LDAPS) JE$) —X,

B ARRIERIMAR A LU P in e
ERiRGIER LDAP BRSZEREER CA MRENER. BEARFHEA LDAPS B13IE, BRHR CAIEBISANERE
ERE AR,

BEXMASHR CABEHEE, EHS1A Microsoft 25 Web b5 E# How to export Root Certification
Authority Certificate (J0fa]S HRIERIMANM) o

£ Linux VDA =M A LDAPS

Z7 Linux VDA EEASEA LDAPS, BETUTHIZA (EUEERSHERMN):
L BIEEREUTRAR:
o BIRERR CAIEBEAEET SSL/TLS #9 LDAP:

Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enable pathToRootCA

o MA@ ESPEET SSL/TLS B LDAP:
Jopt/Citrix/VDA/sbin/enable_ldaps.sh -Enablecb pathToRootCA
PE =

RFBESRERR CAIEBXIRA PEM 18, NREBFA LDAPS FEmIe)i2 Python3 EINFIE, 18
1ZEReIZ Python3 SRR EAF RIS ZIZIF R,

ERRAEMER pip TENTBERBRIN SSLIEZHIZ, BERBUTEENFME /etc/pip.conf X
e

[global]

trusted-host =

pypi.org
files.pythonhosted.org

+ [EBEFIFRZA SSL/TLS &9 LDAP
/opt/Citrix/VDA/sbin/enable_ldaps.sh -Disable
LT LDAPS # Java ZAEIT [etc/xdl/.keystore., SEMATMRIMEIE:
HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServers

HKLM\Software\Citrix\VirtualDesktopAgent\ListOfLDAPServersForPolicy
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HKLM\Software\Citrix\VirtualDesktopAgent\UselLDAPS
HKLM\Software\Policies\Citrix\VirtualDesktopAgent\Keystore

HKLM\Software\Citrix\VirtualDesktopAgent\EnableChannelBinding

NE=7FAEE LDAPS

P& Linux VDA A5k, TESMMIETF I RELR S LDAP 89 VDA =S H4A M, g0 SSSD. Winbind.
Centrify #1 Quest, U T&ES AT WfaiE@ LDAPS. STARTTLS 3 SASL &R EFRRER S LDAP,

e

HIAFFTE XL A HE TR SSL ix0 636 KHfRL 2 LDAP, HEKXZ#EE LDAPS (%0 636 i@
SSL 89 LDAP) Fge5uRO 389 LAY STARTTLS #7%,

SSSD

RIBIEm LR O 636 Him O 389 LEE SSSD &2 LDAP 8. BXIFMES, iHS@ SSSD LDAP Linux F##
ars

~

Winbind

Winbind LDAP #Zi#fE 8 ADS 755%, Winbind 70 389 £1X3#% StartTLS /A%, S MMEE X4 [etc/sam-
ba/smb.conf 71 [etc/openldap/ldap.conf (33F RHEL) & /etc/ldap/ldap.conf (3+F Ubuntu), #%iT
FRR BB e S 4

« smb.conf

ldap ssl = start tls
ldap ssl ads = yes
client ldap sasl wrapping = plain

« ldap.conf

TLS_REQCERT never

&, ALUEE SASL GSSAPI £ MitEfilE L e LDAP, BFR4e5 TLS/SSL 77, EEH SASL S, BHEX
smb.conf ii=:

ldap ssl = off
ldap ssl ads = no
client ldap sasl wrapping = seal
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Centrify

Centrify 7£i% 0 636 Rz #F LDAPS, BE7Ein0 389 L= 2. EXEMER, BB Centrify ik,

Quest

Quest Authentication Service %0 636 L32#F LDAPS, Bl 389 LEREMAERHEREME,

HEHER

fEFILINRERI ATRE RS & LA T Ia)ER :
« LDAPS fR&5AT A4
Bk LDAPS %2257 AD/LDAP RS2 LRI, RIMERT, #6074 636,
+ AT LDAPS Bt Linux VDA 5E kg
30IE LDAP RS #BMBOREEIEREE, BE5E0ER CAIES, HBRES AD/LDAP ARS8 ILAT,
o BIMEIRHBERUEMRIN

INREXRER enable_ldaps.sh WER TESNEH T LDAPS #8XAEMRIN, WrIBERIRIF LDAPS At
BRI,

« LDAP iiE2Fi@id SSL/TLS M Wireshark si{EmHE MK M T AN
ZRiN22F LDAPS, i5iz1T [opt/Citrix/VDA/sbin/enable_ldaps.sh 325317,
« %B3%E Wireshark ST mMHAMLEZEEM T AN LDAPS g
&% Linux VDA JHAFI4E SRS IT(ER 2 HE LDAP/LDAPS &,
o FTixEidE AD ARS8 £i51T ldp connect 183F LDAPS AT A1t
£/ AD FQDN fidE IP ik,
« TiE@dE1T Jopt/Citrix/VDA/sbin/enable_ldaps.sh iiZ<S \iR CA iE+H

B CAIEBMTERE, HAIMR CAIEBMXERTER. ERSZXRAZE Java Keytool 2685
Bo NREREZIFFIRPFFIL, ERILTERER, NRBEBERERIRD, RIBIEMER base64 JigHy
PEM #&3L,

o L@ Keytool -list £7R~iR CAEH

#EidiEfT /opt/Citrix/VDA/sbin/enable_ldaps.sh B M LDAPS B, iEHBEHENE
[etc/xdl/ . keystore i, HIGBERBURIPERE, MESICTED, AIUERSTZHAUAEZR
=
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Xauthority

August 8, 2022

Linux VDA %/ X11 BRIEE (81F xterm# gvim) #HTRXERTEVIENIFE, INAERHEVENL 2N
HILHa1R XClient 5 XServer ZEIHNBEERE,

AILLEE A A AR R R S BENNRE 2!

« Xhost, BilfERT, Xhost RaiFathEHN XClient 5 XServer #{Ti@f5, WMRERFAIFITIE XClient 53]
XServer, MHFETT Xhost s LB FIRFEITENNIR, &, tWaJLUERA xhost + LA FEE XClient
%E#%E XServer,

« Xauthority, TUESTBEFHNEIERFHE . Xauthority X, ERTHEEIEEFMHE xauth EAKN
cookie LU AT XServer #TE{3¥IE, B5h XServer £l (Xorg) /&, % cookie ATWSZFERET
BT B I8,

THFRE

Xorg BahEt, . Xauthority X#EwEiES Xorg, It . Xauthority XFEEUTTE:

- BTREE
o JEFRIERIIY
o cookie 18

BILMER xauth s$RmIst, Fla:
# xauth -f ~/.Xauthority
# > list

# > usOlmsip06:107 MIT-MAGIC-COOKIE-1
fb228d1b695729242616c5908f11624b

1R XClient iZi2iE#%3 Xorg, NWATHER T HEFM:

« & Eixiz XServer 89 DISPLAY ifFE £,
« RINEE Xorg FHEA—1 cookie #1&2H . Xauthority X,

it & Xauthority

Z7f Linux VDA L=/ Xauthority LU#1TIZIE X11 2R, KB TEAENERRD:

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "
XauthEnabled" -d "Ox00000001" --force
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sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Xorg" -t "REG_DWORD" -v "ListenTCP"
-d "Ox00000001" --force

EA Xauthority /5, Faigi@dEHAZEERE . Xauthority x#%#3 XClient:

o Fohig . Xauthority xxfEiss XClient

B ICA £3&f5, Linux VDA ¥4 XClient £5% . Xauthority X, HEZXHEHEESZAFANER
R, AL . Xauthority XEEHIZIEE XClient i+&#1, FHi&E DISPLAY 1 XAUTHORITY i
BT E, DISPLAY 27%#7% . Xauthority XM ERSHES, XAUTHORITY 2 Xauthority A2
HEER, fIaN, BEBUTHES:

export DISPLAY={
Display number stored in the Xauthority file }

export XAUTHORITY={
the file path of .Xauthority }

3=,
AR

NERAKIEE XAUTHORITY IFEEE, NEIAGER ~/ . Xauthority Xt

 EEHEHAZFERK . Xauthority x&#ERl XClient

REENAREANETEFPEEHZETESR. 4 Linux VDA B ICA £iEH, BEEXSFAFNIEFZTRIE
.Xauthority xtf, IREEERS XClient £Z, BRFARFEFHEI . Xauthority &z
XClient, E#i&Z DISPLAY #1 XAUTHORITY IfELE/5, §B5H7E XServer s@mHEx GUL,

HPEHEER

R Xauthority TAEREIETT, 1ERBHIEHRS B TIRE:
1. LAE root RMEIE S B IREXFFAE Xorg cookie:

ps aux | grep -i xorg

SR RBEEEPEEET Xorg B9 Xorg #12H15#. S—MSHEREAMN . Xauthority X, f

/var/xdl/xauth/.Xauthorityl10

£/ Xauth &< 87 cookie:

Xauth -f /var/xdl/xauth/.Xauthorityl10
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2. H Xauth &€ 8% ~/ . Xauthority #&@&8 cookie, MNRERFESHERE, METRH cookie M5
Xorg #1 XClient 89 . Xauthority xXf#&# cookie .

3. 3R cookie H[E, FREZETREMBMEM Linux VDA B IP ihibifaini2 B nis0, HREEXHHKENER
we.
Blan, 7£ XClient 1B LBITUTFH<:

telnet 10.158.11.11 6160

RS 6000 + \< 2R¥E\> B2,

INRUE Telnet $1ERK, B AIERTAEIERELEIER,

S IRk

August 11, 2022
KESABTEEUTEA:
« f#M Azure Active Directory #7853 I3E
s WRRRBERERI I
o XEBMRIERS
o REBEIE
o HHER

o RESHWIENRIE

&M Azure Active Directory #1755 10iE

September 25,2023

AR

LHIhEEGER T Azure $£E/9 VDA,

RIBEMER, BILE Azure HEFERMFHZERA Linux VDA:

o JOANT Azure AD DS #9 VM, VM BIINZI Azure Active Directory (AAD) i5iRS3 (DS) It &rvis. AP ER
HIERER VM,
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o RIINEB VM. VM 5 AAD fRRERSERLURHEB R 130k, BFEAHE AAD RIEER VM,

A% AAD DS #1 AAD ¥ 8., iBSXE Microsoft &,

XA T WEIEARIMNER VDA LEAMEEE AAD #RiRRS.

XPFNEITHR

« Ubuntu 20.04. 18.04
« RHEL8.4. 7.9

« SUSE 15.x

« Debian 10

AXEMER, BFBEXE Microsoft X&,

BRI iR TS %
7 Red Hat 8.3 7.9 1, 7Z#h17 AAD R &1 31IEZ /S, PAM (Pluggable Authentication Module, wTiitk
BHWIEER) pam_loginuid.so E&i&E loginuid, Lhim@=ELE AAD BFifia VDA £iE.

EfRIEIR, EE /etc/pam.d/remote #iFR#EfT Session required pam_loginuid.so.
BXR6, BELUTREEE.

#¥PAM-1.0

auth substack password-auth

auth include postlogin

account required pam_nologin.so

0 1t include password-auth

password include password-auth

# pam_selinux.so close should be the first session rule
session reguired pam_selinux.so close

[#scssxon required pam_loginuid.so I

selinux,so open should only be followed by sessions to be executed in the user context

required pam_selinux.so open
required pam_namespace . so

optional pam_keyinit.so force revoke
include password-auth

include postlogin

$E 1. 72 Azure [']JF LEIERR VM

BIEER VM H7E VM %3 Azure CLI,

1. £ Azure P L, SIREIR VM, EREHIEE + 02281, BSUESEEN £ L% Login with Azure AD
(£ Azure AD &),
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Home > Create a resource

Create a virtual machine -

Basies  Disks  MNetwaorking Management  Advanced  Tags  Review + create
Condigure maniioeing and management options for your Vi

Azure Fecurity Center

Azure Security Center provides unified security management and advanced threat profection screas hybrid cioud workdasds
Learn mare

[} Your sbscription i protected by Anure Security Center standard plan.

Monitoring

Boot disgnostics (®) Erable with managed storage sccount (recommended)
{0) Erabole with custom starage account
) Disable

Erable O guest diagnostics |

Identity

@ Srvtem managed sentity mut be on b logi with Azure AD credeniish.
Lears move o

Arure AD

) REAC rote assignment of Virual Machine Adminktrator Login or Virnual Machine
Ui ngaireel whih Ling Afure AD lagin. Learn mone O

W Azure AD login mow uses $5H certifcate-baved authentication. Yiou wil reed to use an SSH chent that supports DpenSSH
eestificates. You can e Aruse OU or Cloud Shell from the Az Portal Leam seee

Auta-shutdown

Erable auto-shutdown :l

Backup

Erable backup O

Guest 05 updates

Patch echettration sptians maege cletanlt r

) Some patch orchestration options are not available for this image. Learn more

[ reven - cvve I Ty W

2. 7EiEHR VM E%=% Azure CLI,
BXEFAER, FBEXE Microsoft x &,

SR 2. FER VM LEEERE

EHFEME, BREBEA MCS 72 Azure EBIE Linux VM FRE9SEE 3. & EMERHITERME,

S 3. BIER VM &8 RRIMNFER

BIBEMURIE, BRBUTIEE VM B ARMANIZAR:
1. MErSRARHEITA TR
Modify /var/xdl/mcs/mcs_util.sh

2. #%l function read_non_domain_joined_info(), #A&E% NonDomainJoined W&
BXA 2. BxT, ESRULTRER,

function read_non_domain_joined_info()

{
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log "Debug: Enter read_non_domain_joined_info"
# check if websocket enabled
TrustIdentity="cat ${

id_disk_mnt_point }

$9{
ad_info_file_path }
| grep '[TrustIdentity]' | sed 's/\s//g'’

if [ "$STrustIdentity" == "[TrustIdentity]" ]; then
NonDomainJoined=2
fi

}

3. REFK.

4. XFER VMo

S 4: MIER VM 17 Linux VM

AERTFARIMANERNER VM 5, BREUTTZERLE VM.
1. &= Citrix Cloud,
2. Wik Citrix DaaS, AEHEEBEEERIEH &,

3. EIHENBERP, EZREAR Machine Creation Services MiEik VM 8IE Linux VM, BXFHAER, 5EH
Citrix DaaS X#4erfysR I VDA,

S8 5: 3% AAD BFPikF 9 Ec% Linux VM

BIERMAER VM /5, NESDE AAD BFIKF,
E5 AAD BFIKF 2824 VM, BRITUTHE:
1. EREERKF AR VM,

2. 7z Identify (33%1) >System assigned (R#HE) &ML, B System Identity (R415R),

| Identity
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3. 1£ Access control (IAM) (ializ%l (IAM)) > Role assignments (B&5E) #EF£LE, #3 Virtual
Machine User Login (EWIAFESR) X, AERIEZEHRM AAD BFHF,

A | Access control (IAM)
Virtual machine
R Search (Cmd+/) « ~+ Add | Download role assignments == Edit columns () Refresh X Remove 27 Got feedback?
K1 overview
Check access  Role assignments  Roles  Deny assignments Classic administrators
B Activity log
Ao Access control (IAM) Number of role assignments for this subscription
@ Tags 2 2000
£? Diagnose and solve problems
O Search by name or email Type : All Role : All Scope : All scopes Group by : Role
Settings
& Networking 21 items (7 Users, 14 Service Principals)
& Comneat [[] Name Type Role Scope Condition
® Disks > Contributor
4 size > Owner

©Q  Microsoft Defender for Cloud
 Virtual Machine User Login
@ Advisor recommendations

il i icati O . User Virtual Machine User Login © This resource None
Extensions + applications

BERFIRIMAER VDA

FRALFHNRLAF A LOEI RIS NERRIMANZEE VDA, FAP B TFIR:

1. =zh Workspace M AR, AEETHA AAD AR 2MEBE RS Workspace, LtEHE 2T Workspace
DAL

2. WMERMAEHEE, IHEET AAD ER0TH.

ZOEEA VDA LigBMERERME: &&MREE AAD kP /ZiE, BUAERT, Linux VDA ERIGEREE
FHEL3 AAD BFR#HITEHWIE, MTFFR. FAEER, ERALRESEREIENER S AAD kP /253,
BEXFAY R, BSRUTEHD.

B8

3. RERR LA, BEUTARZ—ERIIKRERIE:

« 1 QR REIHBNIZAED,
N\ AAD AP &FE.

¥4/ AAD K [ZREEFRIER

BIAMBERT, Linux VDA ERIgEMREI AAD BF#ITEMHRIE. BXEREE, BESHXE Microsoft X &, B¥
HRIEXEN S AAD kP /25D, BEHRITUTSR:

7£ VDA BT TS, HELEMRD AADAcctPwdAuthEnable, AEBEEEHRN 0x00000001,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Services\CitrixBrokerAgent\WebSocket" -t "REG_DWORD" -v "
AADAcctPwdAuthEnable" -d "0x00000001" --force

} =r

AR

A ERERTF Microsoft tkF 5= A T WE S HIIERKF,

W REBERERB NI

August 11, 2022

B LU B F il StoreFront AR ER AP & ENEEA T Linux 89 Citrix Workspace [z B #2F# Citrix
Receiver for Linux 13.10 # AuthManager R, ENG, ERIUERZEF AR Linux RIMKSERIERHNE
WREMNARER, MEFBMNANBF R,

AR

iEAF Linux B9 Citrix Workspace R F#2#1 Citrix Receiver for Linux 13.10 z#¥1bI08E,

ERALINRE, BHITUTRE:
1. 7 Linux VDA £, L#3&ERAT Linux B9 Citrix Workspace AR Citrix Receiver for Linux 13.10,

M Citrix Workspace B2k Citrix Receiver 89 Citrix FTIE FHABN N BEF.

BINREHKZ 7 [opt/Citrix/ICAClient/, MNRER R ARRFREFHMEEEZF, K ICAROOT FIREEIR
BENEMERFREEREZ.

2. 1z Citrix StoreFront Eiz#laH, NEFNABERN HTTP BEXE&H1IEAE.
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banage Authentication Methods - too

Select the methods which users will use to authenticate and access rescurces, 0
Method | Settings
#|  User name and password
[] SAML Authentication -

| | Domain pass-through
Can be enabled / disabled separately on Receiver for Web sites

[ ] Smart card

Can be enabled [/ disabled separately on Receiver for Web sites
HTTP Basic
[ | Pass-through from MetScaler Gateway -
Installlng ar_u:l unlns_talllng Fhe auth [Entlcatlcur? methods and the _
authentication service settings are included in the advanced options.

o mEEm

3. BT EMRIMAME AuthManager & & x4 (SICAROOT/config/AuthManConfig.xml) L 43 # 17
HTTP EXSHKIE:

<Protocols>
<HTTPBasic>
<Enabled>True</Enabled>
</HTTPBasic>
</Protocols>

4. BIETU TS UEEE B RPRERIES.
cp rootcert.pem $ICAROOT/keystore/cacerts/
$ICAROOT/util/ctx_rehash $ICAROOT/keystore/cacerts/
5. BITUAT o< UBRAZMEE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix" -v "LurSsonEnabled" -d "@
Xx00000001"

6. B&h Linux EPSEESIENZSIETHERT Linux B9 Citrix Workspace R B#2F 5 Citrix Receiver for
Linux 13.10,

Bxaa Citrix Workspace ARRFR, RARRTERANNABEKF . WEERUBHERIIZAEEN
Az F=
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=

=W

BN HTTPS URL fEAEHIN BB EIKF

Citrix Receiver - x

Add Account

Enter yvour work email or server address provided by
wour [T departrment.

https://

Cancel Add

XSS H RS

February 9, 2024

A UERB S S IRIEARSS (FAS) 3%&R 3 Linux VDA AP #TERRIE. T FAS HRIh8E, Linux VDA #1E
A5 Windows VDA #E# Windows 1%, x5 FAS BE2& Windows IFEHER, EBRBE S HINIERS, &
XM THETF Linux VDA BEIIMS Bo

AR
o Linux VDA RZHFSIERITHERE,
+ Linux VDA fER%2:i%#% 5 FAS RS 83E HiERE.

« B 2206 fRiE2, EATLUEE ctxsetup.sh AEg CTX_XDL_FAS_LIST #£ Linux VDA iz BEX FAS 0.
BXFAER, BESHETENRITARE Linux VDA REXE,
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7 Linux VDA LtFfZE FAS
RHEL 8 % FAS

FAS &t F pam_krb5 3%, %i&3R7E RHEL 8 1 B# . B RHEL 8 LA FAS, &R TRz pam_krb5
TRIR
1. MBUF Web i T8 pam_krb5-2.4.8-6 E{H,
https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.html,
2. 7£ RHEL 8 :#yEEH =% pam_krb5 &k,
yum install make gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio -div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr

make
make install

3. WiE pam_krb5.so & EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5

1258 FAS k5328

EE2HH Linux VDA RERA FAS, i57E1T ctxinstall.sh 5 ctxsetup.sh B NS & FAS BR532389 FQDN,
BT Linux VDA R3z35 AD 4AZRRS, ERILIERRIRELIS S 2RI FAS RS 8BMTIR, MRMBIERT EAARS 25ithit,
EER <none> XAFFREFRETH, HEFRERKRSF[HIITF,

BEAHIMAER Linux VDA =%, AJLEHIEIT ctxsetup.sh FigZE FAS [RS8, &, HAILUBTUTHESR
BB FAS RS2, HEHBH ctxvda RSUFEREER.
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -t "REG_SZ
" —-v "Addresses" -d "<Your-FAS-Server-List>" --force
service ctxjproxy restart
service ctxvda restart
E@id ctxreg B FAS BREE8, BETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\Software\Citrix\
VirtualDesktopAgent\Authentication\UserCredentialService" -v "

Addresses" -d "<Your-FAS-Server-List>"

service ctxjproxy restart
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service ctxvda restart

REIEH

ERIEAFPRIIES, 72 VDA ERER CAEBURFAE PIENER. 190, ERER CAES, EMFTERM Microsoft
CA (£ AD #) 1% CAEBFZBHAIRELAD RIEH, sHEMIR CARSE http://CA-SERVER/certsrv T
% DER BzLRIZIEH.

AR

U TS &R FEERIELES,

BT THE SIS DER Xt (.crt. .cer. .der) i)y PEM:

sudo openssl x509 -inform der -in root.cer -out root.pem
ARfE, BITEMINTHHSEIR CAIEHRES openss L BR:
sudo cp root.pem /etc/pki/CA/certs/
AR

EDEIR CAIEBET [root BET. BN, FAS TAUREUR CA IEH,

izfT ctxfascfg.sh

iz1T ctxfascfg.sh i< EEE FAS:

sudo /opt/Citrix/VDA/sbin/ctxfascfg.sh
RINFETE, WE ctxfascfg. sh alESRRIER FiafT:

« CTX_FAS_ADINTEGRATIONWAY=winbind | sssd | centrify | pbis: & Active Directory &£ %,
%A EEIRE CTX_EASYINSTALL_ADINTEGRATIONWAY Bt29 CTX_EASYINSTALL_ADINTEGRATIONW/
o MRFIEECTX_EASYINSTALL_ADINTEGRATIONWAY, CTX_FAS_ADINTEGRATIONWAY
BERBCHERE,

+ CTX_FAS_CERT_PATH =<certificate path>: {EEE#EIRIEBFAEPEIEBHTTERR,
+ CTX_FAS_KDC_HOSTNAME: 7i%#% PBIS BHEEZEHLITH O (KDC) EMAZ.

« CTX_FAS_PKINIT_KDC_HOSTNAME: #5% PKINIT KDC =%, RIS HHAE, TWZBHEHN
CTX_FAS_KDC_HOSTNAME,

WEFRIEHRY Active Directory SR A%, ARBAERIGEPRERE (B0 /etc/pki/CA/certs/).
BIZRES %3 krb5-pkinit #1 pam_krb5 #ift-&1, HigBERXNEE XM
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PR

 FAS B Linux £&H AD Mm%, ESHUTYIR:

Winbind SSSD Centrify PBIS

Amazon Linux 2 2 = 2 =z
Debian 11.3. z 5 5 5
Debian 10.9

RHEL 8.4 b = = =
RHEL 8.2 b & bt =
RHEL 7.9/Cent0OS 2 & & =
7.9

SLES 15.3 2 S = 5
SLES 15.2 2 & = 5
Ubuntu 20.04 2 5 = 5
Ubuntu 18.04 2 5 = 5

o FAS BAXFEBERE. MRESEPREUERT, WEEER FAS ERERZRIE.

o IARAN TS B P IIERS A REWI A —XhIENE W FAS 22, F81% Windows 10 Azure AD
BRI,

R HRR
fExt FAS BATHIEHIBR Z /i, BWHREREHEMAE Linux VDA, HERIUUERAZBSHIIEEREBNABERRK
ThiRzhak FAS &i%.

YNRIE FAS REEHEETT, HFREREHN HDX BELIREN “VERBOSE”, 3% VDA BEL3IREN “TRACE™,
BXIMEA Linux VDA BEAREHTIERNESR, BEREMIRPOXE CTX220130,

FAS fRSSBECEHIR

M FAS N BB ERBHEIER K.
1% [var/log/xdl/hdx.log HEHRXMINTRBHMEIRAE:

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user: [
Logon Type] Federated Authentication Logon.

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 227


https://docs.citrix.com/zh-cn/federated-authentication-service/2206/deployment-architectures.html
https://support.citrix.com/article/CTX220130

Linux Virtual Delivery Agent 2206

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
entry

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas: start
connect to server 0

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: connect_fas0:
failed to connect: Connection refused.

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas:
failed to connect to server [0], please confirm if fas service list

is well configurated in condb

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_fas: exit
43
b

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: validate_user:
failed to validate fas credential

2021-01-28 01:42:16.164 <P26422:S4> citrix-ctxlogin: LoginBoxValidate:
failed validation of user 'userl@CTXDEV.LOCAL', INVALID_PARAMETER

fRRAE  EETU TR UEIA Citrix SEMRE“HKEY_LOCAL_MACHINE\SOFTWARE\Citrix\VirtualDesktopAgent\Auth
E&FIEE N <Your-FAS-Server-List>,

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep "UserCredentialService"

NRMEZERER, BRBAERIZE FAS [RSBSBIREUENIRE,

CAFBEEHIR

M FAS NBBERHEERN. BET—MREEN, HFENPHEHRK.

Invalid Login

oK |

17 [var/log/xdl/hdx.log HEHEMM TRBNEIRAE:

2021-01-28 01:47:46.210 <P30656:S5> citrix-ctxlogin:
get_logon_certificate: entry
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2021-01-28 01:47:46.210 <P30656:S5>

citrix-ctxlogin: check_caller:

current process: pid [30656], name [/opt/Citrix/VDA/bin/ctxlogin]

2021-01-28 01:47:46.210 <P30656:S5>
get_public_certificate: entry

2021-01-28 01:47:46.211 <P30656:S5>
for response...

2021-01-28 01:47:46.270 <P30656:S5>
to server success

2021-01-28 01:47:46.270 <P30656:S5>
get_public_certificate: exit

2021-01-28 01:47:46.270 <P30656:S5>
input size 1888

2021-01-28 01:47:46.271 <P30656:S5>
output size 1415

2021-01-28 01:47:46.271 <P30656:S5>
get_logon_certificate: get logon

2021-01-28 01:47:46.271 <P30656:S5>
cache certificate success

2021-01-28 01:47:46.271 <P30656:S5>

citrix-ctxlogin:
citrix-ctxlogin: query_fas: waiting
citrix-ctxlogin: query_fas: query
citrix-ctxlogin:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin: fas_base64_decode:
citrix-ctxlogin:

certificate success

citrix-ctxlogin: cache_certificate:

citrix-ctxlogin:

get_logon_certificate: exit, 0

2021-01-28 01:47:48.060 <P30656:S5> citrix-ctxlogin: validate_user:
pam_authenticate err,can retry for user userl@CTXDEV.LOCAL

IREBE =T

BER

RAAR WiE
WA

B /etc/krb5.conf REMIEGEFMEIR CAIERFFAEPEIEBHTERRZ, TEER

[realms]

EXAMPLE.COM {

pkinit_anchors DIR:/etc/pki/CA/certs/

=2

MRMBREFER, BRBAANZ SIS BERNEH#TIRE,

&, BER CAIEBREEN.
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SO P IR G FEHR

FASECET SAML 5#%%8iE, ADFS FAF7E ADFS ERXTIH LMAAFRZMNENLG, ARSHALUTHEIR.

There was a failure with the mapped account.

IEFEIRRBAE BLINIEIE ADFS AP, B7E AD LiRAREERERAF.

fERAE TEAD LIRBEEFIKF,

KRECE ADFS

ZHER FAS NAREIEPHILIATHEIR:

The Identity Provider has not been configured by the
StoreFront Administrator

2 FAS R RBIEEE ER SAML 45381, B/ ADFS ZRER, SHIMLLER,

RRBR RNBKASHNIEARSEIE ADFS IdP, BXEMER, 1BEBIAKE SHIEARS ADFS 21E,

BXES

« JBA FAS BREBEEX S B HIIEARSS (R RS EHA — S Hh il ABEE.
o BRESNRIIRSSRLE—BEPRIINT “BIESE XE.

BEA0a)

WREAMER FAS, NERHBHESFEREFNNELATRANNABEFRIEN, AIEIKRK.
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& C | A Mot secure | bitps://ddc.yw.local/Citrix/FASWeb/ w

Cannot start desktop |EiHécesBathveTET

testwHMRHELT4"

fRRTTE

£ CA TEFAE ST Manage Templates (ZIEiEiR) LUE Citrix_SmartcardLogon %1% M Build from
this Active Directory information (BT itt Active Directory 5 2#%) B8 Supply in the request (£
TERAPIRMH)
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Superseded Templates | Extensions | Security | Server
General IlEI::nmr.':ni-.ﬂ.il:;-il'rl'jlr I Reguest Handling | Cryptography | Key Attestation
Subject Name | lssuance Requirements

(®) Supply in the request

ij existing certificates for autoennoliment

renewal requests ()

() Build from this Active Directory information

ic#t names and to

simplify ceificate administration.

Subject name format;

| Mone

[] Include e-mail name in subject name

Include this information in atemate subject name:
[ ] E-mail name

[ ] DNS name

[ ] User principal name (LP M)

[ ] Service principal name (SPN)

* Contral is disabled due to compatibility settings.

| | Cancdl |

REBTHENE

August 8, 2022

&% Citrix Workspace L Bi2FE, BIUERRERERRES Citrix Virtual Apps and Desktops £i&. EEAILt
IheE, BEEM Linux VDA LizfTU <

1 /Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet\
Control\Citrix\WinStations\tcp" -t "REG_DWORD" -v "
fPromptForDifferentUser" -d "Ox00000001" --force

BRLLINEERE, BRRENSRTERARE. U TRITARZFILIN6E:
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« RHEL 8.4

« RHEL 7.9/Cent0S 7.9
« Debian11.3

« Debian 10.9

« SUSE 15.3

« SUSE 15.2

August 11, 2022

B R Linux Virtual Desktop 2i&E8Y, AIMEREEIIEFHIRENEERHITSHRIE. HIHEERET ICASEER
EHLEEHITHEEFEEMRRN, ERIUEREREREEF. BHISERXERRNEFES. NENBREBF
R AR [E) Web i s 4T 5301,

FFIkIhEE, Linux VDA fEBS Windows VDA #HRIMERE. EXFAEER, BSRAXTNE B S ERHFIELHS,
=

REFFE Linux VDA i ERRSTIIE sERER Citrix Gateway.

DEFRM

BReFERBMNIIEA T AEEUR T LU T &4
o f&f Linux VDA REFE TFTEER— P KITHRH:

- RHELS8

- RHEL 7/CentOS 7
- Ubuntu 20.04

- Ubuntu 18.04

- Debian11.3

- Debian 10.9

SERZRE VDA |5, BRIEEM VDA 25 #E57E Delivery Controller 3%, UKREE#ESMER Windows
FERITHAELEHN Linux KERIE.

+ M OpenSC LB EEF. AXIFMER, BESREMIFAR OpenSC LHFEEE+,
« f#A Citrix Workspace for Windows I B2,
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Hy1% OpenSC &R F
OpenSC 2 RHEL 7.4+ LIz ERANSERIEENERF. E4 CoolKey WRE%AEN M, OpenSC ZiFZFAEAM
EHe£ (358M Red Hat Enterprise Linux FREYEEER) .

43X, YubiKey 4 BacEREEBE BN A, YubiKey 4 2— &R USB CCID PIV i&%&, aIUBRBZ MM
Amazon EMBEMRNELMWE, OpenSC EapiEFHF YubiKey 4.

MRRALFTEFLHMESHNEEF, BEE—BRET Linux X1ThR=X OpenSC R4+ BHMEN. BX
OpenSC ZEMER, BERALEEEEFIRDIERF, BASEE, REBTUTHSLUKIA OpenSC B2E X IFEHE
+:

pkcsll-tool --module opensc-pkcsll.so --list-slots

icE
HERIES

RIEBATRIEEREFENER, TRUTSBEUTHALZERIER,
1. 3REX PEM #B=Xp9IRIES, @EM CA IRS23HIKEL

BILUETTHEAIN T 898n < LUK DER X4 (*.crt. *.cer. *.der) #ift i PEM. 7 FTEM&H <RI+, certnew.cer
73 DER %,

openssl x509 -inform der -in certnew.cer -out certnew.pem

2. ffopenss| BRHPREIRIES. certnew.pem XA IERA,

cp certnew.pem <path where you install the root certificate>
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EOERERIEPWERE, §1817 sudo mdkir -p <path where you install the
root certificate>,

72 RHEL 8 % pam_krb5 &k
BREE B MK T pam_krb5 &3k, &R RHEL 8 EBF A, E7f RHEL 8 LEREEESHINIE, B
TErRME pam_krb5 &R

1. M https://centos.pkgs.org/7/centos-x86_64/pam_krb5-2.4.8-6.el7.x86_64.rpm.htm| T
pam_krb5-2.4.8-6 JEtE3,
2. 7£ RHEL 8 L #=% pam_krb5 &k,
yum install -y opensc pcsc-lite pcsc-lite-libs pcsc-lite-ccid nss-
tools
yum install gcc krb5-devel pam-devel autoconf libtool
rpm2cpio pam_krb5-2.4.8-6.el7.src.rpm | cpio - div
tar xvzf pam_krb5-2.4.8.tar.gz
cd pam_krb5-2.4.8
./configure --prefix=/usr
make
make install

3. WIE pam_krb5.s0 & EET /usr/lib64/security/ T

1s -1 /usr/lib64/security | grep pam_krb5

ECEERERIFR

AILAEEA ctxsmartlogon.sh AR EE sERIF R F Tl EicE.

(#77 1) 5/ ctxsmartlogon.sh iiZ<E & &S AEFIF13

ctxsmartlogon.sh fiiz<3 PKINIT 5 25RIIZIBGASE. ATLUES [etc/krb5.conf BiE XA EXILILE,

BEREREEEFEZE, B51T ctxsmartlogon.sh iz AL B sEF IR,
RBR:
WMREMEA SSSD A, 1EEIETT ctxsmartlogon.sh FEEFHEzNZ SSSD RS-
sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh

HEREMFUTRE:
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1 logon for the Linux VDA, wh
automatic installation of the necessary packages and changes to
nfiguration files.

efault realm. You can
ti le

logon? (y/n)lyl y
" te

egration muthod
t which A:tlvu Directory integration method to use:
Vinbind

SS5D

Centrify

t one of the above options (1-3)[1] 1

Step nstall d t packages.
Installing, plea
already installed.
[pcsc-lite-1libs][coolkey] already installed.

g., fetc/pki/CA/certs/root.pem):/etc/pki/CA/certs/root.pem

e path to the smart card PKCS11 driver (e.g., fusr/lib64/pkcsll/libcoolkeypkll.so):/usr/1ib64/pkecsll/1ibcoolkeypkll.so
ccessfully.
re successfully.
:tlsmartlogun sh ed successfully. SmartCard is ready.

Iteoh, EEALUEEIEST ctxsmartlogon.sh AR B EE !

sudo /opt/Citrix/VDA/sbin/ctxsmartlogon.sh

ZREXWTFUTRE:

#:ﬁ:ﬁ# e Y N 2 e o
ctxsmartlogon.sh sets up smart card logon for the Linux VDA, which
includes automatic installation of the necessary packages and changes to
the configuration files.

e e K

*ﬁ o o H B

Stup 1:Enable smart card l_ogon.
Do you want enable smart card logon? (y/n)[vy]
ctxsmartlogon.sh exit.

(£ 2) FHRERZEERFE  Linux VDA 85 Windows VDA RIS 8ERIFE, EixFiED, ¥TEREES
MNMAH, \iEEEHI28. Microsoft IEFHM& MM (CA). Internet Information Services. Citrix StoreFront #
Citrix Workspace K12, B*ETF YubiKey 4 BEENEEREE, E2EMIRFLXE CTX206156,

PERITTINTEZH, BHEEEEHEEFRFEAHHERBMAFIER THIEREE, HFREGREBEREEERD
&3 Windows VDA,

24 PC/SC Lite x+&  PCSC Lite M A+EH/EEe+ (PC/SC) MBI Linux RHEH, SRHESEERMIR
REHITEER Windows BEER#ED. Linux VDA B EEREERZE PC/SC H3IKIMA.

BT TR AR PC/SC Lite Btk e
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RHEL 7/CentOS 7. RHEL 8:

yum install pcsc-lite pcsc-lite-ccid pcsc-lite-libs

Ubuntu 20.04. Ubuntu 18.04. Debian 11.3. Debian 10.9:

apt-get install -y libpcsclitel libccid

TR RIERE OpenSC BIzFEAMNE R RREIER. MRK%E OpenSC, BHETUTRSTLU#HITRE:
RHEL 7/CentOS 7. RHEL 8:

yum install opensc

Ubuntu 20.04. Ubuntu 18.04. Debian 11.3. Debian 10.9:

apt-get install -y opensc

REATEEERIHEIEN PAM B3R BT Tar$ e %% pam_krb5 1 krb5-pkinit &%,
RHEL 7/CentOS 7:

yum install pam_krb5 krb5-pkinit

RHEL 8:

yum install krb5-pkinit
Ubuntu 20.04. Ubuntu 18.04:

apt-get install libpam-krb5 krb5-pkinit
Debian 11.3. Debian 10.9:

apt-get install -y libpam-krb5 krb5-pkinit

pam_krb5 R 2 BN FHRIEER, BRI PAM W ARFER UEA ERGEBBIURMEHRLRTHO (KDC)
REEEEFRE. Krb5-pkinit BREE AR HEAFBIIESM KDC KEIAERER PKINIT &4,

f2E pam_krb5 =ik pam_krb5 &5 KDC X B LUFERE sE-EHHIEHIREX Kerberos ZiE. E1E PAM 12
F pam_krb5 SHIIE, EBETUTHS:

authconfig --enablekrb5 --update

7% [etc/krb5.conf ERE (e, RIBSCERAVSUEARI PKINIT 58,
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AR

pkinit_cert_match EHEEZ A HIEBEATEIR PKINIT B21EIEZ A4 FICERIFN, TLECHINIAYIE %
S

[relation-operator] component-rule -
Hep relation-operator A} &&, RRFAEAHMMNKAE, WALN ||, RERRE—FAHAN
WATILEC,

FEER— &R krb5.conf SXH4HYRGI:

EXAMPLE.COM = {

kdc = KDC.EXAMPLE.COM
auth_to_local = RULE:[1:$1@$0]

pkinit_anchors = FILE:<path where you 1install the root certificate
>/certnew.pem

pkinit_kdc_hostname = KDC.EXAMPLE.COM
pkinit_cert_match = ||<EKU>msScLogin,<KU>digitalSignature

pkinit_eku_checking = kpServerAuth

}

# PKINIT 5875, ZEEXHFRIM TR,

CTXDEV.LOCAL = {
kdc = ctx-ad.ctxdev.local
auth_to local = RULE:[1:%$1@%0]
pkinit _kdc _hostname = ctx-ad.ctxdev.local

pkinit_anchors = FILE:/etc/pki/CA/certs/certnew.pem
pkinit eku checking = kpServerfAuth
pkinit_cert_match = ||<EKU>msSclLogin,<KU>digitalSignature

it E PAM 541IE  PAM BEE X5 TAT PAM B IIEMIER, BRI pam_krb5 fEASMIIEER, ERA
[etc/pam.d/smartcard-auth &AM TT:

auth [success=done ignore=ignore default=die] pam_krb5.so preauth_options
=X509_user_identity=PKCS1l:<path to the pkcsll driver>/opensc-pkcsll.

SO
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YNR(EA SSSD, MMERFIZECE X R TFrRo

#%PAM-1.0
# This file is auto-generated
# User changes will be destroyed the next time authconfig is run.

ore default=die]
pam_permit.so
pam_deny.so

pam_krb5.s50 preauth_opt=X509_user_identity=PKCS11:/usr/1ib/x86_64-linux-gnu/pkcsll/opensc-pkcsll.so
sufficient

required

requ d
sufficient

pam_unix.so
pam_localuser.s

account
account
account

session
session

sufficient

k us
S k auth_er
pam_permit.so

pam_keyinit.so revoke
pam_limits.so
optional pam_systemd.so
optional pam_oddjob_mkhomed 0 umask=0077
optional pam_mkhomedir.so umas 077
1 default ore] pam_succeed_if.so service in cronc

gnore ignore=ignorel

pam_krb5.so

quiet use_uid

pam_un
optional
optional

BEER (SSO) 2—m Citrix 18k, ATFRUNEMKSENNAEFSHNEBESHRIE. WINEERRTBARAR
5 Linux VDA ££&1ER, BEE Citrix Workspace AR, ZEES Windows VDA

PIN #389°%#8, 2% SSO
R BXIFAER,

BEERHIRPOXE CTX133982,

7£ Citrix Workspace M BEFhERBHAKIEE, ERNTTRRSEEEHIIE.

| Local Group Policy Edi
File Action
e

.I:oca.iEomputer Policy

View Help

i Computer Configuration
> || Software Settings
| Windows Settings
4 || Administrative Templates
4 || Citrix Components
a || Citrix Receiver
| AutoUpdate
1 CEP
| Client Engine
| Diagnostics

| Multi-5tream ICA
| Metwork routing

| SelfService
| StoreFront
| User authentication
| User experience
| Control Panel
| Metwork
| Printers
| System
| Windows Components
2 Al Settings
4, User Configuration
| Software Settings
| Windows Settings

4 [

6 setting(s)

| Fast Connect API Supg
| HDX MediaStream Fla:

| Remoting client device

-l Setting
|| |i=] Kerberos authentication
\i=| Local user name and password
| ] Smart card authentication

State Comment
Mot configured Mo
Enabled Mo
Enabled Mo

A Smart card authentication

E} Smart card authentication

") Mot Configured Comment:

"1 Disabled

[T

Supported on:

Options:

All Citrix Receiver supported platforms .

Previous Setting H Next Setting |

Help:

7| Allow smart card authentication

(V] Use pass-through authentication for PIN

[%

Use this policy to control how the client uses smart cards .
attached to the client device.

When enabled, this policy allows the remote server to access
smart cards attached to the client device for authentication and
other purposes.

‘When disabled, the server cannot access smart cards attached to
the client device.

Troubleshooting:

When using smart cards in a Citrix environment, the smart card
device driver must be installed on the server. When using a
different operating system on the client machine, it may be
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RIEEREFRER

REZEER BN IMEETF HDX PC/SC B REEMBIEH, ERER WAN IRERERERRN, ARSI,

Linux VDA 357 LU FhRZ<AY Citrix Workspace M ABEFHERREEfEF:

« Citrix Receiver for Windows 4.12
« iEATF Windows 9 Citrix Workspace 2+ 1808 REShr4s

AEFPIHELELERARREEEESR RABEAT, RS EEREET VDA LRAFERRS, EFF KA TFEARK
T BEEPI, ERBRREZERER, BEUTSRESEXE StoreFront 355/ default.ica et

[WFClient]
SmartCardCryptographicRedirection=0n

EEFHE I ZARESERER EBEEFPHIZARESERER, BMXEN StoreFront =89 default.ica
iR SmartCardCryptographicRedirection 244,

ERER

fFRASEEEER Linux VDA

BJLA7E SSO #19k SSO Hm=ApEAERERER Linux VDA,

o £ SSO =, TR ERAEEFENEEEIEBH PIN 12 B51&EF StoreFront, £ StoreFront /2 5h Linux
Virtual Desktop i&Et, PIN 83¥%i# 2] Linux VDA LUBITEREEBH I,

o 7£3E SSO =R, RFEBRTEEFIEBHEN PIN 15L& R StoreFront,

Windows Security &
Select a Certificate
Windows Security ﬁ
= userl
Issuer: zhusl-DC-CA : .
| ﬁ Valid Erorm: 11/15/2007 to 11/15/2018 Microsoft Smart Card Provider
= Please enter your PIN,
Click here to view certificate prope...
< ddc _ —
Issuer: zhusl-DC-CA ] 2
( || Valid From: 9/19/2017 to 9/19/2018 | ‘ [ansan o |
I o it :
o) Coma) P e
d | 0K | Cancel

7£ StoreFront #/5zh Linux Virtual Desktop &iERt, #&E7R Linux VDA BRIHEE, W TFFR. AR EEMEEE
FHRREBPIREE, BREMBA PIN IBLUHTER F G,

1785 Windows VDA #8[E,
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" ctx-ddc.ctxdeviocal X 4 — [m] X

<~ — * ctxdev.local Tk ‘ = :f.

Windows Security *
| Smart Card
Please enter your PIN.

PIN

Click here for more information

0K Cancel

DRERFERIETFIHRE, TREMEZISE T, Linux VDA BRBET—IMREEEFED, HIRER
tl:', EAEMEHWIEERERSEFROBERTER. EXMERT, RATRMEMEMRTUIRESERSEF.

B2, £ StoreFront i, MR R EMEEISIENREEEfEFE, StoreFront Web e RN TFRARIRHZE R,

Insert Smart Card ﬁ

@ Flease insert a smart card.

| Cancel | Details ==

PRI
ERERTSPRERME

IME, Linux VDA S RERIBIRAUERRIATA. BIHER Linux VDA EHIRERRN, RiEREEE, HERER
BAHRE,

XFFHME R~ PKCS#11 =

BRAENMNZFFIRBPNFILET OpenSC BigF, BRERUSINEAEMERERM PKCS#11 %, R Citrix 12144
RERFEERBRAR. BUMEBENEREFH PKCSHLL F, BHITUTRME:
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1. /R PKCS#11 E&i%FRE opensc-pkcsll. so %,
2. E¥ PKCS#11 FEMERFIGENEMRR, BEITUTHS:
/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix\VirtualChannels\Scard" -v "
PKCS11LibPath" -d "PATH"

Hrh PATH 35m&R PKCS#11 , 130 /usr/lib64/pkcsll/opensc-pkesll.so

3. ARF IR LERREEERER.

REZHIEIENRIE

April 18,2024
BIBAXEEREREZFHIIINSIE, &2t Linux VDA LUERILIIEER TRISHIGE,
AR

LB R EZ S HIIENRIEN, BEE ERIEMBHHAZ L. KIEMBHEEATF Android B Citrix Workspace
MRERF L RZ .

BIEREFHWIENN RS

E7E Linux VDA EZIFRESFMNIIEMNRIE, EFER StoreFront 8ERE S B IIEHIN AR E.

ERMMAFRARES MR AEF

HFRIRRZSMRIENNAEERS, ERXMEPBARESHRIENAF UZRAZSGHRIENRE, BERMEAFE
BAREZSMHIIEMERF, 15#%8 Citrix Virtual Apps and Desktops 4 s#9is B TR0,

RERESHIIENSIETINTIE

KREFHEIINIFMNEIAT NBATERZ 10 98, IEREDEMERIEE AnonymousUserldleTime #1TE
B, AR ctxreg TAEMUILE, 5190, FIFRRIZEILH S 78
sudo /Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix" -v AnonymousUserIdleTime -d 0
x00000005
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KREREZSMWIENAFRNEASE
EiFEREGMRITNAFPNRAKE, EEREMET MaxAnonymousUserNumber. HI&ERHIEE A Linux
VDA ERBEITHRESHIIENSIER. AR ctxreg TREE I IMFRIGE, 60, HZEREN 32:

sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix" -v MaxAnonymousUserNumber -d @
X00000020

BE.

REIRZFMIIENZIER. NREANBHAZZIE, VDA RTEEZHIEE, EHEEERFTARZ.

BPEHEER

REXREZSHRIENZIEN, BEERUTSEI
s TEERIRESHIIENRIE,

BINEMERERGEEREETUTRE (REN0):

sudo /opt/Citrix/VDA/bin/ctxreg read - k "HKLM\System\CurrentControlSet
\Control\Citrix" - v MaxAnonymousUserNumber

ik ncsd fRESREIETEIETT, BEERBENEH passwd £7=:

ps uax | grep nscd
cat /etc/nscd.conf | grep 'passwd' | grep 'enable-cache'

WMREEH, 5% Passwd EFZ8IRE N no , ARENEE ncsd RS, ERHEERERIEFEENRZE Linux
VDA,

« £ KDE B RE S M RIENSIER B TR8IRZHE,

RINERTARESMRIENKEDZABYRRHAMER, B2, I ERE KDE ., 7£ KDE /1, EXHSERFZ
BYRREMES, BBUTTAMNEEEX G $Home/.kde/share/config/kdeglobals &, #0:

[KDE Action Restrictions]
action/lock_screen=false

B2, WRE2BETEEMN kdeglobals x# (W0 /usr/share/kde-settings/kde-profile/
default/share/config/kdeglobals) 3 KDE Action Restrictions ##REEAFTE,
BRRERFEER,

BRI, EERRATEN kdeglobals xFLUMBR [KDE Action Restrictions] #oHH
[$1] 4713, HEEERARSTENEERZAPRIRANTS, X KDE BBBMNFAEE, 521 KDE System
Administration/Kiosk/Keys Hif.
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X
August 11,2022
FEDABTEE T ER:

o XHEHIFIHENL
o XL

X E HIFIHENG

August 11,2022

ab o

BRAUERAARE LTRSS RERBREIIESAMEF K2 B S SR, IHEEEE Citrix Virtual Apps
and Desktops 2006 s E =k U KiEEF Windows 89 Citrix Workspace B2 1903 S E= iR,
ERIHE SRR, BEHR:

o XHFHNRAHEFEE 20,
o RAXHARNAEE 200 MB,

SE R R

XA ERFREMLAT AT

« RHEL7.9
« Ubuntu 18.04
» Debian 10

GEE S

MU T B MR EREE S ECETNRENE R, BXEIMRRIEBIFAER, BERRKHIIR.

o BPImEILIREER
o BIMEHRIEREIIEL
o FREABEHERX

=z

AR

EERXHEHMMINEE, 1E7E Citrix Studio PREEFHEIMEIREEAREIEE N AL,
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PR

o AAFY. BYIXMHERBAAANES,
o RZFEHER.
s AFEHBR.

X4

August 11, 2022

HHE Linux VDA f&E P imig & Z BT X EH. YBPHEEETER HTMLS DaE %R Web 1552887, 1t
IhEERTA. HTML5S aEEMAFAFERERT HTML5 #1 Chrome i Citrix Workspace R B2 151 BN £
M AR,

AR

iBEAF HTML5 #1 Chrome #9 Citrix Workspace MBI &R o

HEBAHNNAEFNSESET, XHEEFRANE Linux VDA 5EFIREE ZE EHAM TH . BEXHENRER
ik EHE Linux VDA, &8 Citrix Workspace R AEF LA LM EHENR, AEMXXEIHEEFIEEMRE
X, BERXHM Linux VDA THEIRFmLE, BEETHEN. JUE LR THIRBPRNXE, —REZH
LUfES 100 N3,

AR

Z7£ Linux VDA 5& Fimig& 2 e LEM T, BB Citrix Workspace AR I AR,
BT LU AFHERCC Y Citrix Workspace N R2FhR R,

B THE XM ERHAVILIRTIEE, THIZEHE VDA ENEREFIIBRNIEEERNXHEEHERIIT P IRIEE.
AR

BE THERRATERASEF mZ B AN MRE N XA RBIRE N RIT.

TEZBH THN—LERM:
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o TEXHLUFRERIZRNRE

HEEAGHEEM Web J RSN ARFRIED, M Web IS THXHITUFEES VDA LHNRERIZRNILE
BR+, UWEBDERAZEFHLE, BEXMAMTH, HERIEF Web JBEHNBATHAEREBENRED
BHEE, HESTERT HTMLS 5 Chrome #9 Citrix Workspace R BZFH) Web 35538 ig B4t T
HE R

o BXHBoHEREIREFRIREIRE

AERBNKERIET, EREFXN, AERESHHEFZREFIRNREERP, UEERFPHRELH
Ao

XL R

ALER Citrix Studio BB XHEHMHEE. RINBAXHER.

[ Console Root
~ ¥ Citrix Studio (site)
O Search
= Machine Catalogs
£ Delivery Groups
ﬂ Applications Policies
[= Policies
(# Logging Policies Policyd
~ [+ Configuration
& Administrators| | [ERRSE) | oveniew | settings | assignedto |
Controllers » Allow file transfer between desktop and client
E Hosting 2 Unfiltered User setting - ICAFile Redirection
% Licensing Prohibited (Default: Allowed)
[ StoreFront }» Download file from desktop
@ App-V Publishi User setting - ICA\File Redirection
@ Zones Allowed (Default: Allowed)
~w §§ Citrix StoreFront ¥ Upload file to desktop
[ Stores User setting - ICA\File Redirection
B Server Group Allowed (Default: Allowed)
¥ WebSockets connections
Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)
SRERIER

- AFERESEFEZEEEX . AFEEIEAFE Citrix Virtual Apps and Desktops &iE5Hi&& 28]
RHIX 1,

o MEETHXM, AWFSRLEAFEXEM Citrix Virtual Apps and Desktops £iE FHEIHIEE,
o Btk EHEISE. AFHELRAPRESXHEMERE EHE Citrix Virtual Apps and Desktops i

AR
NFHRMNEE FHXEME XS LHISEmERBEN, BEATFTEESEF iR EERX 4 RIZEE R
ERER

Ei@idiEATF HTML5 89 Citrix Workspace M A2 ERXHEIAINEE, BEHRITUTIRME:
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1. 7z Citrix Studio A1, 3% WebSocket iEiEZ5HEKIEE Ao

7] Console Root

~ % Citrix Studio (site)
O Search
Machine Catalogs
£ Delivery Groups

i Applications Policies
[= Policies
Logging Policies Poliey0

v [ Configuration

8 Administrators 1 Poligy0 LMJ Settings LmJ

Controllers » Allow file transfer between desktop and client
Hosting ?  Unfiltered User setting - ICA\File Redirection

&% Licensing Prohibited (Default: Allowed)

I StoreFront } Download file from desktop

@ App-V Publishi User setting - ICA\File Redirection

Allowed (Default: Allowed)
b Upload file to desktop
User setting - ICA\File Redirection

O Zones

v §3 Citrix StoreFront

St

m ares Allowed (Default: Allowed

[=5] Server Group 3 i
WebSockets connections

Computer setting - ICA\WebSockets
Allowed (Default: Prohibited)

2. 1£ Citrix Studio 1, &3 LR #HEHaHRER R A AL HTNEE,

3. 7z Citrix StoreFront EEiEHIAt, BENAREE, EEFEEIE Receiver for Web ii= T, AGEEER
14215 Receiver for HTML5 %5k = A Citrix Receiver for HTML5,

Manage Receiver for Web Sites - Store Service

These sites allow users to access the store 'Store Service' through a webpage. bn Enabled

Internal network only

Web sites:

Web site URL Classic Experience Store Authenticated

http://qzw53-ddexd.local/Citrix/Stor  Disabled

Edit Receiver for Web site - /Citrix/StoreWeb

Deploy Citrix Receiver

StoreFront
Add... l [ Configure... l l Remove ]
For the best user experience, Receiver far Web sites detect Windows and Mac OS X devices
and offer users the opportunity to download and install Citrix Receiver. If users cannot install
Receiver Experience Citrix Receiver, enable Receiver for HTMLS.
Customize Appearance - =
Deployment option: | Always use Receiver for HTMLS - |
Unified Experience: Disabled Featured App Groups Always use Receiver for HTMLS
Authentication Service: Used by this store Authentication Methods Use Receiver for HTMLS if local Receiver is unavailable
Authentication Methods:  User name and pa Install locally
Token validation service:  http://qzw53-ddc Website Shortcuts
Deploy Citrix Receiver
Session Settings

Workspace Control
Client Interface Settings

Advanced Settings

4., BEohEEEE Web JINRHARFSIE, £ Linux VDA 5E P& ZEHRIT— NSNS,
E@diEA T Chrome & Citrix Workspace W B2 ERAXGEHThEE, BRITUTIRE:
1. @ ERHEERER S A R AT AR,

2. M Chrome M _ER A REFFRER Citrix Workspace M 2.
MREEEERT Chrome 1 Citrix Workspace R ARFHINE “Chrome NARRF” 0@, EPHILFE,
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a) 7 Google Chrome FIERIEHENERT Chrome #9 Citrix Workspace, #HiEREET,
b) EERERS, BEigm Chrome M_EMAE (21 Citrix Workspace RZFB1EF) #9 URL,

£~ chromeweb store e d

@ Citrix Workspace

Cffered by Citrix

* % K 2,056 | Extensions

Overview Reviews Support Related

@000

c) BEHEFME Chrome LU Citrix Workspace R #Z2F#RI1Z Google Chrome 1,

3. £ “Chrome BAER" WELEE “ERBTF Chrome & Citrix Workspace R BIEF",
4. BAEEEN StoreFront MABEHN URL.

MREZHIBENT % URL, BB S,
5. BEEMEEHNAEFSE. & Linux VDA 58 FIFIEEZERIT— MR Z N X%,

I

August 11,2022
KESABTEEUTER:

» Bz DPI 481K

¢ BRIHBMREET

. BREBEAEE
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« HDX REH=
« 3EGRID 3D B
BT XAERNEIEKED

o Thinwire ##RAER

Bz5h DPI 451K

April 18,2024

Linux VDA <#8z5h DPI %%, HAFHIAENKSENTAREFIEN, SIEFH DPIEsBMESULRERE KL
# DPIi&&,

TERSIINEEEXEEEDL

o ZINEEERIE A Citrix Workspace B A DPI ILfg, 3Fi&EATF Windows #9 Citrix Workspace B2,
BREEHTE, FRAVIHERER, BXxAEAT Windows B Citrix Workspace i Bi2FEE DPI 451K
HIEER, E5R DPI %%,

o EFZIEELZETRRARTEER, HAERERN DPIIZEXNS & BRBHETERE, FZFHES DPI A%,
MREAARER DPIIRBERE E5R%8, Linux VDA £3FrERENAS/) DPI &,

o XF7E KDE FFEAIEITRY Linux EHRE:

- E1EER KDE Plasma 5 s{E = kR4,
- ESIEETREREZF LN DPISEERAFIHEAEHES.

o WF1E Mate EEIFIEFIEITI Linux EBiNEm:

- {GZHERR LRI 1 20
- EREETHEREF LR DPIIRBEERAFIHHENER.

o BMIEFH DPI ERREEF K LK DPI IRBEBHEN. B, R IFBHERNAEMELE, fa0
100% #1200%, SIRERFIRECERNBRLFIRE N DL, EPIE DPIUBRIE T RERNEBHBRLLE. =
Bl WNREEMLLFIS 125%, DPIEFEX 100%,

IR iniExiE DPI
INFHFTF 174% 96 (1x96)

175%-274% 192 (2 x 96)
275%-399% 288 (3x96)
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& P imgan bl 2% DPI

AFHFTF 400% 384 (4 x96)

August 11,2022

Linux VDA Al EEMH 2 REMKERE P IHEEHNBEMRS. RIMERT, WL FEAKRS, ERTFUTRE
89 Citrix Workspace W12 :

« BT i0S B Citrix Workspace i F1EF

« EATF Linux 89 Citrix Workspace R B1EF

« EATF Mac i Citrix Workspace MBiEF (Fxi#hkas 2204.1)

« iEAT Windows 89 Citrix Workspace M B1EF (F#5hRZx 2204.1)

75

YARTHENSKEN, MITELTE Linux REREPEIELER. BUERRTEEFHEENEIRES. BEF
FRBMEHNESL, BREEMEN. EXTM, BERUTRESE:

[l 2n-ubu1804-binz - Desktop Viewer - [m} X
Activities Tue 17:02 B enr o O~

unpluoged 74%
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FRANEMERRRFARNEMRS. BXER, BEEATE:

BBt EAR FTERE FlREBMEHRS FlREBHMEHNE DL
iii EERE, B¢ fFsSRrs &, ARBeRT
=80%
EERE, B¢ fFSKks &, AEAGKRT
=20% #1 <80%
ﬁ EEZEE, B ¢ fFsRn K, BA4eRr <20%
ﬁ KRB, B 7 FERT =, ARBRTR
=80%
KREEB, B 7 SRR B, ARABRT
=20% #1 <80%
ﬁ KR7EH, B <7 SRR &, BLERT <20%
E KA KA KA

[y}

RINERT, BRREMRSERLTFEARS,

BERRINEE, BEITUTHL!

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
-d "Ox00000000"

Control\Citrix\VirtualChannels\MrVc" -v "Enabled"

EERAILINEE, EETUTEHS:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
-d "Ox00000001"

Control\Citrix\VirtualChannels\MrVc" -v "Enabled"

3 =r

AR

ERBESREMRBRINGE, ZINESEF HEMKSETRHEZ Mobile Receiver Eiiki&EiE (MRVC),

RIBIERIAITIR, SERATEIMNIT R
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1. NREFHKE GNOME £% 8 RHEL 8.x 8% SUSE 15.x, i3 GNOME shell k£ B ¥ B, UBEH
AppIndicator &Z#:

a) i&178< gnome-shell --version L&z GNOME shell iz,
MK

b)

https://extensions.gnome.org/extension/615/appindicator-support T GNOME shell
MRBY B. a0, MREM shell kxR 3.28, MWETLUEEFY BARZS 24 5% 26,

Extensions Add yours Installed extensicons: About

application.
“  Clickhere 1o install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifierltem Support by 2vin0

Adds Applndicator, KStatusNotifierltem and legacy Tray icons support to the Shell

Extension Homepage  hitps:/lgithub.com/ubuntulgnome -shell-extension- appindicator

Downlaad 128 bl Extension vérsion.. ¥

C) MEBTHNZMHE, B ANREEN metadata.json X8 uuid EEi&E ) appindicatorsup-
port@rgcjonas.gmail.com,

d) &17 mv @< L% appindicatorsupport@rgcjonas.gmail.com B®#52| /usr/share/
gnome-shell/extensions/ FTAKIE,

e) i&fT chmod a+r metadata.json &< LU metadata.json st ATt E fth B/ 352EY,
B

BINBERT, RAHRAATLURE appindicatorsupport@rgcjonas.gmail.com R+ 8
metadata.json X, EXRHRREHEE, BHREEMAF A% metadata.json 3f4,

f) %% GNOME Tweaks,

g) EREHEP, BIRIFFKRALt+F2, r M1 Enter @xi@idiEfT killall -SIGQUIT
gnome-shel L &<REHME GNOME shell,

h) £ &@FEH, =17 GNOME Tweaks, A5 Tweaks T At /3 A KStatusNotifierltem/Ap-
pindicator 3%,

2. NRBEARE GNOME —f£2% %8 Debian 11.3 5 Debian 10.9, Ei U THFBRULEHEA GNOME &
SHEREERR:

a) &7 sudo apt install gnome-shell-extension-appindicator &%, AfE
GNOME g By RIEF, ERRCGIUTHEBERER.

b) EEREBPIEE Tweaks.
c) 7£ Tweaks TEHERT B,
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d) B Kstatusnotifieritem/appindicator %%,

Q Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application ¥

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse
Auto move windows

Move applications to specific workspaces when they create windows. e

Startup Applications

Top Bar Citrix input source mangager

This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

Bl ECE M A

April 18,2024
AIESMETER Linux VDA 2-REEMHE,

BXFAER, BERAARERMLEAED,

icE
SRR AR IE 28 31T 48

Thinwire 2 Linux VDA RERMNETRABZRMER AR, ZREARF—EIHTEN LERNER G (BEENS) 3
F—AEN EHITER.

fE AR ARES 25 1T B E I RIRERUABFARTN, HE X RERABFIRA LT R

o REFERMER, XERIARE. TERTHMEE, ©AHERNFAE Citrix EiZ%ER Thinwire, B Thinwire B
HYHASHmITEAHETT BE. FRME8BGRREAEmEI Rk,
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o HNENMRER, A Thinwire 1225 H.264 3¢ H.265, USIEu#AFPARAHREEREREITRK, LE
REKREMEM 3D EFRERT.

o FXERNTUMKI, Thinwire PHBEEN S TRAIRFBHE G (WA, 5575 3D). EREEKREEBN
BED PR H.264, EFMER H.264 1304EE8 255 HDX Thinwire N R B TE B2 HER
H.264 MR AERD S X Kt 1THRED. N TFRENHRES (BEXEMEZER), DHSEREGESE (JPEG,
RLE) M{IE%EF. BAAREUTHLS: SAERNHRE. REMINSREUNTEMUBRSTRN AR
EREEG. BERALLINE, BRERMMRMELSEHTERRBELNRIFNER FHNRE) HHWEHE
KR, AXFAER, BERETRKRILE. BAIIhEEEA H.264 BB 4RD, 53R H.264 554D,

Use video codec for compression

Do not use video codec
Use when preferred
FDr actively changlng regu:ms

7.6 Desktop O3, 7.7 Server 05, 7.7 Desktop OF, 7.8 Server
.0 Desktop 05, 7.11 Server 05, 7.11 Desktop 05, 7.12 Server
0s, 7. 12 Desktop GS 7.13 Server 05, 7.13 Desktop OS5, 7.14 Server 05, 7.14 Desktop 05, 7.15
Server 05, 7.15 Desktop O5

Description
This setting is available only on VDA versions XenfApp and XenDesktop 7.6 Feature Pack 3 and
later.

Allows use of a video codec to compress graphics when video decoding is available on the
endpoint. When “For the entire screen” is chosen the video codec will be applied as the default
codec for all content (some small images and text will be optimized and sent losslessly), When
“For actively changing regions” is selected the video codec will be used for areas where there is
constant change on the screen, other data will use still image compressien and bitmap caching,
When video decoding is not available on the endpoint, or when you specify “Do not use,” a
combination of still image compression and bitmap caching is used. When “Use when preferred”
is selected, the system chooses, based on various factors. The results may vary between versions
as the selection method is enhanced.

Select “Do not use” to optimize for server CPU load and for cases that do not have a lot of server-
rendered video or other graphically intense applications.

Select “For the entire screen” to optimize for cases with heavy use of server-rendered videc and
3D graphics, especially in low bandwidth.

Select “For actively changing regions” to optirize for improved video performance, especially in
low bandwidth, while maintaining scalability for static and slowly changing content.

—LEHMKRKIRE (BEUTHMERERIRE) JURTYERZEAERARNEEHRTTE:
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o BREENEEAERE
o BfRhIESR

o ML/

b

H.264 4wk
ERISR DS R RS SREE A FEMEEN (MRATA) B ERIEREERRITR. MRILREFRT]
F, VDA Z[EREIERRAIMmZIGRET CPU 8948,

BhR7s 2204 #2, Linux VDA SHREFMME H.264 B4 RRIGRA T T UK, tIhaer & CPU ML
HERBIEG L, HREEGREMNSHNE (FPS). EEAILIHEE, BERITUTRME:

1. BRERINLR RS 23RV RhD SR,
2. BRERIRREGIHTERRE, ARERHWEHTERHIXIE,

ST TR ESE

AT TR ELE RIS AT B ERA R TRES, MARRENLTHES. B TEIELTHNESE, RETHI6E
RSN, BERFEMRE ERZRIENERIRK. HIREREXANRERENENERS .

RIAMERT, AFAREREERBLATRERARS. ERAMRRTHRESE, BRATARERERZRENERA, Bl
RREREILE N TR,

MR E SRR ARED 2 (TR RBIR BN A LA INRRRIGEE, WRRETRESESNAEFRHSEGRRE. WREGE
SRR ES 1T R RIS E A NMER SR RIS LUMIERARS, MANSETRESEB AR H.264 45,

T &R imFEEE H.264:

« Citrix Receiver for Windows 4.9 2/ 4.12

Citrix Receiver for Linux 13.5 2/ 13.10

« EMAT Windows # Citrix Workspace M FBi2F 1808 RE Sk
« iEAT Linux B9 Citrix Workspace FZfBi2F 1808 ME =R

BRI REMNERIMARIDSRHITERRIRBENFAEE, FSRANTE EREREENETERLE,

¥ H.265 MT4RFD 23
M 7.18 hiiE2, Linux VDA #F5EF H.265 MST4RAFIE2E T 2 ERZ A STt 1 TRE 4 IR
ALK IhREA T

« Citrix Receiver for Windows 4.10 % 4.12
« iEATF Windows 89 Citrix Workspace R F#2F 1808 RE Sk
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EMIUILTNEER EE, 1E7E Linux VDA MEFin LR AIIhAE. MRZFF i GPU R #5EM DXVA #205#17 H.265 f#
18, “EfZM H.265 #i8” BRIGERRAE, JIEBEIRIER H.264 MIIFREER. BXFHAES, H5H H.265
MIRLRES o

27E VDA L/2A H.265 BB 4D, BHITLATRIE:

1. BRERINYRRIDE B RIDRE,

2. ERAX 3D Ef T IFRAHMLILRES,

3. WRERIRRERATERRBRARRE, NRENHNBIRER.
4. WIRMTEFRERIEARIRE N TR TIRE T

EAEZFIELBA H.265 B4R, EF5 H.265 4.

15 YUV444 RS

Linux VDA 3% YUV444 #5458, YUV R ARELSASMEIRESENEGE. EYUVE, Y RREEHE
Tuma &, UV XREes chroma &, E=1LUTE Citrix Receiver for Windows 4.10 % 4.12 #0iEBF Windows
B Citrix Workspace R 2% 1808 MEShkas_EEAIEINEE,

SME—HY. U VEHNESE 8 UHE—1FT. YUV444 BUBEIILL 24 (1/GRIEREEF . YUVA22 #iREa]
ERMEEZEHREZ UMV E, NTSBEEIEEEER 16 fi/GR. TRERT YUV444 71 YUVA20 ZEll9EXREL
Bo

YUV444 YUV420

72 VDA LB R YUV444 4R, BHITLAITRME:

1. HRFBERRRED SR HITERERBIRENH BN FR.
2. HRBMARERERBIZENBATHRRTHREE,

B RREBR

HOFEEM Linux 2IFFEBITHERRSETRIRATEa TERRERR. ZARENTEIEGRESREZEK
B IE#B9F o
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EERBR, BREAUTIE:

1. 7£ Citrix Studio F /8 FER RSB T ERERE,

Edit Setting

Graphic status indicator

@ Enabled
This setting will be enabled.

) Disabled
This setting will be disabled.

Applies to the following VDA versions

Server 0S:7.16, 717, 7.18, 1808, 1811, 1903, 1906, 1909, 1912, 2003, 2006, 2009, 2012, 2103, 2106
Desktop 0S:7.16, 7.17, 718, 1808, 1811, 1903, 1906, 1908, 1912, 2003, 2006, 2009, 2012, 2103, 2106

Description

This setting configures the graphics status indicator to run in the user session. This tool lets the
user see information about the active graphics mode, including details about video codec, hardware
encoding, image quality, and mpnitors in use for the session. With the graphics status indicator, the
user can also turn pixel perfect mode on and off

Releases of CVAD 2101 and later include an image quality slider to help the user find the right

«

2. ITAREHET ctxslider &%, WRHEERBER U,
AR

MREFMTERERGENRATIRNLRE, NWAZERBR UL

Image Quality - X
Let the system decide Pixel perfeck (lossless)
4
Bekter Better
Interactivity Image Quality

HFE R LUR AL LT T

- EENEGRE, BBEBR, BRZHFHSEEN 0-9
s EEARRAEXIRE, BEFILRFRE,
o BEYMEIEHIRN, BERRERE.

RIEF AR EIARTHERER

BERIBHRGEERBRTYMES, Citrix 1858 7 HDX 3D Pro BE#4RIE,
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A HDX 3D Pro BEf+4gEZES, VDA AT LABIER MMt it BB TR HAAR AR B RID I ADERR, X—HtEIN6E
feft Y —h B M E AR E BN H

HRINBERT BRI, EREAILTHEE, HETUTHS:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
DisableReconfigureEncoder" -d "0Ox00000001" --force

BRT ERLLINEEZ SN, IERAILUBITIL T i< RIARE A EFRE. AverageBitRatePercent 1 MaxBitRate-
Percent S#U5 BT RERBRNE Dt KENEES, BREHMEEN, ERGESMR. BINAIEETTER 50 2
100,

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
AverageBitRatePercent" -d "90" --force

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
MaxBitRatePercent" -d "100" --force

FIREFOMUEREN, IRENFREEFRIEFE, WSEHNMRLATREERE, RARKEEMHOIN. BIEH
EEHNRERESRENRNM, SRR LRI,

B Linux VDA Thinwire ZFHISRIEHETIR, BSIRHEREZ IR,

BX Linux VDA EMNZBEMBXFEENER, 1558 CTX220128,

FITRE

Thinwire A LUBS HITHBR LTS KIZSSMMER (FPS), B2k CPU SBENFFHEIEE. BIAMERT, Ik
a:**ﬁﬁ:{kluo gFﬂaﬁtIﬂﬁb: 1EE1§B<J VDA J:li?i’lo(_]:ﬂpﬁ:

sudo /Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ParallelProcessing" -d "0Ox00000001" --force

HUEHRR
OB IETEERBMERART

BITUTHLKREEEEEAPHELER (0 RT TW+, 1 R-eFMRFRIGES)

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep GraphicsMode

HEREMT:
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create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "GraphicsMode"-d "0Ox00000000"--force

KWEZHIEEFA H.264
BITUTHLRREESTIEEFHE H.264 (0 RRKREFEH. 1 RXREEFER):
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H264

SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H264"-d "Ox00000000"--force

KWESTIEEMSA H.265
BITUTHSRRERTIEEFERSR H.265 (0 Rk fER, 1 RR-IEEFER):
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep H265

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "H265"-d "Ox00000000"--force

OEIETEEAHM YUV i3 5%

BETUTHSROEEEERAM YUV FEBHZE (07T YUV420; 1FRTYUVA22; 2 RRYUV444):
AR (NHEEFERIMEFELDRE, YUVFormat NEFBR X,
sudo /opt/Citrix/VDA/bin/ctxreg dump | grep YUVFormat

HEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"
-v "YUVFormat"-d "Ox00000000"--force

KERTIEEER YUVA44 R

BT TS RIOEREEEER YUVA44 B¢ 51

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep Graphics
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8 YUVA44 R FIia1TIRESE, SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"

-v "GraphicsMode"-d "0Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"

-v "H264"-d "Ox00000001"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"

-v "HardwareEncoding'"-d "0x00000000"--force

create -k "HKLM\Software\Citrix\Ica\Session\4\Graphics"-t "REG_DWORD"

-v "YUVFormat"-d "Ox00000002"--force

KWEZHTTN 3D Pro FREHLED

BITUTHS (0 RRAREM. 1 RRIEEREA):

sudo /opt/Citrix/VDA/bin/ctxreg dump | grep HardwareEncoding

SEREMT:

create -k "HKLM\Software\Citrix\Ica\Session\1\Graphics"-t "REG_DWORD"

-v "HardwareEncoding'"-d "0x00000001"--force
F—MAEREA nvidia-smi §<$, MREEEREHED, BHERUTFUTRS:

Tue Apr 12 10:42:03 2016

o +
| NVIDIA-SMI 361.28 Driver Version: 361.28
| s==meeeeecessssssssssssssssssss o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile
Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util
Compute M. |
| © GRID K1 off | 0000:00:05.0 off |
N/A |
| N/A 42C PO 14w / 31w | 207MiB / 4095MiB | 8%
Default |
o Fom Fom +
o +
| Processes: GPU
Memory |
| GPU PID Type Process name
Usage |
I Pl el el el el el el Yl
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| 0 2164 C+G Jusr/local/bin/ctxgfx

106MiB |
| 0 2187 G Xorg

85MB |
N R e B i i L i S-S ssi)d FEEB B AR e, +

t#aik NVIDIA GRID EIFZIkmNiEF 2R EEWRE

ZfiA NVIDIA GRID Ef; R ahiZF BB BEMRRLE, 15517 nvidia-smi, SEREMTF:

o +
| NVIDIA-SMI 352.70 Driver Version: 352.70 |
| s=—meeeeseessssssssmsssssssssss o o +
| GPU Name Persistence-M| Bus-Id Disp.A | Volatile

Uncorr. ECC |
| Fan Temp Perf Pwr:Usage/Cap| Memory-Usage | GPU-Util

Compute M. |
| 0 Tesla M60 Off | 0000:00:05.0 off |

Off |

| N/A 20C PO 37w / 156w | 19MiB / 8191MiB | 0%

Default |
o Fom Fom +
o +
| Processes: GPU

Memory |
| GPU PID Type Process name

Usage |

ANERIREIEHRNRE:

etc/X11l/ctx-nvidia.sh

HDX 3D Pro %5128 E45 1R

MREFEEABRER LRXEBLAH, H1E NVIDIA GRID FIER SR A.
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0# Xorg $i2A%

Xorg MBREX & Z XU TF Xorg.{DISPLAY}.log, fiT [var/log/ {3k,

BR8] K PR
33F vGPU, Citrix Hypervisor Zithiz4l 8 87 ICA SESIERE

FRRT A BEETU TSR VM KAt VGA 2515
33F Citrix Hypervisor 8.1 EShRs:

[root@xenserver ~]# xe vgpu-param-set uuid=vgpu-uuid extra_args=
disable_vnc=1

FF 8.1 Z#im Citrix Hypervisor:

xe vm-param-set uuid=<vm-uuid> platform:vgpu_extra_args="disable_vnc=1"

NVIDIA K2 R FZHEEBEN Ti#1T YUVA44 TEH-4RE5
W RIS E B AT TR, 7£6A NVIDIAK2 ERMERT, AP EMEAREF/KESENSHIRRERKER,

iz EZE N NVIDIA K2 ERFAXFAEBERNA T#HT YUVA44 g RIS, BXIFAER, FSRIMARE AR
18 GPU %#51%%,

R Gnome 3 fEEETRRIE

X2 Gnome 3 KESIEFNHIRS.

f£1A% Citrix Workspace M AZFEOA/NE, HL OpenGL/WebGL [ REF T ARIFHE

1A% Citrix Workspace EARRFEOXNSHTRESYE, NVIDIA ZRAREFSBRELRIPRSE, HoTEE
REBIEF M AAN AR, fitn, WebGL FErtE lightgl.js TaES4EMEEIR, 57 Rendering to this
texture 1is not supported (incomplete frame buffer),

HDX BFEH=

November 4, 2022
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BhR

Linux VDA S5 HttEHRE LNRIEAFR = B SN EBINKREFR,
UT TSI SERREZRENEEHEMARREE,
BEHERE, BRITUTERE:

1. EENKERENKEF, RHFEH

o - Desktop Viewer - [m] 4

it
I
=
H
IS
w
pie
it
i
=
H
3

Activities

Share my screen

View someone else’s screen

2. BEERIFHXA.
HEIWRRHEARR—ERE, BIEFELELHAERFERERR.
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[ F Desktop Viewer - [m] X

Activities gfxindicator ~ =it g 2T 22:39

Citrix screen sharing

HEEMREN, REFEE—MIENE, RREEHTES,

3. SHttENRE (BSEHAEENRER) LNRIEARHZEHIAINE,

4. EAENEERETHENES, BERRTERN, AREREEENET. EFLERTERN, EFEREZE
ARHRT.

Activities

‘.*

Stop sharing my screen

Give control

7 viewer-user3
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o - Desktop Viewer - o X

Activities

Stop sharing my screen

Give control

EEEFHMANRES, BHRITUTEE:

1. FEMKENENXES, SERBEAZFEMTEREEEMANRES.

P oeskeop Viewer - o *
& Applications ~ Places T @ © zh Tuels07 & ) O

Share my screen

Stop sharing my screer

View sucme else's screen

L

2. GAEEENFRIEREAR, AREEHER.
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TN [ #
Activities L‘BJ Unknown ~

Citrix Screen Sharing Viewer x

Enter the connection code of the screen you wish to view:

|
@ Cancel || @ Connect |

3. FRRRHEERRERIER. fla0:
- }Deslctup'diew:r — o %

Activities gfxindicator ~ Aug 27" 23:08

Citrix screen sharing

viewer-user3 wants to view your screen. Accept? ogancel QQK

o EHEZESE, Linux RAREHXEMIEREK HBH,
o INRHZERT 30 MAEREAIER, BRIERBEIBHHETRT.
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4. REASEEIRTHREERTENERRE, HENRERETE Desktop Viewer 1, ZBUEEENFHS5H
DB A P BiEi.

" ] Desktop Viewer - u] X

HDX Screen Sharing Viewer

0"

¥ Activities

*9

5. EEREHAZNRE, BEHEFANRTER.
R’
o MBHZERE 30 HRIEZEMNIER, BHIBERIGTH,

o —RARTF—ITERERFHERR.

B ERAAERAT RN ZERREITHI
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™| Desktop Viewer

- o X
& Applications Places  HDX Screen Sharing Viewer TR ©Q ©®@ @ zh Tuel?27 &K ®W O
HDX Screen Sharing Viewer - 8 X
P e HDX Screen Sharing Viewer I:]
6. EXRETERHERIIEOKR), FREHERITERSLHNET.
[* L Desktop Viewer - a x

Activities [& Unknown =

HDX Screen Sharing Viewer x

R0 Disable scaling Aug 27 23123 ® zh~ o -
i
Cy

icE

FRHAZMERALTRARS. BEEA%RIEE, BRMMUTRE:!
1. 7£ Citrix Studio #/a BEIF IR SIERIB R,

2. 3+F Citrix Virtual Apps and Desktops 2112 &&=k, &7E Citrix Studio FERRBEZHRRK.
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3. (A]i%) 33F Citrix Virtual Apps and Desktops 2109 RE R4, EETUTHLE Linux VDA LERR
BH=:
sudo /opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\

CurrentControlSet\Control\Citrix\Thinwire" -v "
EnableScreenSharing" -d "0Ox00000001"

4. EERNPMERAVERIRO 5252552625,

5. (Ai%) WMREBFERM GNOME 221 RHEL 8.x. Debian 11 5% SUSE 15.x, &/ GNOME shell RE#&
i B, WEA Applindicator &#3:

a) B178< gnome-shell --version &z GNOME shell k7,
M

b) M https://extensions.gnome.org/extension/615/appindicator-support 7% GNOME shell

HIFRBY RB. I, MRER shell hia<ry 3.28, WELLERERY RhRZs 24 5§ 26,

Add yours Installed extensions. About

=" Click here to install browser extension. See wiki page for native host connector installation instructions.

& Applndicator and KStatusMotifieritem Support by 2u100

Adds Applndicator, KStatusMotifierltern and legacy Tray icons support to the Shell

Extension Homepage  https:figithub.com/ubuntu/gnome -shell -gxtension- appindicatar

Download 128 - Extension version.. ¥

C) BMEBTHNZMHE, HiAREEN metadata.json X8 uuid EEiI&E ) appindicatorsup-
port@rgcjonas.gmail.com,

d) &17 mv &< L% appindicatorsupport@rgcjonas.gmail.com B #3552l /usr/share/
gnome-shell/extensions/ FAMNME,

e) i&fT chmod a+r metadata.json &< LU metadata.json st AT R 1t F /35,
"R

BINBERT, RARAATLUIEE appindicatorsupport@rgcjonas.gmail.com B R+ 8
metadata.json X, EXEREHRE, BHEFEMBAF HEETSIRE metadata.json X,

f) =% GNOME Tweaks,

g) EREFEP, BERINFR ALL+F2, r Ml Enter Ba@EiET killall -SIGQUIT
gnome-shel'l &<kEHME GNOME shell,

h) EE£EKES, 51T GNOME Tweaks, #AE7E Tweaks T A /2 KStatusNotifierltem/Ap-
pindicator 3%,

6. (ANi%) NREFEAKE GNOME —fe=%m Debian 10, ERANUTHBRUREH EA GNOME RFHEREIR:
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a) 17 sudo apt install gnome-shell-extension-appindicator &%, AfE
GNOME EBERZY BIEF, ErRu U HEEENER.

b) EEIREDIER Tweaks.,
c) 7£ Tweaks TEFERET R,
d) B Kstatusnotifieritem/appindicator %%,

Q Tweaks Extensions () x

General

Alternatetab
Appearance Substitute alt-tab with a window based switcher that does not group by application ¥

Applications menu
Fonts Add a category-based menu for applications.

Keyboard & Mouse

Auto move windows
Startup Applications Move applications to specific workspaces when they create windows e
Top Bar

Citrix input source mangager
This is extension from citrix

A

Window Titlebars

Windows Kstatusnotifieritem/appindicator support

Adds kstatusnotifieritem support to the shell

A

Workspaces

Launch new instance
Always launch a new instance when clicking in the dash or the application view.

Native window placement

Arrange windows in overview in a more compact way.

Places status indicator
Add a menu for quickly navigating places in the system.

ARE

- REHZIEETRZE H.265 MST4RMES 2R,
- BRRAEYRNNAEFRIEFTA.

c BIABAT, RERENAFRRZAUS 0N EEEHZEHRERE. EEENRANETED
ctxreg update -k "HKLM\System\CurrentControlSet\Control\Citrix\
Thinwire"-v "ScreenSharingViewerMaxNum"-d <hex_value> #{TE B, LHiXEH
AHEN, AFZRBEZTIIMIERERNSHIUET,
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EVGPU E+

March 11,2024

3F VGPU B 2T NVIDIA 8l GPU (VGPU) RS RWE . AXRMBEXERI VGPU BERHIER,

EFAIEVGPU Bk, B

« ¥ XDamage fEAN&EHR M. BEBRT, XDamage 21/ XServer i BiERF.
o ERE Linux VDA BHE CTX_XDL_HDX_3D_PROI&EBHN Y. BXNELTENGER, BEATE
BT R R R,
ficE
f&eg Xorg Bo &4

EAT NVIDIA B+ REFEARZ NVIDIA Rapigx, WeBoheEMigBEEXH.

BRATREMEF SHREHREAE /etc/X11/ THEMRRBENF:

o ctx-driver_name-1.conf
« ctx-driver_name-2.conf
« ctx-driver_name-3.conf
« ctx-driver_name-4.conf

I ctx-driver_name-1.conf Jfl, ST TIRIEREIEREE M4
1. 3% driver_name & AL IREHIERF B R
flgn, MREMIREHIEFZIN intel, TUBREXHFEFENRN ctx-intel-1.conf,
2. RIS EHIE 1S B

FMEREEXHHB—EEEA “Device” NES, XBOWIRE, ARNBIRDRFES. BEHRM
THASAREIEFE R ZAIATRATASR. ERAEABOIRNE, FHITUTIRE:

a) BEABERNISHRENEEUTRES SR ATUERASNESEXF. WIAERIET Linux VDA £
EN, EREREREERAYEEXAHNAIFRHEEEER M.

b) BANE B “Device” #5E%12 ctx-driver_name-1.conf,

3. BITUTEHSRIGE MR, LUEE Linux VDA BERZIRBITES R 1 RIREMEE N H&E R,
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System\
CurrentControlSet\Control\Citrix\XDamage" -t "REG_SZ" -v "
DriverName" -d "intel" --force

BF3E vGPU Ef

BIAERT, 3FvGPU BRINEER FRERRS. AILUBETU Ta<$% XDamageEnabled Ei&EH 1 $EER.
Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\System)\

CurrentControlSet\Control\Citrix\XDamage" -t "REG_DWORD" -v "
XDamageEnabled" -d "0x00000001" --force

11 Remote PC Access VDA Bz

FFERIE vGPU 2+# Remote PC Access VDA, Linux VDA ZiS¥IR 2 ResiEMk, IERThAEm GBI, 2R ED
HIAY REMETED (Extensible Virtual Display Interface, EVDI) IS R85,

AE:
EVDI Bl B Res R AEER A 1THRT o

BREHEERT Ubuntu 20.04. Debian 11.3 #1 Debian 10.9 VDA, Eff AR R28HEE, BEmUTRNSE:
1. BIBEM Linux R1ThRZE evdi-dkms &4

sudo apt install evdi-dkms

2. BHREREREEE EVDI:

/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\System)\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
Evdi" -d "Ox00000001" --force

3. MREFEANR Intel B, FRASTEESE, [N, Intel REREREBE LA, TEAT Citrix ZERIE

sudo systemctl disable --now gdm

R HR
TS b th B E A2 A O ELRD

MREA LEAMIEIT 3D LBRERF, BFfERENIER, WELXEFAEXER L HELIERRE NG, HER
Jopt/Citrix/VDA/bin/setlog ¥ GFX_X11i&&# “verbose” RUKEIRERE B LUHITIEIK,
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THE

7

FATREH4RED

TN BER ST H5 3R b3

BT XAHZIEKED

August 11,2022

BEFXANSIEKNETRENBARFREIELEG . REEEESERELER, NEREYNES S EZINE
EOHREZEGTHAEEERER. ALUEE—BXEKH, XEAEEEMRIERS LETR, BEFRERRIIBXEHA
Bo

BHE:

ETXAHNRIEKDTBTREINEE. RRSETET2ELLBIESRS, B URE—ERFINEBRIERIE
IRERME. (EAILTHAERY, HMNARIETBENEETERE. B2, RNENERKESEMREMRAER (R
ER) EEER.

RVEKNBFXAE, FERTRAFRHMNRE. SIEKNPEERTRIEIESGNES. REENIERETESA
ET7TREEGNIETSIENERAFRNS M. AT EGRCREREIELRE, BEERSVIHEFiE Internet whilitsit
MUK AT R F HAE B

BIREAAAR, BEASIEKINEREERERT ERREMLEMKEIIIL.

PR

EEANGRNREEMNREP R EZRHREKE, BEFEARIEKETNEE, BESHERANNENEEEM.

o MNRFEFEAIBAR NVIDIA IRshiZF £ REGINR H.264 3 H.265 Hi3ER Tiz1T, MARLZIFSIEKE,
HERBTRRIEKE, (FEXMIERT, EMFRFTHN NvCaptureType i8&EH 2,)

o IKEDSFTRIEEFINAERT] Mo

o YNRIEIZ Print Screen BHIARR, £ VDA mHBRNREREARBIEKE, RITRINERIUEHEEEHRE

Wik

Thinwire i#XET

August 11,2022

REROUAERTREISLEREEPRMER, Fl0, 7 Web E LR TITESTIR. TSI, BEM BT
BRIF RN R T ER B,
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1T hRS, BEBERRKRERRRTELRAE, FARRRIELREANMMARRE, HERERENHGERE (16
sk 8 (E), BR, EHIHEAF REFEMBEERE. HDX Thinwire R2RIEMER RS IAESHSEGRRE,

BhRAs 7.18 2, EUATHE—IERT, HDX Thinwire BIARTREIH#H X EHIERN

. BAHFEET 2 Mbps.
. WBIERIBT 200 B,

EUHRAT:

pign, ETEF, FHAERRALTENRS, F8 FH e AAEERESK, BREREESE. LA EREEREATER
SAE, NMESEGMXAIRBRE, HHERIERE M.

Features

BREFELESRIERER, BENEGNXAFZRHRUIITHER. W, EFTEFR, FBFBEEEeRE&, BGRIU

RRERT

Features

NFE&, RUERBTIRIKSGZ. WFXE, HESIFEHBRNENED. RUIERES M EHT, LI5E
Al SR AR B N R BB AL MBS HELAEIR

BRETE (D NEdBEENETRIERFNE H.264 #1TEE,

nfAfE AR AH TR

RIANERT, #HEANMERERKIRES. B RUARE) MEMSATFRVESERRS.
AEUTERTREXE (FER) MR

o MHRE = BATHRRLHTE
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- BREEEZNEZEAERE =8 U
o ERTSIRARIGSHTTES = HNBIER (FE2F H.264 1Y)

AR TR ESEARESE, MRBIMUTERZ—, NEABSALR:

- AAHEMEF 2 Mbps
. MEIERBIT 200 B

RERATME, EZEAPRITEEE 10 Foehatia), BIERILSSRHE AR IR0tk

BEUEURINIT A

AILLETIE T T e B s SR TR T A

sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplay" -d "<value>" --force

Hr, <value>:
0 =%&XH (EEMABERTHBRER)
1=8z) (IREMZRRITR, BAE)
2 =18 TR
RFEHRR (1) B, TLUETUTHSZ— B R rEE:
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayBandwidthThreshold" -d "<value>" --force

Heh <value> fu < @f&, L Kbps &Ml > (BIAE =2048)
Rl 4096 = FEH KT 4 Mbps BRFE#ER
sudo /opt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE

\CurrentControlSet\Control\Citrix\Thinwire" -t "REG_DWORD" -v "
ProgressiveDisplayLatencyThreshold" -d "<value>" --force

Hrh <value> < @&, UEM %M > (BRIAE =200)

fil: 100 = EMAIERET 100 ZEW AR IEER.

B

August 11,2022
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KENABTEBE T EA:
« EFig IME
o ¥Fin IME BRARERY
o HSRERBED
o HEE

o XFZEEWA

P mENEHmiEeS (IME)

August 8, 2022

BhR

B IME RARFTFR, flanhx. BENSGEEFR. BIS5FF LM Citrix Workspace R REFHREH
243 IME (%130 Windows 7s#l CJK IME) SBAILEFFT,

RE

f£% % Linux VDA BY, =BmhREIEINEE,

fERAER
HEFTFF Citrix Virtual Apps = Citrix Virtual Desktops 1%,
RIEREARF i EESERNEMNEUFFaERE i IME IhEE,
B[R
o BN E Google BF RIS BT, FREFEAEF i IME THREERTRPBAFH.

o« AT ‘B FERABHEAEF IME I8,
+ IME AP REAERNKIE PR AT,
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ZFin IME AR RERS

August 11, 2022

#ik

E$nlk, ERE IMEBFRRE (BEEEEOMREEN) ETRBA LA, UEIRRER, SNEEXFRAKX
BB FATIRIE -

Composition and candidate windows

kA

Text input area

Citrix g2 T 5] BltE, H#E—PRETEF i IME AR &K, MTFFR:

THio) ~ A

F2 < 8
Tidhsdissdissdiasdiussdf
FEEFEE

FARE

=zt

Farkle

v

Ctrl + Delete te remove this candidate

ERLLIRER AR N E R

1. 7 Linux VDA E£/2A Intelligent Input Bus (IBus). BXM{@7E Linux #ER4 LEE IBus MER, &
BIRIRIER A M ARMEN R, Flan:
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Ubuntu: https://help.ubuntu.com/community/ibus
« CentOS. RHEL: https://access.redhat.com/documentation/en-us/red_hat_enterpris
e_linux/7/html/7.0_release_notes/sect-red_hat_enterprise_linux-7.0_release_notes-

internationalization-input_methods

Debian: https://wiki.debian.org/I18n/ibus

SUSE: https://documentation.suse.com/sles/15-SP2/html/SLES-all/cha-gnome-
settings.html#sec-gnome-settings-lang

2. ZMEERETIRE, BEBATRAIZINETEEAT,

BRMRRAIZEE
RINERTRAEFG IME AR RERS . EERAREALIEE, BREFFREEHEHETS M IME 20#IN8E
B, SiET ctxreg SAERREIMR,
AR
EPIHREFBRESH IME BUEIAERIENRALRS T AMRILE, FTUNAIEEERNAP At BRI
RPNFAENR, 4 Linux VDA LayEMRIEEN A% VDA LB SIS,
« REFZFRBERBF/ESH IME S#IERK LB AHEREF i IME AR RERSIEE:
1. 72 Studio Fp, ARPEHE, ASEECIRER,
2. BREPHRRERBESM IME BUHIHRERE,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE= AT AED:

- BR2A: LRoSEERRERSNERE IME BFRRERS,

- YREISEFIERERERY  BRADSEEGREEY, MAZEMTF HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar B
SyncKeyboardLayout ;: &1y DWORD &,

- IRNSEFPHEEMBRLS N IME 30T BRMNSEERRERESNERK IMEBFRR
EFE®, MAEEMTFT HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME
fRIH DWORD {&.

o BT ctxreg XAERSEIMRUBEAHEZEREFi IME AR RERLIEE:
EERZIEE, EETU TR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "0Ox00000001"
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Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\
CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncClientIME" -d "Ox00000000"

SRETRRED

August 11, 2022

WD, Linux VDA M1E ki LMRERBLIER. Fi, HEFHEEINRETHEMN “RE EXh “EE,
872 VDA EREREY, AIBES HIIRHIRGY ),

Citrix @I Bz% VDA MEERHRSEFIHIRENRERBRL KERILRE, TILANEFIFREE LNRERBLR
£, VDA REEERZ MG LR,

AR

BEATF HTML5 9 Citrix Workspace M AREFRAZHSEE TR EY .

[N
HIMERT, ISHERBRLINELTRZARS. EERANZALIIE, HEF P iREEREETSH IME SUGEIHEE
G, BT ctxreg LRREFRIETME,

AE:

EPimEREAR/REDHN IME SUHThREREEM LTRSS T EMFTIRE, FTUNAREEENRAPMITEY R
RAMFIENR. A% Linux VDA EREMRIGEN A% VDA EHFERIE.

« REFXFIHBERFBRSHM IME O#HIRE R B AR ASRERBE S IhEE:

1. 72 Studio Hp, ARPEHEE, ASEFEIRER,
2. BREFHREFERFEDM IME SUHTHRER,
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Create Policy
. Select setti
Studio v oiia
| (Al Versions) ~ || Al Settings * || Keyboard Layout sync X |
| Settings: 0 selected || View selected only
Settings

Users and Machines |

Summary

3. BERBBIFZIANER.
4. RER,

¥ Client keyboard layout synchronization and IME improvement
User setting - ICA\Keyboard and IME

Not Configured (Default: Disabled)

Back Next ] [ Cancel
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Edit Setting

Client keyboard layout synchronization and IME improvement

Value: | Disabled >
Disabled

Support dynamic client keyboard layout synchronization

[Juse

v App Support dynamic client keyboard layout synchronization and IME improvement

Vll"l ar UCIIVE'I)" HHCII[- ZUUU TWIUTU3E55TUTT WJ, ZUUU .}IIIHIC STISIUTT UJ, ZUUT IWIUTII=5E5 1on OS, 2009

Single-session OS

¥ Description
Allows a user to change the client keyboard layout and synchronize it to the VDA side dynamically in
a session without relogging on or reconnecting. For Chinese, Korean, and Japanese users, who
require client keyboard synchronization to use IME improvement, allows them to use client IME
improvement for best user experience.
For the Windows VDA, setting “Support dynamic client keyboard synchronization® equals "Support
dynamic client keyboard synchronization and IME improvement.” For Linux VDA, they are two
different settings.
When not configured, the default is “Disabled” in Windows Server 2016 and Windows Server 2019,
The default is “Support dynamic client keyboard synchronization and IME improvement” in Windows
Server 2012 and Window 10 for consistency with the previous release.
Note:
For nen-Windows Citrix Workspace app, such as Citrix Workspace app for Mac, enable Unicode
keyboard layout mapping to ensure correct key mapping.
We are phasing out the registry setting in the Windows VDA -
HKEY_LOCAL_MACHINE\Software\Citrix\|CA\lcalme\DisableKeyboardSync value = DWORD 0

¥ Related settings
Enable Unicode keyboard layout mapping, Hide keyboard layout switch pop-up message box

HE= AT AED:

- BR2A: LRoSEERRERSNERE IME BFRRERS,

- YREISEFIERERERY  BRADSEEGREEY, MAZEMTF HKEY_LOCAL_MACHINE
\SYSTEM \CurrentControlSet\Control\Citrix\LanguageBar B
SyncKeyboardLayout ;: &1y DWORD &,

- IRNSEFPHEEMBRLS N IME 30T BRMNSEERRERESNERK IMEBFRR
EFE®, MAEEMTFT HKEY_LOCAL_MACHINE\SYSTEM \CurrentControlSet)\
Control\Citrix\LanguageBar # SyncKeyboardLayout 71 SyncClientIME
fRIH DWORD {&.

o Eid ctxreg TRAEFFEEIMRUSEXNZANSEERERTIEE:
EFALINEE, EETU TR
/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000001"
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EZRItINEE, BETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\System)\

CurrentControlSet\Control\Citrix\LanguageBar" -v "
SyncKeyboardLayout" -d "Ox00000000"

fERER

BRLtEERE, MRFJIEIEFEFRLE LNREFRAEZN, SENRETRLIFHEN ML EZK,
flgn, WRBEFIHEE ENRBHEREZCN EE (FR):

903 AM |:|
1/4/2018

Linux VDA iEHMBEFREREHEEENRR “fr.
ENBAEFSER, IRBATIESE, WALERX—BmERER:

EREREY, JUEESEREIX—BHRENTL:

— | >

frv Thuo9o:10 O ) O ~

IR

September 1, 2022

BJLATE Linux ERESVAEFSIEPEAREEDRE. REESELHANBFRATRI TR,
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M Applications  Places  LibreOffice Writer v zh Tuell:lls @ EZ 0 O
Untitled 1 - LibreOffice Writer — L] x
x

File Edit View Insert Format Styles Table Tools Window Help
H-2-E-Jd9a E-4%9 qv1 =520 -
: - S? 3‘ LiberationSe @ « | 12 ~vaadad-a ab dp Q i

- E: :
L L : L Fe L L "

i ' i i i

o

Test mrvc

@R

Tab Esc Win Ctrl Alt Del Cut Copy Paste Un .=. -a' ;(
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AR

ZIhEEEA T RHEL 7.9, RHEL 8.2, SUSE 15.3. SUSE 15.2. Ubuntu 18.04 #1 Ubuntu 20.04, i&RBTF
iOS #1 Android &9 Citrix Workspace R 27 2 % h#E.

ERMERIZEE
BOMERT, ZIEe FRARS. FILUERA ctxreg SLAREFBASEAZEE. 4% Linux VDA LMIhEERCER A
Fiz VDA LA HHIFIERIE,

BEALLINEE, EHRITUTRE:

/opt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\
CurrentControlSet\Control\Citrix\VirtualChannels\Mrvc" -v "
Enabled" -d "0x00000001"

2. 7£ Citrix Studio #, ¥EHETRERIKIZENRIF.
3. (713%) 3¥F RHEL 7 #1 CentOS 7, EfTUTHIEZREMANLL (IBus) BEBREIA IM BRS:

echo "GTK_IM_MODULE=1ibus" >>/etc/bashrc

BERMIZINEE, BEITUTEHL:

Jopt/Citrix/VDA/bin/ctxreg update -k "HKLM\System\CurrentControlSet\
Control\Citrix\VirtualChannels\MrVc" -v "Enabled" -d "0x00000000"

} =

AR

ZHRIREREEERIFIETCEHEREIE S F 2IER .

PRI

#ZIneeTE Google Chrome. LibreOffice ME fthi FZF P AIRET A E HiBlTo
EEFURBENREEERETE, BREFEATER, AGBRRETHIBATR.

£ Web JS 8P M—MANFRRE B HS—MANTEREN, RREAFTEFET. ERRILEE, F2EdF
BMAFER, AREEEFEATR.

IETHEEFRZHF Unicode FRMXFTFA (Flw, #X. BIBMEHEFH).

RREBNEATEHRATR.

NREFTRSSHNBATRER, IXMERT, BEEHNAREFEONR DRSES LSRN FRISEIENS
BIRIE,

© 1999-2025 Cloud Software Group, Inc. All rights reserved. 286



Linux Virtual Delivery Agent 2206

+ BT Citrix Workspace A #2FH Huawei AR BRI Z B ERD MR, FIBAMEEETYIERE, R
£t 2RE Huawei FiR B L,

XFZIESHRA

August 11, 2022

B Linux VDA hras 1.4 #2, Citrix 7T WERGHNBREFNSE. BPAUEEE Linux SERENE R TR
FRrER Linux M EER.

B2, BFESES Linux fSEFESEER, Fit, Linux VDA EMZAHIES =X TFELGHNBEF A B
b, AATENRE IMERIES (I3, XX, BEHEHE) BAXE. TNAEFRIENE, BRETRERERE
Z a1k,

AT RRRXLERR, INEENEINARANELRGNAREFREESE. 831EsE, BRYUENAREFRIERE
WERARSS 88% IME LURERERR Z BTk,

icE
TEILIGEA ctxreg SEARRFRANZALIIE BUAERTERER). 1A% Linux VDA RSS2 LAVINEERC BN A FE%
VDA ERHmHIFE R ABRERF.

& FMRTA “HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Citrix\LanguageBar”, 2
2% DWORD,

EBRIIRE, BETUTHES:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
Xx00000001"

EEAIINEE, WETUTHS:
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\LanguageBar" -v "Enabled" -d "0
x00000000"

fERER
RERE #,
1. B8

2. BHRFLIERXSRMANEAGHNNARERF. EREFNRAEFSURERE

I

o
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3. MNTFHERBEPEFERIEMES LMIFIRIES (BANR).

TN ‘

fr

(®) French
de

() German

Show Keyboard Layout

Region & Language

4. WTHHREFIER IME SiREHR.
5. fEMPMEN IME SIREHRBRNIES.

= .
AR

« £ VDA IREE L EREEA B, EREERTT Citrix Workspace R AEFHE P s EEAE

FENRERR.
« 7% accountsservice AR IIMZA 0.6.37 RESA, AREEXKIEAIESIHEEPRIT
®E.
= | < | Region & Language ‘ Login Screen ‘ [ = x
& Tanguage English (United States)  —=»
Formats United States (English)
Input Sources | Options ‘
French
German
Lt - | =
SIRE
August 11,2022

ETBOANBEEUTER:

o ESTNEE

288
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¢ NHBRABEEM

» HDX MR EAANSAELE

BEARINRE

August 11,2022

BHEMNSMRINLTFEBARS. EX#FUT Citrix Workspace B BEFZE i :

+ EATF Windows # Citrix Workspace MBZ2F - 2109 RESRES
« AT Linux 89 Citrix Workspace R 2% - 2109 RhEShka
« iEATF Mac 89 Citrix Workspace R FBTER - 2109 RE=HRA

HEERTEIIRPNEF RN, BiENEMEREBREM.

ERABEN SN, BEFFoHTE VDA LERESMIHEER, BENFMAMRIEMNZFENSERBREMRF X,
LUR MM B S 5ALE,

TRETT BENSZNS RIREMNZ BIBILLIRE

BIEMN S0 |[BRRE 7
BAEIMREE: 48 kHz BRASIIREE: 8kHz
MAKEEE BEE

e

7 RHEL 8.x k1A PulseAudio 13.99 s{E =k,

7£ SUSE 15.3 1A PulseAudio 14.2 s{®Eshikas, #£ SUSE 15.2 Ef#ER PulseAudio 13.0 SiE S hkas,

N HIRABTEER

September 1, 2022
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BhR

Linux VDA 7£ Google Chrome RN BAREEM. NRBABEEMRUTERF HERAIFFIRPH
Web TIEfIINEE, ILIhRE=(ER Citrix Workspace ARRFER P iHEFIERIZ2IMEI%, %5/Z2M URL 126X
HTTP #1 HTTPS A%,

AR
B UER AT RIEEMLE Web TEREEAEIZ A, ROIE, AJLUERMLLETIRIEEWHLE Wen TEAEE
BEEISNTS

tEIn Web /8512 &F ik LisfT, miE7E VDA LizfT, HBEFERAZEF I CPU. GPU. RAM 1M,

RENGSSEAOSHITEER. MAORNRBPERTRNBTNERXE, HOFSEAE, WEREZFIRSEENE,
XL B 7E VDA £ s 88 HisiT,

[ aboutblank X

(= C {d O www.youtube.com

l//@w
Ror

Windows &/ i:
« iEATF Windows 89 Citrix Workspace 12+ 1809 SiE Sk as
Linux VDA:

« VDA #21E%%:: Ubuntu 20.04. Ubuntu 18.04. RHEL 8.2
« VDA LrOI%ES: FiNT Citrix MRBABEERY BIEFHN Google Chrome v66 XES RS
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EENREATEER

1. 7 Citrix Studio #, EEERBELIEENBBATEEMMAFFIRM URL FELETIR, BIAERT, JKER

AEEMRENRIFo

Edit BrowserContentRedirection

‘ » Browser Content Redirection

Users and Machines Computer setting - ICA\Multimedia

Not Configured (Default: Allowed)
+ » Browser Content Redirection ACL Configuration Edit

Summary

User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default: )

A

v

v

. ! i
Studio Select settings
[ (Al Versions) « || All settings | [ Browser
‘ Settings: 1 selected ("] View selected only
Settings

HRBABTEER ACL ECEIREIEE R UEANKEATEERH URL 897X,
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Edit BrowserContentRedirection

Studio Select settings
| (Al Versions) « || All Settings | [Browser X |
| Settings: 1 selected [C] View selected only
Settings

Users and Machines Computer setting - ICA\Multimedia
Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit  Unselect
User setting - ICA\Multimedia
https://www.youtube.com/*; https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)
» Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Blacklist Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )
» Browser Content Redirection Proxy Configuration Select
User setting - ICA\Multimedia
Not Configured (Default: )

‘ » Browser Content Redirection Select

Summary

Back Next

Edit BrowserContentRedirection

Edit Setting

Studio Browser Content Redirection ACL Configuration
- x]
Values: (] View selected only
| https://www.youtube.com/* I E] T Select
Users and Machines
EicH | https://www.google.com/* | B
IB 4 Unselect

Settings

I https://www.citrix.com/*

=

- Select
[ Use default value: https://www.youtube.com/*
¥ Applies to the following VDA versions -
Virtual Delivery Agent: 7.16 Server OS, 7.16 Desktop OS, 7.17 Server OS, 7.17 Desktop OS, 7.18 Select
Server OS, 7.18 Desktop OS, 1808 Server OS, 1808 Desktop OS, 1811 Server OS, 1811 Desktop OS,

1903 Server OS, 1903 Desktop OS, 1906 Server OS, 1906 Desktop OS, 1909 Multi-session OS,
1909 Single-session OS, 1912 Multi-session OS, 1912 Single-session OS

¥ Description
This setting allows you to configure an Access Control List (ACL) of URLs that can use Browser
Content Redirection.

“.[m

NEBRANREERERR REEREREETEEANSHANBEEM URL BIFELETIR,
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Edit BrowserContentRedirection

Studio Select settings
[(A" Versions) - v ﬂ Settings "‘ ’ Browser X
‘ Settings: 1 selected [ View selected only
Settings
y ‘ » Browser Content Redirection Select
Users and Machines | Computer setting - ICA\Multimedia
Summary Not Configured (Default: Allowed)
v » Browser Content Redirection ACL Configuration Edit | Unselect

User setting - ICA\Multimedia
https://www.youtube.com/*;https://www.google.com/*;https://www.citrix.com/* (Default: https://
www.youtube.com/*)

Browser Content Redirection Authentication Sites Select
User setting - ICA\Multimedia

Not Configured (Default: )

Browser Content Redirection Blacklist Configuration

User setting - ICA\Multimedia

v

Not Configured (Default: )

Browser Content Redirection Proxy Configuration
User setting - ICA\Multimedia

Not Configured (Default:)

AR

Linux VDA SHai R BN A EERRIELERE,

2. % VDA £Ay Add to Chrome (7102 Chrome), M Chrome W _EREBIEAM Citrix F SN BRNEEER
Y BIEF. XiFMEETF VDA LRREasN (EESMEIN) URL BES5AYFSIREAELESIRITE.

BE:
BRI EARFEIY BIEF. X7 VDA L7310,

Chrome I REFETEMAFRRE, FTREEMESWGEIEIRNEMIRYT BER.
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F chrame web store

Brorwis Covmtinnt Riesde s X

Extensions
CHEE Browser Content Redirection Extension
O Trames = Offeted by Cotin
Features This extarrion redisecis Webpage
OO Foune ites
[0 By Goosle
O Foes

[]  Awsdasie for Andeesd
[0 ‘Works with Google Drve
Ratings

~

Zr e e o e

O *&kkkkBup

O kdok &up
O Bup

Aidd 13 Chioma

MBEEAWFFIR W https://www.mycompany.com/) $#F5 URL ILEH URL, E7EEIRELES!
KA KIKE, EMEE (CTXCSB) 2157 Citrix Workspace W BREFEEEE@HA 4 URL, A, Citrix

Workspace AR ALK — M4 E2M5 I EHERIE Web th,

2 &, Citrix Workspace BRIt Web i S 4RI BN S E S 88 B XA,

[ Ubuntu1804DSK - Desktop Viewer

= Activities @ Google Chrome v Tue 23:58 @

Gmail Images i

Google Search I'm Feeling Lucky

Advertising ~ Business  How Search works Privacy  Terms

1. Citrix YR BABEERY BIEFHEIR

Settings
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i RIEFERNEEETE Chrome I BREFIRS, HEABAUT=MHAEZ—:

o R JECHHIER
o RE: EHENETR ERER/ZH
o 4 BRIF/FET

2. MOEEFH LLENSESEENER
3. Linux VDA

4, Windows &

EE@H=R

T2 Citrix Workspace M BEFIRERNEN AR/ LFER:

Server Fetch &
Server Render

Benefits:
Better end user
experience (Adaptive
Bit Rate (ABR))
Reduced VDA rescurce
usage (CPU/RAM/IO)
Reduced bandwidth
consumption

Client Fetch &
Client Render

s RE[IENNRSBEN: AT EERUEARMIAFIIRIEEERY, AILEEEEH. RITEERIIE
VDA L2 Web Ti@E, #6EA Thinwire Rizi2ERER. EHKIEREHERTAH. XMER2SH VDA
£8 CPU. RAM M ERER S,

o BPIHIREBMEZFFHEM: BTF Citrix Workspace M BiEFEIZERE Web RS2, FLLEZEiAR Internet,
EXMERT, &M Citrix Virtual Apps and Desktops w2 EIZFrEMEE. CPU #1 RAM R £,

ERELIE

ERREEORNARERIERK. fli, MREFRTENLZERSE Internet, NaJgg=m VDA REI—F IR,
EXMMERT, VDA BRI AR A LIFEARSS 88 LE M MBH 2T TE,
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HDX W RS ARSRESE

March 28,2023

pu

7£ Linux VDA £iEHIE{THISAS N R A2 A A A ITEB] LAER HDX M BEATSIERE IR IS B G FIA
BERTERALIIEE. HANTEWNERALRATEERER HDX M RGN MITEIEINEE.

HDX M RENMSAELE LI ARAMBRENRN, XML ERGVAELSE S H.264 RERLIXEITTE
MRIEPEITHMRR N AERF. HDX MEREGENMSAEREERRETE A IHRERRNSREAERRARBIR R BHTR
IREBSR, HWHHITEIRABMES. BRIENHESRHBNGERRNLRRAEX AR ENIREDIERF .

ERIRGIESMEBRGENEERS. 25, FRROGIRZEFTUERETEHRSSE. RSBFEERSMRRE
M, BEERAIEENKETAERMERNER, Workspace NBIEFSERMMUTETR, HE WAN 17
SPREMERET.

Webcam Workspace app VDA
Captured N
video
)\ stream Meeting
- -
HDX webcam server _bDecode Oiic@ _— conference
server
Encode and send Send througha
. through the HDX . native app

Offers several native (raw) webcam virtual Hosted video apps protocol. For
formats for the Cl_trlx channel (vdmm.dll) Applications built to use example, Skype for
Workspace app client to DirectShow can load the Business, Webex,
choose from. Citrix webcam filter, which or Go to Meeting.

We also support webcams looks and acts like a
with dedicated on-board normal webcam to the
video compression (UVC application.

H264).

AR

o IIhEER TSR B Citrix Workspace MBEFZ P H.264 15T,

o SEFMIMEIRET 9 ERAE 48x32 2 19201080 2z id.

o {FEREMSIRENE, BE7M Citrix Workspace R BIEF T A= iERER USB i8%, &N, mlaEsHM
=g N: Ol
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O Connect automatically Preferred Webcam

(O) Do not connect Automatic
(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse

(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

S #59 Linux Z17hR

« RHEL 8.4

« RHEL 7.9/Cent0S 7.9
« Ubuntu 20.04

« Ubuntu 18.04

« Debian11.3

« Debian 10.9

« SUSE 15.3

« SUSE 15.2

% #% Citrix Workspace M BiEF

HDX MR ENANSAESE Sz 75 ThiAshy Citrix Workspace M2 :
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T8

iBEATF Windows # Citrix Workspace R B2

iEATF Chrome #9 Citrix Workspace BEF

MRS RG]

hhymoe

iBAF Windows 9 Citrix Workspace R FEF 2 #
XenApp #1 XenDesktop 7.17 RE=hrA LEm 32 {iI
N 64 (R ARFHNMERENMAESRE. TRIRRER,
iEATF Windows 89 Citrix Workspace R REFN X
¥ 32 (U AR

BT L ARM Chromebook R3z#5 H.264 43,
b, RE 32 U FEREFRIUERLLE HDX MR 5G]
MAAESR,

FRIBMEREIIRUFRNINER, HEBFRRINNZEMLE, Citrix £AUTMERENHITIHRINER

JiE:

+ Logitech HD Webcam C270
+ Logitech Webcam C930e
+ Microsoft-LifeCam-HD3000

(=

RINER TR, BEM, B TEIEMEE:

e

Citrix Workspace B2 B LUET %% Desktop Viewer £ NA MG IRENIRE R EERBEBRIAE

%O
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Devices File Access Display Monitor Layout

Choose how devices will connect to your virtual sessions.
Microphones and webcams

Session Settings Global Settings
(O) Connect automaticall Freferred \webcam

|O Do not connect Automatic

(@) Ask me

Digital cameras and scanners Relative Mouse Settings

(O Connect automatically [ Use relative mouse
(O Do not connect
(@) Ask me

Generic USB devices

[[] When a session starts, connect devices automatically

[ When a new device is connected while a session is running, connect the device automatically

1. VDA RE%mE, 1IE VDA 25 #E57E Delivery Controller #5E#, URBAHH Linux SESIEEEHE
BER Windows EiEMRINE R,

2. WREEI VDA T LA Internet, #AE3E1T sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh
L USERMEBENES, MREH VDA T%i151 Internet, BFH%EISE 3,
PE =
uname -r SRiZiRkZEIRIBER R ERIZFLE, REAERSH ctxwcamcfg.sh Ak K, EEH

8 HDX MZIRENISAESE, 151517 sudo apt-get dist-upgrade, #1550 VDA, RAEEHIET
ctxwcamcfg.sh Bizs,

INREH VDA EE7E Debian L, EMEAHAESRMNAZRAE LET. W, BETUATHSUERESHN
RItZhR S :

sudo apt-get update

sudo apt-get dist-upgrade
sudo reboot

N8R VDA Z8E7E SUSE 15.3. SUSE 15.2 8§ SUSE 12.5 L, EaiTU TS UEHRBISHMNAZRASHER
Bah:

zypper up kernel-default
reboot

ctxwcamcfg.sh iiZG8TF:
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a) 7€ VDA k%% kernel-devel MEiARZIERT I (DKMS) 12,

« kernel-deve |l BFHWERBERRAHEMMEBENIZER,
« DKMS BFahSEEEMMERENANZRIR,

=

PE =
£ RHEL #1 CentOS k%% EiRiZFA, ctxwcamcfg. sh A= EEH VDA L2EHER
LU TEfERE:

« AT Enterprise Linux (EPEL) B89N EE
« RPM Fusion

b) M https://github.com/umlaeute/v4l2loopback #F# v4121loopback FERBHER
DKMS £ v412loopback,
v41l2loopback 2— A EIE VAL2 IR OEEHMIZIER,

¢) 3817 sudo service ctxwcamsd restart @ <, Linux VDA MM BB GRS -
ctxwcamsd - EFBEIFINE HDX MEIBENMSAELSEINAEN v4 12 Lloopback liziER,

3. WMREM VDA Tikininl Internet, EES—&ITEN L4 v4l2loopback miziER, REEEHEH K
1 VDA,

a) EE—AEENNE Internet ERZARZAS VDA BRINAERITEN. uname -r &< AIEBERANZAR
78,

b) EERITEMN L, 51T sudo mkdir -p /var/xdl &%,

c) ¥ /var/xdl/configure_x* M&# VDA E%IEI /var/xdl/ FANEMRITEN.

d #EEHEMN L, i517 sudo /opt/Citrix/VDA/sbin/ctxwcamcfg.sh &< &E
MAZER MBZHSMMETT, Wi /var/lib/dkms/v4121loopback/1.81
b8df79107d1fbf392fdcbaa®51bd227a9¢c94cl/$ (uname -r)/x86_64/
module/ B&ETelIE v4l2loopback.ko . ZBSIEETT ctxwcamcfg.sh BB ATAE & HINAY A
%o

e) ¥ val2loopback.ko NEMITENEFIZEN VDA HEHEETF /opt/Citrix/VDA/lib64/
7,

f) E&®M VDA £, 1517 sudo service ctxwcamsd restart &< UERBHMEEGIR
£ val2loopback miziER,

ARINNER VDA

August 11, 2022
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R ERLR
3% Citrix DaaS i RIMAER VDA, %JifER Machine Creation Services (MCS), 7 &k Citrix DaaS #16l
EARMANER VDA, MBI T :

1. ERERE VDA RFERIR VM LEIZEME, AILIEASMREGKZEMNEFRIMNIER VDA,
2. EAXRGEIZITENBR. &EF MCS (EATENEESZE, ARERRMNSEEAETERFEIRITEN

BIFRIR,

BXFAER, E2EER Machine Creation Services (MCS) #12 Linux VM 3 EHATIE,

EATARIALER VDA BYIhEE
TERIMAIEE VDA LeIZ2BEIEERBMHNAMAR

FTFRIMAER VDA ERENSIEN, VDA 2BDRIBAEERIABMENAMAR, VDA BREERTZER Citrix
Workspace AEFHNEAF ZRIZ4MAF . ERLIEERFBYE, SERFNAFRHRARF (UID). 41D (GID). x
BRMER shell. EERILIHEE, BRRUTIE:

1. BT TS UERIZThEE:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent\LocalMappedAccount" -t "REG_DWORD" -v "
CreateWithUidGid" -d "Ox00000001" --force

2. £ VDAMRERRETH /var/xdl/getuidgid.sh MadisEUTRELE:

B BT A i)z
uid WE FAPRAFF (UID) 28 Linux HE24

RAEPNENAFHNES. ©AER
PRI R L R H R

gid A== (AFRIRET (GID) BRFRTISTEAN
S

homedir AJiE Linux T ERE2HERFPNER.

shell A% % shell EEBFPEZREBAFAKR,

BRI AP shell,

TERZ getuidgid. sh MR :

=W

BRREEMNRPEERN BTN,
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[113

#!/bin/bash

HEHEHEHEH R R H R R H R R H R AR
#

iZFF Linux 89 Citrix Virtual Apps and Desktops iiZs: 9/~ 3KEX uid 0
gid

WRAXFRE (c) Citrix Systems, Inc. REZFRENF,

#
export LC_ALL=" en_US.UTF-8”

function get_uid_gid_for_user()

{
echo “uid:12345”

echo “gid:1003”

echo “homedir:/home/$1”
echo “shell:/bin/sh”

}

get_uid_gid_for_user $1

REEZHFYI&R

September 1, 2022

Linux VDA FERL 15X
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Studio
R

fERE
P
s
ICA
B
i
ICA
T2
S
&
58
ICATE
BT

B

513
o

g

=
Pz

=
=
8

g mloof
It
3

=
2

=i
B KE RIR BIAME

UselLocalFimeOfCli€M\es  {EFAR
Xizh st

X
IcaRoundiirEpflheckEAdled EE A
£EF (1)
)
IcaRoundrEpflheckBayidd 15
LHP
)

IcaRoundiirEpflheckihEnidlE 2 H
£mF (0)

L)

LimitOvem@tBw ICA\# 0

&t

LimitAudi@Bw ICAF 0

et

LimitAudi@BwPercé®d\®w 0

&t

LimitUSBE& ICA\# 0

et
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Studio
R

R
USB
REE
TE [T
CA=Ps)
tt
BIMGHR
BEM
MR
1
BIMGER
BEM
HEIfR
=Ry
tt

XHE
TE T
BEIRH!
XHE
TE [T
BPREY
Bt

FTENHL
BEM
HEIfR
1

FTENH]
BEM
HEIIR
LRy
kb

=i
B KE E32S

LimitUSBB#Percen€A\#

et

LimitClipBBW  ICA\%

et

LimitClipgBWPertEAt =

il

LimitCdnB ICA\#

il

LimitCdnmBmwPerce@A\w

&t

LimitPrinBBrBw  ICA\TF

et

LimitPringBrBwPert@AYw

&t

BIAME

0

WebSocketceptWelh Shifket siidWetittrkets

JEZE
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Studio EMR
R BITE= i B RINE

WebSock&#tbSocket&®iirt 1CA\WebSead&ts

HOS

WebSockeBTrustediFiginSdOAM b Sockets

IR

ARss 8%

5z

ICAR  SendICAKe¢&MlivedCAR  FTERZE

FED #eEsh  ICAR

RE K& 155E5h
REH
£ (0)

ICAR  ICAKeepAthE#TimedCA R 60 %

FpEDD FEEDD

REHE RE

By

ICAfi IcalistenetBoWtNurtider 1494

I 28

as

HDX HDXoverGb&#  ICA Preferred(2)

BiERN

4

£iEA AcceptSessiEmRelidbAigConfidetions
Ek Pt EE (1)

5 1

E#iE  ReconnedtighiliTrdGsn®end0%vel
# Ul PimE

BEAE hEH

&5 EE

RIEFA]  SessionRétligilityA€A\s 2598
M ETIE

as k3

=i&A]  SessionRetighility TicAgaut 180 #
M ELIE

B 1%

© 1999-2025 Cloud Software Group, Inc. All rights reserved.

305



Linux Virtual Delivery Agent 2206

Studio
R

el
FTENH
BEM
el
2 PDF
WA
EN#

FTENH
Ixzhiz
FrBR G
MEE
i3

R
LY
BEM

=i
B KE RIR

AllowAutdgientRetofzect
FinE
MER

EiZ
AllowAud®BRedirecEdn

AllowPrinfigeRedir TED

AutoCreaf8PDFPririef

DriverMagiingList $TEN

AllowClipBirard Re iR

BIAME

S
(1)

Microsoft
XPS

Document

Writer

*,

Deny
5
Send
to
Microsoft

OneNote

*,

Deny

SIF
(1)
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Studio

REE
TE [
y

BanE
&ESE

IR
BE%S

Bir&
[EBES

fERMR
SRR
P3a38Y
YR
B3
FVFAL
BILH
4

=i
B KE RIR BIAME

AllowUSBRedir  USB Rk

USBDevida@Rules USB ¢ EFis  USBDevid@Rules

usB
BEE
E R
Ty
MovinglnfageCom Jiteissid reCEfiEuration
(1)
ExtraColof¥dmpreJdianwire E2H
(0)
Targeted MiRimum AraimesRetSdpsnd

FramesPe&Eecond Thinwire 30 fps

VisualQuaEy Thinwire & (3)

VideoCodgs Thinwire &igat
/R
(3)

UseHardvi@reEncodhighdr¥igigaBodec
(1)

AllowVisugtyLoss|d¢sitariTp reggigin
(0)
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Studio
R

;s
3D
FIfE
A=Ay
14

& B
iZ:N)=]

EA
e
BEM
RAR
EE

HEE
RUB

BRE
Hl28 5
R

BI NG
pric = =2l
R
FIETE
RNEE
R
=5

speex

=
PAS=:)

=i
B KE RIR BIAME

OptimizeFRE3dWorkhdadire BH
(0)

PreferredgistorDepthinwire 24
i/t%&&
(1)

it

SoundQuality =g

O ]
55
Kt

S

AllowMicr@phoneRgdir RiF
(1)

MaximumiNgriberFfsitEsion250
I

ConcurreitEagonsTofeEance
i

EnableAuiti#E pdatedfticaltroftafs
Deliv- (1)
ery
Agent
"E

Clipboard8glectioriipdateMdde

PrimarySélectionUgdgaiieMode

MaxSpee@@ality =7 5
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Studio
R

BEh&E
N
IR T
a5

el
FRIK

PILRIK
B
el
Ixzhas
BEM
R
P imIR
Bl
i)
BEE
R

RVFTE
KEHS
B
PAR
Xt
M=m|
TEX
(53

=i
B KE E32S

AutoConrBetDrivest &

&
19/CDM

AllowCdr@@wDrives X4 &

E
&/CDM

AllowFixegiBrives X#4=

&
19/CDM

AllowFlopByDrivesxX &

E
©/CDM

AllowNetvgrrkDrivek (&

=

&
19/CDM

AllowDriveRedir xX#E&

=

E
m/CDM

ReadOnly#egp ped DiiflE

=

E
&/CDM

AllowAutdgeyboardrRlUp

AllowFileFagnsfer xf¢t%
L]

AllowFileERswnloadc 1%
L]

BIAME

BB
(1)

s
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Studio EMR
REZ BITE= i B RINE

Bt AllowFileBptoad xX#E  aiF

&3 L]
1]
£iF%  EnableSeSionldleBift BE=HA
PN IHRY N (1)
2
2% Sessionldi@Fimerintafeal 1440
IR Y28 paKs:
EIEI
BrF=  EnableSefSnDiscanfuctTirAdE A
JEIHAS g (0)
2
BrF=  SessionDiEm®nnectEithurPeridd0
. an:N] Y28 paxz:
I

AE:

3% Windows Virtual Delivery Agent (VDA) 3z3#%i@id A 7 #B IR 1Y (UDP) %447, Linux VDA <3z
B, BX¥4EER, B2N@ETAAEHIERY (UDP) LA EH S,

AIUMER LT Citrix $KE&I&B7E Citrix Studio FERERIEEEITETES:

o [ETWITITE . WERDNTHNSIERH SSHERE PR,

o RIETAITETSENFE: RETHSIERNITEIRS, MRFIFTAITEREEANEERA, HEEDRFTIZENN
BIRREEIBFEN, SIEBFTIEE,

o WIFEZENRIEITEISE . WHE ST XNMIEZNSIEEE ST ERRE],

o WIFFEESIEITETERIENG: IR B SR SIE A Z AiRIETElERR.

EEMREIRERN, BFHRXEREEREPRE—H

TRRENEIRGEIZEN, BET—FESER. AXTA, BEIUTHEEHE: RBEXAESHES, BLEE
El%f%?%/ﬁﬁj.”klu\o g@ 1%1%?%/%511){*&.\, 1E$E1#m)ﬂ§ﬁ)\l'/(§§f|ﬂl+ﬁj’%§o
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Your session has been idle For the maximum allowed
time. You will be disconnected in 5 minutes if the
session remains idle. The session may then be

logged off after an administrator specified delay

OK

BJLAFE Citrix Studio 7.12 i & E SR AP ECE LA T 5B,

+ MaxSpeexQuality
& (¥%): [0-10]
BRINME: 5
HAER:

ESREANPEE, SMEERKA Speex RIS SIMBIEH1TRID (BBRATIRER), Speex 2—
MEBRFEER, XEREEIFURANESESREEREITES. SHM—EIESTRFENDRAR, XAz
HI1E R EMELAFE 2 PRI, AL EEHE Speex figI 2@ SBEE 0 3 10 ZEMRESHITH, &

BiS, RS,

= Speex RERESIREMNHRRE (FSHTMEEOHRERHIRE) EFRE Speex REX SHERE
Wi, MRSTHIMHRENT, FEBFLTEFRN, XERERERRS. IRSTINRENR, FEFFLTE
HIRI, XBEREFRIFRRIR. BRI Speex REARENRA TERRLLER, &E Speex REHIAR
AIERR AT R

- FET&EE Speex BR&,
- HILRBERFFINFHERS,
BXIRE: SR8, SMEEMT RS
+ PrimarySelectionUpdateMode
& #&):[0,1,2,3]
FiAE: 3
HHER:
EERHEH SR T BTG EIERN, RERIEERS.
g EITH Linux VDA MIZFiG LN T REARTERE ] UEXN A Bk LB, F0MEE:
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Primary selection update mode

Host selection changes are not updated to client
¥ -"'ﬁ_l‘-' Client selection changes are not updated to host
Selectnon cha nges are updabed on both client and host

5, 7.1 Desktop 05, 7.5 Server
: +uesktop O35, 7.8 Server 05, 7.8
Desl‘ftop 05, ? 9 Senrer 05,79 Desl-:top 05, ? 1 Sewer 05,711 Desk‘top 08§, 7.12 Server 05, 7.12

Desktop 05, 7.13 Server OS5, 7.13 Desktop 05, 7.14 Server 08, 7.14 Desktop OS, 7.15 Server 0§, 7.15
Desktop OS5, 7.16 Server 05, 7.16 Desktop 05, 7.17 Server 05, 7.17 Desktop OS5, 7.18 Server 05, 7.18
Desktop OS5, 7.19 Server OS5, 7.19 Desktop 05

¥ Description
This setting is supported only by Linux VDA version 1.4 onwards.

PRIMARY selection is used for explicit copy/paste actions such as mouse selection and middle mouse
button paste. This setting controls whether PRIMARY selection changes on the Linux VDA can be
updated on the client’s clipboard (and vice versa). It can include one of the following selection
changes:

Selection changes are not updated on the client or the host. PRIMARY selection changes do not
update a client’s clipboard. Client clipboard changes do not update PRIMARY selection.

Host selection changes are not updated on the client. PRIMARY selection changes do not update a
client's clipboard. Client clipboard changes update the PRIMARY selection.

Client selection changes are not updated on the host. PRIMARY selection changes update the client's
clipboard. Client clipboard changes do not update the PRIMARY selection.

Selection changes are updated on both the client and host. PRIMARY selection change updates the
client’s clipboard. Client clipboard changes update the PRIMARY selection.

* Related settings
Clipboard selection update mode

- BERABREEREAEZR I LU REEN EEH
Linux VDA EHMEREABTEERERZ A i EHEIMER. FRKENIREABTEEFRENR Linux
VDA ERIZINGIR,

- INEERNREEREMEZFiH
Linux VDA M EARABEEAEHZFF iH EHFIINR. BARKREMNEXERNTEEEH Linux VDA
LRI NEAR,

- BPEERBTEREREIEMN
Linux VDA EM i EABETEETHZFF iF EHFIINR, BRKEEMNEXEERBTIEEAEH Linux VDA
LRI NEAR,

- EERAREERNERFHMEN LER
Linux VDA EMEEENBLEEEHEF in LEINGIR,. BF K LT REABLEEEH Linux VDA £
BUBIMEAR. LEET A ERINE
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BXIRE: BEREEADEHRER
+ ClipboardSelectionUpdateMode
& (#2): [0,1,2,3]
#AINME: 3
HAER:

HEEEREMEHPHIBEREE S8 JELREAEMREERNS, flBIMNREREFEE “E
#”, BIMERIEEABEERTF Microsoft Windows BIlkiRi&E, MEEERNBST Linux s 2m—,

It EEBgiEH Linux VDA fiE P i ERBIIEIRIEE AR T E R T 0] LEX AR LB . FEMEED:

Edit Setting
Clipboard selection update mode
I Value: |Selection changes are updated on both client and hast ~ -
Studi( " Uee Selection changes are not updated on neither client nor host haost
Host selection changes are not updated to client
v A_F'Pl Client szlection changes are not updated to host X
Virtu changes are updated on both dient and host O5, 7.1 Desktop O5, 7.5 Server edail
Setti 0s, = P T e o, Feror oo Desktop 05, 7.8 Server 05, 7.8 LAY
= Desktop OS, 7.9 Server OS, 7.9 Desktop 05, 7.11 Server 05, 7.11 Desktop 08, 7.12 Server 05, 7.12 Select
Users & Desktop OS5, 7.13 Server 05, 7.13 Desktop 08, 7.14 Server 08, 7.14 Desktop 05, 7.15 Server OS5, 7.15
Desktop OS, 7.16 Server 05, 7.16 Desktop 08, 7.17 Server OS5, 7.17 Desktop OS5, 7.18 Server OS5, 7.18 )
Summg Desktop OS, 1808 Server OS, 1808 Desktop O3S, 1811 Server 05, 1811 Desktop OS ST
¥ Description
This setting is supported only by Linux VDA version 1.4 onwards, It)

This setting controls whether CLIPECARD selection changes on the Linux VDA are updated on the
client's clipboard (and vice versa). It can include one of the following selection changes:

Selection changes are not updated on the client or the host. CLIPBOARD selection changes do not
update a client’s clipboard. Client clipboard changes deo not update CLIPBOARD selection.

Host selection changes are not updated on the client. CLIPEOARD selaction changes do not update a
client's clipboard. Client clipboard changes update the CLIPBOARD selection.

Client selection changes are not updated on the host. CLIPBOARD selection changes update the
client's clipboard. Client clipboard changes do not update the CLIPEOARD selection,

Selection changes are updated on both the client and host. CLIPBOARD selection change updates
the client's clipboard. Client clipboard changes update the CLIPBOARD selection.

¥ Related settings
Primary selection update mode ﬁ
lancel

ﬁ Cancel

- EERNATFEREAEE G L AREEN _EFH
Linux VDA ERIBIMEIREE AR T EAEHMEFF Im EMEINLIR. B iR EMBIMLIREERNRTEAEH
Linux VDA EAIEINEIR

- FNEEABREEAENIEF IR
Linux VDA EM S RIEE AR T ERAERNZF A In MR, XA E EMEMRIEE NS TEER
Linux VDA EAIEINEIR,

- BRIHEERABTZEREMEEN
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Linux VDA EMEIMIRIEEAR T EETFME P in LM MR, BRIG EMNEIEIRAERNBS T EARAER
Linux VDA ERIEINEHR,

- EEABTEERNERTFIHMNEN LEH
Linux VDA ERBIMEREE A AL EEHZF in LEINGIR, & F i LBV EIRIEE A B L EEH Linux
VDA ERIBINEIR. IthikT9BRIA(E,

HEXIZE: TEERBIEMER
AE:

Linux VDA X #FBIIREEANBMEEEAND. EizHl Linux VDA 5EFimZ BREHIFMIETH, HITERN
ERRKEREE AT EMRAN EEEARTERELIRENERNE,

FTEN

August 11, 2022
FEHRBEELUTES:
o STENREE

« PDF#TED

FTENSRAEMOE

September 1, 2022

IR ME RTENRIESLEBIER.

oS

Linux VDA ZRERSEA cups 7 foomatic idi528. 1ER % VDA BIREITIRSR, Fal LURIESD RIERFIRELIR
25 fjlan:
ZRHEL7 L:

sudo yum -y ‘install cups

sudo yum -y install foomatic-filters
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&

Citrix 124 7 = Fh2E B 00ERITENHIRENTER (postscript. pcl5 # pcl6). BZ, BRITEMIRGHIEF TS EME
PITENN R D, EXMERT, FHRAHHME—EFNERE ~/.CtxlpProfileSCLIENT_NAME BB . BEhR
75 1906 2, FAILUERMNTE Citrix Studio HEREITENHIREHIZ FF BT AN A M SRR,

£7¢ Citrix Studio FECEITENHIRENIZFIRET IR A M SRR, IBMITLATIRIE:

1. EFFTEDHIREHAZ Fr BRES NS M R BK

2. BEHRM.
3. AR IRITENMNIRIEF BFES IRGHIZF & 7. MNREMERT Linux & Citrix Workspace M ABER,
BEHAIETITENH B o

4. EEERAHBEN VDA LHIREHIERFE X HFRIET R,

Edit Setting

Printer driver mapping and compatibility

' Driver Name - Action - Settings - S¢
Microsoft XPS Document Writer * Do not create Unmodified
Send to Microsoft OneNote * Do not create Unmodified
FX FPS Color Class Driver Replace with /
i@ Edit driver mapping X
Add | | Driver Name:
FX FPS Color Class Driver
| Use defaulty g™ Deny
() Allow
- Applies to.tl ) Do not create -
g'ﬁ“algse'? O Create with universal driver only [C})SS 7??3
enver = . y
Server 0S. 7| ° Replace with | /usr/share/ppd/cupsfilters/Fuji_Xerox p 0S, 7.12
Server 05, 7 sktop OS,
7.15 Server | OK ” Cancel 7 Desktop

05, 7.18 ServerUs, 7.15 USSKIOp US
¥ Description
Lists driver substitution rules for auto-created client printers. When you define these rules, you
can allow or prevent printers to be created with the specified driver. Additionally, you can allow
created printers to use only universal printer drivers.
Driver substitution overrides (or maps) printer driver names the client provides, substituting an -

“ | Cancel
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} =r

AR

o {N3z#F PPD RohiZF XX,
o AFEFFTENNIRENIE R IRES AN FR A M SRIEAVE Mk Tl. RBEBIRNEN.

fERBER

AUMBRGEHREMNERFBHEARFT, XREFIBRIMTEMNAIMRSIE Linux VDA 1%, WFREMEARER,
FTENNZARAEo

s WFEGHSE:
CitrixUniversalPrinter:$SCLIENT_NAME :dsk$SESSION_ID

o WFRTBHEZBERF:
CitrixUniversalPrinter:$CLIENT_NAME:app$SESSION_ID

AR

MRE—AFRENTATEAXTHNRENERGHNNAER, IERILIAREMTEN. TEAEERBRNARE
FRIEPHKETEIN LATEN, MEEEEABHNRERIEFHINBZFITEIN ETEN,

HUEHERR
FoEFTED

FTENFTAIE B TIERY, B EITENFIFER ctxlpmngt #1 CUPS #2252,

FTENSFIPIZR cixlpmngt B—MEIE#IE, KRERIERIERNIET,. BTUTHSURINMTIFIFEFERSEEE
17, WFR ctxlpmngt Kiz17, BEMHLSTHRFaIER ctxlpmngt,

ps -ef | grep ctxlpmngt

WMRMTEITED, BT CUPS 1E28, ctxcups lRSATFHTEINERE, #5 Linux CUPS 2RB15, #HBESMT
BLEE—, TBEIBITUTHSHITRE:

service ctxcups status

gk CUPS BERFSING B

sk CUPS B, BETUTH<UERE CUPS RS . &N, CUPS BEXAIERE hdx.log +:
sudo service cups stop

sudo vi /etc/systemd/system/printer.target.wants/cups.service
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PrivateTmp=false

sudo service cups start

sudo systemctl daemon-reload
AR

AL ENE B IR R R BRITENH SRR E, FERRERLT, TENHIESE, AAXsHmE CUPS %2
o

FTEN4g SO ELET

TN BHEFARETESSHBHED. RAPASIAPRETRDEFEE, REEFEIRE
~[.CtxlpProfile$CLIENT_NAME fi & ##17E &,

[DEFAULT_PRINTER]
printername=
model=
ppdpath=
drivertype=
BE:
printername FEBEHNE LR P IHIATTEINNZF, ER—IRIRME. BEN%HE.

TeeREFHE BT ppdpath. model 71 drivertype, FJMRETAIITENN REEFRAEP—PMFER,

o MRBAITENNIEEFSEFIHITEINARES, BHEH model= EMAE ANITENNEDIZFHE S, AL
M lpinfo S EHATENNA L FIBL S BHR:

lpinfo -m

xerox/ph3115.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

xerox/ph3115fr.ppd.gz Xerox Phaser 3115, SpliX

V. 2.0.0
xerox/ph3115pt.ppd.gz Xerox Phaser 3115, SpliX V. 2.0.0

AERILUSEE S LASHTENHLILAC :
model=xerox/ph3115.ppd.gz

o MRBAITENNIEEFSEFIHITEINARES, BEEXNITEINIEDZFR PPD X4i&1Z. ppdpath &
EANFTENNIRZNFE FF X BIBITEE 1R o
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g0, /home/tester/NATIVE_PRINTER_DRIVER.ppd FEZ#E—1 ppd R&hizF:
ppdpath=/home/tester/NATIVE_PRINTER_DRIVER.ppd
o Citrix 2t 7 Z#h R 8ERITENHIRENIER (postscript. pcl5 # pcl6) . A LURIEITENHE 1B BIREHIZ
giﬂo
Blgn, MREFFIHEINTENIREHIZF AN PCL5, 5% drivertype i&&5:

drivertype=pcl5

WMHKXNAE
SR EREMERRITEIN. FH2iRXEHA CutePDF #1 PDFCreator 2 Z5MEHMTENN LU E L BB & S$TENHLIRK
HEFE %o

FTENPRALEUR T2 P i R IAAT N4 T ENW IR BNAE e SS0TARE SRR IR A KRB, MREFIRITENNERNZ
PCL5 IxzpigRs, m Linux VDA &/ Postscript lEzhigrs, Ns IR,

WMSRFTENN IR IZF B IE S, BILAITIA T S BRMAE RIRE
1. BRIELAHENEEARIE.
2. &7 vi ~/.CtxlpProfile$CLIENT_NAME <,
3. FINUTFERITE Linux VDA HR1FEAITENX 4

deletespoolfile=no

4. FHEABMBERUNHELEEN.

5. FTENCRYAEMRBEITENS , B —1 spool X {%727E [var/spool/cups-ctx/$logon_user/$spool_file
To

o
=

FRITENIRE AT, MR spool XHEXNAE, KGR, BBAR Citrix 235 GHRMITENRE) LIREX

PN
=
B

i

o

FPBY, SNRMETEVITENHL (H) IREHIZRER postscript, AJIAEREE Linux 2ER S L1TFF spool x4

T
%
7. R spool KNFAZE, WEEXEEHFEF K. spool XERBEURTFEF mERIAFTENVIAIFTENHIREHIE
KE
KERBZE EH.

MREEITEXMHRE PCL, BEZFHIZIERFE Windows, MIKESITEIXHERIRIZF IR, HERARRN
FTENHIRENIE A FE R P i T ENA AT ENZS Mo

8. RRSTRYFTENHLE B ERARRMFTENIRENER, TILL PostScript & R ikiTENH A fl:
a) BRENRE, ARFRKE LTS
b) TFTENEEIIF:
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localhost:631

C) EEFBRETAIITENH CitrixUniversalPrinter:$ClientName:app/dsk$SESSION_ID 71 Modify
Printer (fSZTENN), LLIRMEERERAEEENR,

d) R#¥F cups-ctx iEE, REEE “Continue” (44 UBBITENNIRENIZR,

e) 7£ Make (%i&%) 71 Model (2:5) FE R, M Citrix UPD RzhizF s E R REMITENNIREIER .
9, MR%EET CUPS-PDF EHMTENN, "JL%E#E “Generic CUPS-PDF Printer” (@A CUPS-PDF
FTENHL) REhiERF. REFEL.

f) BRI, WL .CixlpProfile$CLIENT_NAME R BIRsNIZFHI PPD X4, WUAY
BRETRYHT ENALE R R R IR BN IZ o
BR8]

TEIEBHEMTE Linux VDA LITENBITZE/EY R :

CTXPS RzpizF 5885 PLCATENHIARE

MRREFTENRLIRE, B ITENHIREDIZ R 12 B A BIE R R (R A TENHIIREDIE T

FTENR S ALBTFTEME AR 8

EAME FIRITENN LITENASMEE, XES@BIRSSERH#TEE. IREZNEERE, FRTEFERKHR
&,

EHEMIEPEFITENNAFTENELLEBAN
Linux Mg 5 Windows RERZRRE. Hit, PAERAFBASRSRYCCENBEN. ERIURZAXEEM, HiE
SEH CUPS BBEXfF: [etc/cups/cupsd.conf,
BB AL E R S AT RS A R
DefaultPolicy default
INREEBERFRSA default, MKELITITARIMEIBRIAGERS XML Rep:

<Policy default>

# Job/subscription privacy...

JobPrivateAccess default
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JobPrivateValues default
SubscriptionPrivateAccess default

SubscriptionPrivateValues default

<Limit Create-Printer-Subscription>
Require user @OWNER
Order deny,allow

</Limit>

<Limit All>
Order deny,allow

</Limit>

</Policy>

PDF #TED

August 11,2022

fEFASz 5 PDF $TEN#Y Citrix Workspace RFR#2FhRAS, AILUTENM Linux VDA RIERERHHRHE PDF, SIEFTENE
AR ki E 24T Citrix Workspace R A2 FRIZASH T E A, 7EAMITEN L, AL PDF ZT&E8TF
PDF, H1ERm&sTENH E#1TFTED,

Linux VDA z357E LU Fhiasgy Citrix Workspace R 2R Li#1T PDF $TEM:

+ Citrix Receiver for HTML5 h4s 2.4 5 2.6.9. ZAF HTML5 & Citrix Workspace FZF#2F 1808 RE&
hixZs

« Citrix Receiver for Chrome hiz#s 2.4 2 2.6.9. &R TF Chrome § Citrix Workspace R FR#2F 1808 &
ERARA

« EATF Windows 89 Citrix Workspace M ABEF 1905 RES A

[Tt

BT A #F PDF $TENM Citrix Workspace Rz #2FhrAsr, FE7E Citrix Studio #/E AT HRES:

o BRIRITENMNERER (FRINER)
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« BmglE PDF BRATEIN (BRIAEER)

BRAXLEREE, SEEERMNRIEPREITENN, TSR ERESITEN L, UEEEZRITON. BXIRE
BHAMTEINBE R, E8I1A Citrix Workspace [ AEi2F 0,

Remote PC Access

July 15, 2024

ik

Remote PC Access 2 Citrix Virtual Apps and Desktops B Bi2F. EFEANEBRENMATFRTUREMNS
RIEFBHREMBHAE PCo MRAPAILUARIAENAE PC, ti1aILUAMSR LIEFrEMNRER BIEF. SUBME
o

Remote PC Access f# R 3f1 Bk £ B A1 M A2 98 RE) Citrix Virtual Apps and Desktops A, HEMEE
Remote PC Access BIERFIFFZSEBE Citrix Virtual Apps and Desktops FrEMERFRIZHER, Xirg—E
RItT —HES—WEREL, BP@EdER Citrix HDX Rt HIZRED AR PC 21, REREAF AL,

BXFEAMEER, E2F Citrix Virtual Apps and Desktops xx#4s#9 Remote PC Access,

ARE

XEESTEEINE Linux VDA 155/
o YN L, BREIE 3D B TER Linux VDA, BHHF NVIDIA IREHFZEFHIBRSI, BB 7T HDX 3D &z,
PC WEMRRETAEL. BERIERBEFEEBENTESXK,
o JEXTYER Linux it ENER A STFRIRIERALENTENE R,

o BRIAFSEREAT Linux I8N, BZEmAF2E, AREAMER PCHEBHRESRAZBENITE
Mo MR BBERATMNER TRITHE R, FFE_ LM Citrix Workspace R REF A UEBI A F £ Remote
PC Access RE=IEFIHRINAZE PC LN AEFNEE.

« MRAFEAEFMERIIE PC, ZiAM StoreFront Bz PC KK,

o WEEEIMAERT Linux i+EH.

[T

231t Linux PC 1%, BB PC £R%# Linux VDA, ¢/Z Remote PC Access XEMITENER, AEIE
YA, ETENBE RS PC AIMERIARNARER. UTEDFEENTAT ZdiE:
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$2 1- 784 PC L% Linux VDA

BIWEERENZEREE Linux VDA, £R#FidEH, & CTX_XDL_VDI_MODE ZEMEIREN Y,

S12 2 - 6172 Remote PC Access AW+ EN B R

1. 7 Citrix Studio 7, ARBHIUENER, AEMNREREFEFUZIHTENER.

& Citrix Studio
File Action Wiew Help
| a1 m H

|| Console Root
v B Citrix Studio (site)

O Search

£ Delivery Gra Create Machine Catalog Single-session OS (Remate PC Access)

il Application: View N Single-session 05 (Remote PC Access) 1
g Policies Single-session 05 (Remote PC Access) 1
[# Logging Refresh

~ [E2 Configuratic
A Adminis  Help
Controllers
=1 Hosting
7 Licensing
3 StoreFront
[ App-V Publishi

O Zones

w §§ Citrix StoreFront

3 Stores
Server Group _________________________________________________—— _________________________________________________ ]

Details - RemotePC-suse125

Details \_Machlms Delivery Groups

Machine Catalog Machine

Installed VDA Version: 20.09.0.3

Name: RemotePC-susel25

Machine Type: Single-session OS5 (Remote PC Access) Operating System: SUSE Linux Enterprise Server 12 (x86_64)
Set to VDA Version: 7.9 (or newer)

Scopes: All

Zone: Primary

2. BEENTIE LN TP,
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tachine Catalog Setup

Studio

Introduction
QOperating System
Machine Management
Master Image

Virtual Machines
Computer Accounts

Summary

Introduction

Machine Catalogs are collections of physical or virtual machines that you assign to users.
You create Catalogs from Master Images or physical machines in your environment.

Important: The Master Image or physical machine that you use to create a Catalog must
have a Virtual Delivery Agent installed. Also, ensure that the operating system is up-to-
date and that applications are installed.

Before you begin, make sure that you:
® |dentify the types of desktops and applications your users need

® Choose a Catalog infrastructure (for example, whether to power manage virtual
machines)

® Have a technology for creating and managing machines (such as Machine Creation
Services or Citrix Provisioning)

® Prepare your environment, including the Master Image, computer accounts, and

network interface card configuration.

Learn more

[ Don't show this again

3. TERER%KTUE Li%EE Remote PC Access.
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tachine Catalog Setup

Studio

+ Introduction
Operating System
Machine Accounts

Surmmary

Operating System

Select an operating system for this Machine Catalog.

Multi-session 05
The multi-session OS5 machine catalog provides hosted shared desktops for a large-scale
deployment of standardized Windows multi-session OS or Linux O5 machines.

Single-session 05
The single-session 05 machine catalog provides VDI desktops ideal for a variety of

different users.

(®) Remote PC Access
The Remote PC Access machine catalog provides users with remote access to their
physical office desktops, allowing them to work at any time,

There are currently no power management connections suitable for use with Remaote PC
Access, but you can create one after completing this wizard. Then edit this machine
catalog to specify that connection.

o) R

4. S8EHE7MOU LUEFEE S B4 PCH OU, SHERIZRMITEAKAFREMTENRNEHENERF.
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tachine Catalog Setup

Studio Machine Accounts

Machines in your network domain have an associated machine account. The machine account
name is usually the same name as the machine. The machine accounts you choose must match
the machines that users use for remote access. To add groups of machines by Organizational

¥ Introduction Units (OUs), select Add OUs.

+ Operating System

Machine Accounts

Select the machine accounts and/or OUs associated with your users:

Summary To get started, add a machine account or OU.

Learn more

l Add machine accounts... ][ Add OUs.., ” Remove

o Select the minimum functional level for this

catalog:

Machines will require the selected VDA version (or newer) in order to register in Delivery Groups
that reference this machine catalog, Learn more

5. SRITENER.
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tachine Catalog Setup

Studio Ty
Machine type: Remote PC Access
Elitadiiton IWachines added: 1 organizational unit (OU)
= EEm VDA version: 7.9 {or newer)
« Operating System
. Scopes:
+ Machine Accounts
Zaone: Primary

Summary

Machine Catalog name:

|RenuﬂePC_RHEL8ﬂ |

Machine Catalog description for administrators: (Optional)

| Example: Windows 7 5P1 desktops for the London Sales office |

To complete the deployment, assign this Machine Catalog to a Delivery Group by selecting
Delivery Groups and then Create or Edit a Delivery Group.

6. (Aik) ARBEITENERURITEXIZF.

& Citrix Studio
File Action View Help

=2 2@ HE

8 Citrix Studio (site)

O Search
® Machine Catalogs
8 Delvery Groups || Machine Cata L Alocsied mschines
# Applications RemotePC- = Single-session OS {Remote PC Access) 1

IS Policis o Singie-session 05 (Remote PC Access)

[i# Logging Edit Machine Catalog
v & Configuration View Machines
£ Administrators
[ Controllers
= Hosting
s Licensing Upgrade Catalag
[ StoreFront

[y App-V Publishing

@ Zones

Single-session OS (Remote PC Access) 1 1

Delete Machine Catalog
Rename Machine Catalog

TR 3 - gIERMAAE, UETENERPH PCAIMHERIGRNRIIAEF R

1. 7 Citrix Studio 1, BRBHR(IE, AREMREREREZFCIERTHE,
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& Citrix Studio
File Action View Help

= s BE

1 Console Root

~ & Citrix Studio (site)
[ Search

Machine Catalogs

Sessions in use

octeery aoup .

£ Delivery Grouns EematePC . Desktops Total: 1 Total: 0
i Applicat Create Delivery Group (Static machine assignment) Unregistered: 0 Disconnected: 0
[= Policies v N Desktops Total: 1 Total: 0
[# Logging e (Static machine assignment) Unregistered: 0 Disconnected: 0
~ [E» Configu Refresh Desktops Total: 1 Total: 0
£ Adm (Static machine assignment) Unregistered: 0 Disconnected: 0
Con' Help
™ Hosting
Fu Licensing

3 storeFront
gy App-V Publishi

@ Zones

w ¥ Citrix StoreFront

I3 Stores

[E5] Server Group

Details - RemotePC-suse125

Details | Catalogs | Desktop Assigrment Rules | Deskiops (1) | Ussge | Tags | Administrators

Delivery Group State
Name: RemotePC-susel25 Enabled: Yes H

Maintenance Mode: Off

Description:

2. BERMEANITE LN TP,

Create Delivery Group

Studio Getting started with Delivery Groups

Delivery Groups are collections of deskteps and applications (which could ke in Application
Groups) that are created frem Machine Catalegs. Create Delivery Groups for specific teams,

Introduction departments, or types of users.

Machines . . . . . t
Make sure you have enough machines available in single-session OS or multi-session OS

Machine allocation Machine Catalogs to create the Delivery Groups you need.

Users

Applications

Desktop Assignment Rules

Summary

[ | Don't show this again

Back Mext

3. ERAESRE 2 FEIRNHENER, UBESRAAXEK,
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Create Delivery Group

Studio Machines

Select a Machine Catalog.

| Catalog | Type | Machines
¥ Introduction ") RemotePC_2020_06 Remote PC Access .
Machines O  RemotePC_RHEL81 Remote PC Access =

Machine allocation

Users

Applications

Desktop Assignment Rules

Summary

0 This will set up an association between this Delivery Group and the selected Catalog. This
association means machine accounts added to the Remote PC Access catalog in the future,
will automatically be assigned to this Delivery Group.

4. FMEILUARETENERF PC AR, FMNAF I UEREFiREE £R Citrix Workspace [ B2FiTiz
h1E PC,
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Create Delivery Group

Studio sl

Specify who can use the applications and desktops in this Delivery Group. You can assign users
and user groups who log on with valid credentials.

v Introduction ® Allow any authenticated users to use this Delivery Group.
Machines Restrict use of this Delivery Group to the following users:
Users
Desktop Assignment Rules

Summary

Back m Cancel

She i
Remote PC Access <#REIMMREEINEE, AP AILUERILIIREZEABYIE PCo EBIILINEE, BRAUEDRE
PC AMEMBPRERHA, UTHRERMAE. BFAERUET BRI AREITIZEZ TR

BRI MIREETHAE, £I¥IEE =7 Delivery Controller 8/ RESE#EM PC LizfTH VDA %i%%| PC FRTERF M.
AR ARSI EMEMAGHE=FRRARENERATIET, UEEXIHES.

B MMRERINRER B T L 4R T SCCM BIBMmEEINgE. BXET SCCM NBEMREENER, BFSiH ik
f2-SCCM £k,

TEHRERBEMREEINENRRERK:
o EHITE:

- Citrix DaaS (#1#r Citrix Virtual Apps and Desktops AR%3)
- Citrix Virtual Apps and Desktops 2012 E Sk

o Y3 PC:
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- VDA hitAs 2012 s{E=hR A
- 12 BIOS ##1 NIC LBA 7T RBiEMmEkE

& B Eg

Bai, 7R PowerShell B 5 pH B IR EEH AR B -
ERERFEMMREE, FHITUTERE:

1. INREZTEE Remote PC Access HENBR, BIE—IER.
2. MRETEERYMREFNEE, BoE— EE,

=

P =

EFEAREMREETIEE, MREEE “Microsoft BB B ERFIAMME" RKENWEHIEE, BHOIE—

ENEE,

3. KWRBEMIREE EHERIE—ARIRT.
4. BREMREEEHERS BN B RAEXE.
ECIRBIMMREE N ERE, BHITUATRIE:

# Load Citrix SnapIns
Add-PSSnapIn -Name "\xcitrix\x"

# Provide the name of the Wake on LAN host connection

[string]$connectionName = "Remote PC Access Wake on LAN"

# Create the hypervisor connection

$hypHc = New-Item -Path xdhyp:\Connections °
-Name $connectionName °
-HypervisorAddress "N/A"
-UserName "woluser'" °
-Password "wolpwd" °
-ConnectionType Custom °
-PluginId VdaWOLMachineManagerFactory °
-CustomProperties "<CustomProperties></

CustomProperties>" °

-Persist

N

$bhc = New-BrokerHypervisorConnection -HypHypervisorConnectionUid

$hypHc.HypervisorConnectionUid

# Wait for the connection to be ready before trying to use it

while (-not $bhc.IsReady)
{

Start-Sleep -s 5
$Sbhc = Get-BrokerHypervisorConnection -

HypHypervisorConnectionUid $hypHc.HypervisorConnectionUid

© 1999-2025 Cloud Software Group, Inc. All rights reserved.

330



Linux Virtual Delivery Agent 2206

}
FNEREEMERE, BITUTHLUERENEZNE—ITIRT:

$bhc = Get-BrokerHypervisorConnection -Name "<WoL Connection Name>
n

$hypUid = $bhc.Udid

KMREFENE—RFRRTE, BTU TS EES Remote PC Access i+ 8 B RHEXEx:

Get-BrokerCatalog -Name "<Catalog Name>" | Set-BrokerCatalog -
RemotePCHypervisorConnectionUid $hypuUid

5. HIHENMBRFHEE VM £ BIOS ##0 NIC L5 A FIRMREE,
AR BRABENREENTS ER T BN EENREMNS.

« E7£ BIOS HEHEIHMMEER, EHMITUTIRIE:
a) # X\ BIOS HERARBIZMRERINEE,
nia BIOS M7 A BURA T EARMIEISE A EHSEEEER BIOS HEHE,
b) REEMIEEHEHMEITEN.
« Z7E NIC LEABREMIREE, FHITUTIRE:
a) i5fT sudo ethtool <KNIC> &< LUEEEHN NIC 2EZIFO%KIES,
<KNIC> 2&M NIC Big &R R, Fltl ethO, sudo ethtool <KNIC> &<RftEx NIC
TheerY g :
- NRHEFEE—PEMTF Supports Wake-on: <letters> Bf7 (He <
letters> 88F® g), &M NIC EX3REMREELISIEES %o
- MRHHEPEE—PEMF Wake-on: <letters> W17 (Hrh <letters> B8&F
8 g, BFEAFHE d), NWEENREOBIERAEEEM. B2, IR <letters> @&
FEd, WRTEEMRENEEER, EXMERT, #@diEfT sudo ethtool -s
<KNIC> wol g@&<EmRIRmMEE,
b) EAZEALITHRYT, S8REHEHEREIT sudo ethtool -s <KNIC> wol g®<. B
KA BUIET, ERIBENAZITRERUTSR:
Ubuntu:
¥ up ethtool -s <NIC> wol gfTHAmMBEORE XH /etc/network/
interfaces /i, fi0:

# ifupdown has been replaced by netplan(5) on this system.
See
# /etc/netplan for current configuration.
# To re-enable ifupdown on this system, you can run:
# sudo apt install 1ifupdown
auto etho
iface eth0® inet static
address 10.0.0.1
netmask 255.255.240.0
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gateway 10.0.0.1
up ethtool -s etho® wol g
RHEL/SUSE:
¥ LT ETHTOOL_OPTS 28 A meEOREE X% /etc/sysconfig/network-
scripts/ifcfg—-<NIC> s:
ETHTOOL_OPTS="-s ${

DEVICE }
wol g"

RITEREM

L&t %7E Remote PC Access HER B MIRERRY, 5EE U TEI:

o ZMTEN B RALUERBRAEIE M MREE EHER,

« BEff—5 PCEER—& PC, Mma PC R TR—FNER, HEAERNBEMREETHER, X& PCEE
HEZERAENHTENERFHFER,

o FENERNEAHEXE, MRENBEPELSZSIMXE, WFEEES MR ERBEAMREENER, X
EFERTFITENER.

o LIREMERESR/I ik 255.255.255.255 #1771 #, HRIZMIAL KM L,

o FRPBHAEMTH—E PC (WFENEMMRERERE), 7 8EREZFMHEITEN.

BIFEEEM

TERERBEMREEI R EE R

o VDA B RELFEM—R, A aEEREMRBEEMmREENAEmREE PC,

o BIEMREETHEE R AEM THiEE PCo ZINRERSTITHMEIRIRE, BIMIERBINTKA.
IR BINNIREE R, 1ZThAETE Studio FEIM. B2, FXFHE Studio FéREHEM.
o JHEEEIUTRMARNZ—KIX:

- YAPERABHIE PCMEiEHE VDA KMt
- YEERM Studio 2 PowerShell FikiZTH B R <SR

+ B F Delivery Controller 7513& PC W JRRKZ, Hit, Studio EERERS FTERFXZ# Delivery
Controller &8 VDA SEAHREREE PC 2 TFER X H.
FEZAR
TEZ Remote PC Access WEMEIR:

o FRRFEIGITIER: Remote PC Access i&itRE,

« Remote PC Access &z 45#r9R: Citrix Remote PC Access R A =S E (KR LN,
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=&

August 11,2022

FHEPATEEUTER:
o BiEMNfEh

s FRRNEERER

o RENAERF

o RIEAEMN

» Rendezvous V1

+ Rendezvous V2

o FATLS RIFAFRIERS
« EA DTLS RIFAFPRERE

BENZ 4

August 11,2022

BiERzfEH= Citrix Virtual Apps and Desktops B9 E il LEREREER, BRI B, BT RAR
FHREM, HEEAEHEMRRES WAN f Internet &P B EiR, GXBEENERNFMES, BEHE
EIVALE IS

BRBEENER

7z Citrix Studio #, i HDX BERFHEIKIEEAERTER IR, ERBALTFIERRES,

o Hit: RABEFEAET Enlightened Data Transport (EDT) BB &R &4, HEHEE TCP,
o 2B 2%IBE EDT, HEZMEELRE TCP,
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HDX Adaptive Transport

Value: | Preferred

I:l Uead Preferred
Off

MG Diagnostic mode  aliGEILUE
Virtuaroemveryagere s server 05, 7.13 Desktop 05, 7.14 Server 05, 7.14 Desktop OS5, 7.15 Server
05, 7.15 Desktop 05, 7.16 Server 05, 7.16 Desktop 05

¥ Description
Adaptive transport is a network-aware data transport engine that provides efficient, reliable, and
consistent congestion and flow contral.

By default, adaptive transport is disabled (Off) and TCP is used.

When set to Preferred, data transport takes place over a proprietary transport protocol, Enlightened
Data Transport (EDT), that is built on top of UDP, with automatic fallback to TCP. Additional
configuration is not required to optimize for LAN, WAN, or Internet conditions. Citrixd€™s transport
protocol responds to changing conditions.

Setting *Diagnostic mode *forces EDT on and disables fallback to TCP. Recommended for testing
purposes anly.

Mone of these settings affects other services that depend on UDP transport, such as UDP Audio and

Framehawk.
B HABREMNER

BERMBEERNEH, 1&7E Citrix Studio #i& HDX BERFHIKERIZE X,

NEEEERATBENEE

E10E UDP RS EEEETT, BETUTHS.

1 netstat -an | grep "1494|2598"

FEERRAT, BHRMTUTHT.

udp (0] 0 0.0.0.0:2598 0.0.0.0:%

w N =

udp 0] 0 :::1494 HHEE
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EDT MTU %3}

EDT ZRIRIEN BERESRAFREM (MTU), XEBETAR LM ATRER SBUERE FRRT AR SIEN EDT £
EEER.

RIFEK:

Linux VDA 2012
« iEATF Windows 9 Citrix Workspace R f#ERF 1911
Citrix ADC:

- 13.0.52.24
- 12.1.56.22

BB RIER ST

MREANEFIHT S HRAERZRFILIEE, WA LREESEHRNEENX EDT MTU, BXEAESR, BESHMIR
& CTX231821,

i

e g==N
= .

AMRFEFALESETENR, JRSHFBEENRERERS. Citrix TERIEFEIMRFERCHATES
MY AES IS LURR, EREMTRRIBST BN, EREIMRZAT, BEBHTED.

7£ VDA tEA%EA EDT MTU &I

ZINERT, EDT MTU XM FEARS.

« EEAEDT MTU X1, BFERAUTHSIEE MtuDiscovery iR, AR VDA, AE%% VDA
JERR:

Jopt/Citrix/VDA/bin/ctxreg create -k "HKLM\System\CurrentControlSet
\Control\Terminal Server\Wds\icawd"-t "REG_DWORD"-v "MtuDiscovery
"-d "Ox00000001"--force

o« BZMEDT MTU %3, EMIBR MtuDiscovery FMERME,

EHIE P LR EDT MTU 31

BILUETTE ICA XA MtuDiscovery 8%, E&F i LB EFHITS EDT MTU X3, ERALLIIE, &
£ Application BH FEBEUTHRES:

MtuDiscovery=0ff

BEHEALINEE, EM ICA Xk MtuDiscovery 88,
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BE:

ZFE1L ICA XHSEGEER, 157 VDA LB EDT MTU &3, Rk VDA LB EDT MTU &3, M ICA
XHESHTN.

ZEERER LHNBEEXERMEEER

August 8, 2022

ALUERUTHLREEXERESHEBEENMIZIZEERFR. ERREERFEMIEEEMEEES, 7
LR E S BN EIE REGF,

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"LogonDisplayString" -d "<text of custom logon banner message>" --
force

create -k "HKLM\System\CurrentControlSet\Control\Citrix" -t "REG_SZ" -v
"BackgroundImagePath" -d "<path to your custom logon screen
background image>" --force

E7£ SUSE 15.3 tfERZIN8E, #EM http://download.opensuse.org/distribution/leap/15.3/repo/oss/ &
#Zimlib2,
B

WNREA LogonDisplayString FMBEXERES, WBIABRT, BRREETSNER,

ERIENEERER

August 8, 2022

£ Linux VDA EMEH S HIHENERT, AIUEEREEER. IREET RNEER, WEEKIEERIFEE
HREAMHET—FIET. BRHEZEREHEERNEERT.

TRNETHBTIRETHE B RAVERRDI
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R $ER PN
LogNoHome EHRIAPSEAUESETERMNE create -k "HKLM\

HomeMountPoint

TempHomeDirectoryPath

RemoveHomeOnLogoff

ATERSE. BIMEN 1, RT=R.
MRBZEREN 0, WHEBTE
BEERNREER.

7£ Linux VDA L& BacihiEs =,
g0, MR /mnt/home B#H =,
MEBFRWEERA /mnt/home/
domain/<user_name>, R
HHSSENIRERNEFR EE R
o

£ Linux VDA LigEIfEE R,
WA EEE IR, BRINET
/tmpe SEMERMEUAT
HomeMountPoint, XRHRELK
MBI EHSATRANAER. BF
HiEEREBRA
/tmp/domain/user_id.

EHEEERAF T HEERMRIRE EE
FRo 1 RTR. 0 FTEo

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
LogNoHome"-d "0
x00000001"--force

create -k "HKLM\

System\
CurrentControlSet)\
Control\Citrix"-t "
REG_SzZ"-v "

II<A
directory where the
NFS share is to be
mounted>"--force

HomeMountPoint'"-d

create -k "HKLM\

System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_Sz"-v "

TempHomeDirectoryPath
"-d "</tmp by default
>"--force

create -k "HKLM\
System)\
CurrentControlSet)\
Control\Citrix"-t "
REG_DWORD"-v "
RemoveHomeOnLogoff"-d
"OXx00000000"--force

© 1999-2025 Cloud Software Group, Inc. All rights reserved.

337



Linux Virtual Delivery Agent 2206

RGN RAER

August 11,2022

&8 Linux VDA 7.13 i, Citrix MR Linux EEHRRNT TENARRFIE, FRENTEMFERED
TERN A fE A b ThRE.

e

£ Linux VDA 1.4 /1, Citrix 187 M ERFRHIELLEN BEFMIEHZ RN X,

{E/ Citrix Studio A& BIERF

A U QRS E BIEF A MEIIMA R FA &% Linux VDA ERENNBRERF. Z3i25%% Windows
VDA LZ=EMNRAEFRE M. BXiFMER, 5505 Citrix Virtual Apps and Desktops >zt (1RBERH Citrix
Virtual Apps and Desktops his) .

AR
o EERTARN, BHERNEEIGENSENNAEFRINBER.

¢ Linux VDA 1.4 REERAZFLAHNARERF, B2, Linux VDA RZFREEEMNARERZHAERD
HEN. ZFERIEE, HITZNENNBEFMSERZIEIR BRI TEH,

o BERTENAER, B77 StoreFront EERATEER, TEEARALTEARS. IREEBETIR
B “TWIMode=0ff" ZRZ&E, BEMRILIEE, MIFKEEBERA “TWIMode=0n", BNERETLER
HE AR RHE.

PRI

Linux VDA R NA P BaiE—MBEFNZ D H AL,
ENAEFSER, RERETNREFRES A IRTHEIET.

[SF3E=

ERMNAREFIRERINT A TEAR-:

o AEREKAFEL. BOMNLHFESIETRRSHIHER.
¢ AEBMELRBHNAREFREEONRS.
« B7%1 LibreOffice AR, REF— BN AREF 2R Citrix Studio £, AAXLENARZFH

Zi#iE,
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+ “Dolphin” ZXWEF QIS WEAGNAEFITERERER. EfALRE, HSEMULA https:
//wiki.archlinux.org/title/Qt 893,

Rendezvous V1

October 9, 2022

&/ Citrix Gateway AR5 B¢, Rendezvous il s iFmE4ed Citrix Cloud Connector, UEER£MEES
Citrix Cloud #=HIFm@E.

ERMERNREFTEER: 1) 54 VDA EMMNSIERENRE; 2) HDX &iFRE.

Rendezvous V1 #3F HDX &iFmg4ud Cloud Connector, BE{IER Cloud Connector RIBFRGE4IRE L
#17 VDA SEMAISIEARIE,

£

« £/ Citrix Workspace # Citrix Gateway BRSiA R 1E,
o %)@ Citrix DaaS (LLEI#RA Citrix Virtual Apps and Desktops BRS3)
+ Linux VDA kg7~ 2112 st E =R,

- hR# 2112 2365 HTTP RIEBEFRENRIKARES.
- hR7 2204 ZFEEARIEM SOCKS5 RIEFENRIKREAS.

« 1£ Citrix kB /S A Rendezvous Y. BXiFMMES, ESRE Rendezvous YIRS E,

o VDA https://*.nssvc.net AFHENIR, SEFEMEFEH. MRELTEBIZHAEREFH
FINBRE, ERXAERA https: //*.c.nssvc.netfMhttps://*.g.nssvc.net, XA
58, 1E5A Citrix Cloud >x#4 (#£ Virtual Apps and Desktops BR$5T7) B Internet iEZERE S
IR E CTX270584,

o EHIELER, Cloud Connector #713KEY VDA B9 FQDN, ESMIb B4R, EAuE=EH DNS #17: 5
Citrix DaaS$ izf2 PowerShell SDK, i&17&%< Set-BrokerSite -DnsResolutionEnabled

$true, & Citrix DaaS ixi2 PowerShell SDK BI¥4{= 8, 5208 SDK #1 AP,

RIEECE

VDA @it HTTP #1 SOCKS5 {1237 Rendezvous i,

RIPEEFM

7£ Rendezvous HERRER, EHEEUTER:
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 ZH5ARZERR HTTP RIEA SOCKSS 3,

s AXFFMIEEBRENNSE. BERE, WE VDA SMXRSZZEN ICA REFSRIZ8. BEHNE, SN, &
B,

o HTTP RIBEIFEAIIEM Kerberos SR IIEMMEIFETIHENN S ML, EERERSSH, hEs
HIIE A E=BER Kerberos i, Kerberos 2 Linux VDA X#Em—A%=,

=

AR

Z{E A Kerberos, S AANNRERSBOIERS EEZR (SPN), HISHS5/IER Active Directory
kP X Bt VDA BRI SEREMEI A HTTP/<proxyURL> 8 SPN, Ef{{#E URL 2M
Rendezvous RIEFEKIGETIOERN, WREAFCIE SPN, BHIIEEAK.

o YAIASZHER SOCKSS REBE#HITHMNIIE. MNREMA SOCKSS K1, BHEEFI, UEREMKARS L
BRE (EERPIEE) JUKRISHEIE,

« 2B SOCKS5 R #rild EDT #178EE W, x¥F HTTP RIB, 56EA TCP /EX ICA B9ERIHL

BEARE

Rendezvous %#5%E8E HTTP RIE, NRAEMERERBHARIE, NARFEE VDA L#HITHMAEE,

IFZEEAHE
EMEPERIFEARIER, ERE Rendezvous RIEECEIRE. BAZIKER, 5 VDA$EE HTTP g SOCKSS5 1

Bk, LT REEAME fli:

o REEMhYE: http://<URL or IP>:<port>=socks5://<URL or IP>:<port>

Rendezvous %3

MREHBAEER, BRBTISBRIIETIEEMEA Rendezvous:

1. £ VDA LEnhifs.
2. 87 /fopt/Citrix/VDA/bin/ctxquery -f iP,
3. R IERRE A

« TCP Rendezvous: TCP-TLS-CGP -ICA
« EDT Rendezvous: UDP - DTLS - CGP - ICA
« @2 Cloud Connector {{3#: TCP - PROXY - SSL - CGP - ICA % UDP - PROXY - DTLS - CGP - ICA
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e

MEEAT Rendezvous Bt VDA EiE#EAA Citrix Gateway RS, VDA ¥[EliE2i&@d Cloud Connector
I HDX =i,

Rendezvous 9T {FRIE

TEH#R T Rendezvous &R,

Citrix Cloud

BIRBS BT HRE.

1. E#13 Citrix Workspace.
2. 7z Citrix Workspace F#NER,
3. WMRFEAAH Active Directory, Citrix DaaS ¥/ Cloud Connector i@i&i&@id Active Directory 1%
BHITIIUE,
Citrix Workspace 27 Citrix DaaS F#IE &R,
M Citrix Workspace ®hi%#F#% 8, Citrix DaaS @ VDA RX—5HE, UENEANSTEMTFES,
Citrix Workspace # ICA Xt &ix26% Citrix Cloud 489 STA EIEHHE R,
I sUEEE Citrix Gateway RS, 21iiEIZEI VDA MZEIE, Citrix Cloud $3EZZEIE,
Citrix Gateway BR 55 35 £ #1& B % % % Cloud Connector, Cloud Connector faEE#EEF N Ren-
dezvous &%, Hi¥EE %% VDA,
9. VDA 115 Citrix Gateway lREMEZEERE.
10. R FEAE VDA 5 Citrix Gateway RSz el BigiEl%, VDA ¥i&id Cloud Connector RIBHERE,
11. Citrix Gateway fREEH=S VDA ZaEiE%,
12. VDA i@ Cloud Connector {&Eh Citrix DaaS WiEE ¥ ATk,
13. Citrix DaaS i&d Cloud Connector @ VDA %X IEHRES, XLEHEBEMNA,

© N o 0 ok
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Rendezvous V2

October 9, 2022

f# /4 Citrix Gateway AR5 B¢, Rendezvous il s iFimELed Citrix Cloud Connector, UEER£MEZEE
Citrix Cloud #=HIFm®E.

ARMEBFESEEE: 1) 154 VDA TMASIERENARE; 2) HDX 2iERE,
Rendezvous V1 43 HDX £iEmg2453 Cloud Connector, BE{AEK Cloud Connector {IBFFEISHIRE L
#17 VDA SFMFSIERIE,

TR T ARE AD EAHHENMRIMNERITENIE Rendezvous V2 58 &FEMZSIE Linux VDA BB &ER, %t
FRMAERITEN, Rendezvous V2 #iF HDX sigflissliigssd Cloud Connector,

2K

{#F Rendezvous V2 HIERZ:

« {E/ Citrix Workspace #0 Citrix Gateway RS iA1R1F 15,
o #HE@E: Citrix DaaS (LLEi#RA Citrix Virtual Apps and Desktops BRs3)
o VDA hix#s 2201 S FE S hR s,

- hR# 2204 2 HTTP #1 SOCKS5 RIBFr R RARAR A,

« 1£ Citrix kB /E A Rendezvous hi¥e. BEXiFMESR, BB Rendezvous MY EIRIEE,

o VDA %3¢ https://*.nssvc.net BHHENR, SIEHRE T, NRELTLESZAIGHE TR
FINBRE, BEXAFERA https://*.c.nssvc.netfMhttps://*.g.nssvc.net, BXFA
&8, 5207 Citrix Cloud xx#4 (7 Virtual Apps and Desktops BR$3 T 7) B Internet i Z5REBHFNH
IR E CTX270584,

o VDA A REmSIE RS _E SR BRI L :

- £ TCP 443 £, AF TCP Rendezvous,
- £ UDP 443 £, BT EDT Rendezvous,

RIZECE

1EF Rendezvous BY, VDA ZiFEdRBEREHIREN HDX KIERE, RMELANRENERINFESZEIAR,
ALEFHESE,

EHREREEEEM

o XZFHTTP 3%,
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o REFHUEEMRENINRSE, BEEGIS, UE VDA M Citrix Cloud iZHIFEZ BREGIRERIWI=EH. BER
BE, BN, EE/HEW.

o AEEFRIBSHIOIUE,
s ZAKIRERENE, BRIOTAHARREIME:
/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\

VirtualDesktopAgent" -t "REG_SZ" -v "ProxySettings" -d "http
://<URL or IP>:<port>" --force

HDX 2N IEEM

o ¥ HTTP #1 SOCKS5 i,
« EDT R&E5 SOCKS5 RE—EERA.
« B HDX REEENRIE, 1EEM Rendezvous IRA BRI E,

o ALFIBERENNE, REFIS, UE VDA M Citrix Cloud £ FEZ B HDX RERRWI=EH. @S
HIE, BN, EER/HRW.

o HTTP RIBEIFERINEHM Kerberos BHEIEMMGEIFETIHENNEMHINIE, EEINRERSSEH, hEE
BRI A ES BEhER Kerberos i, Kerberos 2 Linux VDA M —7A5 5%,

=

AR

ZE A Kerberos, #MAREIRSSIOIERS EEKZR (SPN), HIEES5/KEM Active Directory
P xBt, VDA TR RIENEMENA HTTP/<proxyURL> #9 SPN, Ed{#E URL 2M
Rendezvous {IEHEKIEE TR, MEAREE SPN, BHIIERFEK,

o YHAIRZHFER SOCKSS REBE#HITHNINIE. MNREM SOCKSS A1, BAEREFI, UEREMKIRS L
BRE (TEERPIERE) AJUSI BRI,

+ 2B SOCKS5 RiExz#pilid EDT #17#iEE R, XtF HTTP K32, &R TCP £ ICA BEHE Y.
BANE

Rendezvous %#5%&EA HTTP I, MREMLEHEABEANE, WAFERE VDA L#iTHMEE.

in{IEtE Rendezvous V2

TEHEEEMIFEDEE Rendezvous HIFE:

1. BHRERERFTE 2R

2. REVDA G, BITUTe<LUKEPIREEMRD:
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/opt/Citrix/VDA/bin/ctxreg create -k "HKLM\Software\Citrix\
VirtualDesktopAgent" -t "REG_DWORD" -v "GctRegistration" -d "0
x00000001" --force

3. E#REzN VDA itEH.
4. B Citrix SRERHERIBINE LK.

+ ¥ Rendezvous iV ig &gl fiF.
o ESHIEMRIGE Citrix BT IER, ZFEBEBTEERA Rendezvous BIitH &,
o iEHER Citrix SRIEEG ERNMAR, URBSEMEE,

Rendezvous I&3iF

BREJEZTIEEMEA Rendezvous hiY, EELEHETT /opt/Citrix/VDA/bin/ctxquery -f

BB R IR LAY

« TCP Rendezvous: TCP-TLS-CGP-ICA
« EDT Rendezvous: UDP -DTLS - CGP - ICA
« @2 Cloud Connector {#2: TCP - PROXY - SSL - CGP - ICA 5% UDP - PROXY - DTLS - CGP - ICA

WRIFEMHE Rendezvous V2, thiXiraEEx 2.0,
'

WMERBAT Rendezvous B VDA TixE#EiH1A Citrix Gateway BRs3, VDA #[@iEE#@id Cloud Connector
IE HDX =i,

A DTLS RIFAP AR E

August 11, 2022

M T7.18 hr7#2, DTLS MEZER—MeR2FNINEE. BINERT, ttIse?E VDA LR TFRARS. BXIFHAER,
BERCRELZ 2.

BF DTLS m#
WirRENERESERA

7z Citrix Studio /1, I0iif HDX BEM(FHEKIEENERTERZISMTIEN.
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7z Linux VDA =/ SSL =
7£ Linux VDA t, &£F [opt/Citrix/VDA/sbin £# enable_vdassl.sh TEAER &XA) SSLMNE, &
XTEFAAMERIES, EE1T /opt/Citrix/VDA/sbin/enable_vdassl.sh -h#&%,

AR

487, Linux VDA %#% DTLS 1.0 #1 DTLS 1.2, DTLS 1.2 %% Citrix Receiver for Windows 4.12 538
F Windows & Citrix Workspace M A 2R 1808 X EE R4S, REME iR Z#F DTLS 1.0 (40,
Citrix Receiver for Windows 4.11) , &1/ enable_vdassl.sh THEJ¥% SSLMinVersioni&&
TLS_1.0, % SSLCipherSuitei&&H COM g ALL,

£ TLS RIFAFRIER SR

August 11,2022

Bhi7s 7.16 #2, Linux VDA A FRIFAFPRIERSM TLS &, BIAERT, TLS MBELFREARS.

BR TLS m#%

EEARATRIFBFP2IEL LK TLS 0%, 357 Linux VDA #1 Delivery Controller (Controller) EREFHBHE
F TLS m#,

7Z Linux VDA Lt&R&5H

FREX PEM A BVARSS 2EHH CRT BIUAMRIER. RS[IEFEEUTED !

o B
o RINZEBFLA
o FRENEHR (FIik)

RS BRIEH G
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MIIDTTCCAragAWIBAgIJALTuncpigGXCMAOGCSGGSIb3DQEBBQUAMGEXCZAIBONV

BAYTATVLMRIWEAYDVQQIEW]DYWLicmIKZ2UXEAQBGNVBACTCUNhbWIVAXIUZTEY

MB IGALUEChMLQ210cm14IFR1C 3QXG] MNpAH!

MB 4XDTA4MDKZMDEWNTK1M10XDTI4MDKYNTEWNTK1M10WGYOXCZAIBONVBAYTATVL

MR IWEAYDVQQIEW1DYWL1cm1KZ2UXE JAQB gNVBACTCUNhbWIVAXJUZTEUMBIGALUE

ChMLQ210cm14IFR1C3QXGZAZBGNVBASTEIN1cnZ1CiBDZXI0aWZpY2FOZTEGMBAG

ALUEAXMXY 2EWMDETC2MWMDEUY210cm10ZSSu. IKo: NAQEBBQAD

gYOAMIGIAOGBALCTTOGXC Vb IOLOF66XgOSgkNeIGKVP+37pSKVEB66TWCVZr6p9.
©72Fa+90CCT2X/Ue274NXFCg4TqGRDSEWL3YXMECOYBF7L6PST SCONNBPLGSTIH

4XOPIXUeaWdMVK/3PVyFhHKs4F28yy1 MBAAG]

'9QUrLidzYot+CUXShOXMFp1M+/08yOw

9ZKGALUAIWSBKTCBjOAUSSKNLEPIOCVhcOss1s1seDQwGsKha6RpMGCXCZAIBONY

BAYTATVLMRIWEAYDVQQIEW1DYW11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEU

MB IGALUEChMLQ210cm14IFR1C3QXG] MNpAH:

9ggkAy8nC8dcB32EWEQYIY: qG!

ADSaxBYHWIXJCIZNt2zdXnbp200yUToWE1BwQe /9cGaP6CpjoxI7FJa2/8IpaT6s

Ve 1BULSEYY1GKCGCWO3pC7SPKqbSPGBRT 5/dygb+geFk1Q7KyVbuOIjotr 3pkxae

b6CFITNLUGHUrWF610r8722byz3P1 IX+HEWE1j0j824K

MIICXgIBAAKBGQCWKOZNCXIr2yNCOBeusYDUYIDXiB11T/t+6Ui1fAeupvglce+q
fbeghwvvaAnH9s f7ntu+DVXXIOH6hKQ7KXMNA2MTOg] sgX+y+qbK7AgzZwWT9avEy
R+MaDyF1Hm1UDFZP9Z1cn4RYrOHS /Ms tSOFQS11R4CPTBUNGAtZYCLEYZWIDAQAS
A0GBAKWBgZu/bK18edgBSYPYU7d11BX89T0s4b/aPjM+IDM) XbENOGRSPO24pIEA
FTtUC9+iL8MEroLUbS1cCXjSIFC+CXgIVVaNaBEEKKB]7350CUERGSX0Yb/1Adck/
FXZUOtqytUe/KHgcSgj tirseqLIqMm+yxzBAatVRTTZGAwAhAKEA311KRZINSuZ
Enmi 2RTI3ngBhBP/S3GEbYIFKSDSN2R190+00EPXCTVVPSNe8Q0ZUpshbj FEPHOC
ykZ6UassFwIBAMtISyPnV9ewPzJ0aNjZIJCMENXDChS1xXiJ1yzv+Qmr8RuQzIPV
fIenmTrfZ+Wo4DaKg+8ar20vOnKFOHFAMDECQQDEWR1HECE3WyCFN1Uu942MIXKhR
GVSPR7+b///VLENWWY3CWPVINSDTPL+wuDKIZINCVRte19M1aMTY s 3aTNVAKEA
Qy532ZcbBNrYzMbV0323ju7ZPISNhTGO1XDIZMSLLPTGPNLN34bOK3STCr8L42E

uQj tTqRm+wdsrVF31FazkQ: TdXIfHYOIYv+3TezhQY6

3 TagHS 9TCH 2;

MIIDGTCC TIAMY. AIBGNV'

BAYTATVLMRIWEAYDVQQIEW1DYWL11cm1KZ2UXEJAQBGNVBACTCUNhDWIVAXIUZTEY

MBIGALUEChMLQ210cm14IFR1C 3QXG NPGH.
MB4XDT TI4MDKYNTE
£3 AQBGNVBAGTCUNNDWIyaWRNZTESMBAGA JQ2F tYmo1cms IMRQWEGYDVQQK

EwtDaXRyaXggVGVzdDEaMBgGALUEAXMRY 2EWMDEUY210Cm]02S SuZXQWgZ8wDQY

KoZIhve YOAMIG! 703 ionr

2zhsc 1C60B712L: 12CFKHN32G)17p89pdy jketiMsTvedw

acogryvD+fNNSVIjunTbaCywvtALjmFSFMHeZIXVSckrpEhnkonkMs16tcrya/K/

05512VI3AQMBAAG! g

0cVhcOss1515eDQWGS IwgZKGALUAIWSBKTCB j 0OAUSSKNLEPIOCVhcOss1s1seDQw

AJBGNVBAYTATVLMR! IEWIDYW1icm1kZ2UXEJAQBONV

BACTCUNhbWIVAXIUZTEUMBIGAIUEChMLQ210cm14IFRC3QXGIAYBGNVBAMT EWND

MDAXLMNpAH. 8dcB32EWDQYIKOZ: QADQYEATZ4Z
9gXLLXF12RNgh/awtsbd41ugv8BIKASg5zhNAT TiXbzz8C13ec53Fb6nigMwe 5T11

UNCLXWNXRU1D400TESLXIACUNH3I94yx0gujKSOSBN 2135 ZTvFBB32Rmr SDBYIg

UMKORN/hdqM1cgpe SWO6as6+HN4WUOT +h ETUMME=
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BH TLS e

7£ Linux VDA EEE TLS i1 £ Linux VDA £, £/ Jopt/Citrix/VDA/sbin B4 enable_vdassl
ShHEER 2R TLS T, BXMAPaBArERNER, 5817 /opt/Citrix/VDA/sbin/
enable_vdassl.sh -help &%,

root@1xul8e4: ~# Jopt/Citrix/VDA/sbin/enable_vdassl.sh

===Enable/Disable SSL on Linux VDAs==

To enable SSL, a certificate file must be specified, otherwise the local certificate file under
/etc/xdl/.sslkeystore/ is used, If the local certificate file does not exist, the command
fails. You can specify the SSL port number, version and cipher suite, otherwise, their default
values are used!

Usage: enable_vdassl.sh -Disable
Disable Linux VDA SSL.

Usage: enable_vdassl.sh -Enable [-Certificate <CERT-FILE>] [-SSLPort <SSL-PORT-NUMBER>]
[-SSLMinVersion <SSL-MIN-VERSION>] [-SSLCipherSuite <SSL-CIPHER-SUITE>]
Enable Linux VDA SSL.

Options:
-Certificate <CERT-FILE>
Specify a certificate file, where <CERT-FILE> must include the full file path. Only cne format
is currently supported, that is PEM.

-RootCertificate <ROOT-CERT-FILE>
Specify a root certificate file, where <ROOT-CERT-FILE> must include the full file path, The root certificate will be put in the local keystore(under /etc/xdl/.sslkeystore/cacerts).

-S5LPort <SSL-PORT-NUMBER>
Specify an SSL port number. Unless otherwise specified, the default port 443 used.

-SSIMinVersion <TLS_1.@1TLS_1.11TLS_1.21TLS_1.3>
Specify SSL version. Unless otherwise specified, the defoult volue TLS_1.2 is used.

-SSLCipherSuite <GOVICOMIALL>
Specify an 55L Cipher suite. Unless otherwise specified, the defoult value GOV is used.

Examples:
enable-vdassl.sh -Enable -Certificate "/home/cert@d1.pem”
Enable Linux VDA SSL using Certificate cert@@l.pem.

enable-vdassl.sh -Enable -RootCertificate "/home/root(R.cer”
Enable Linux VDA SSL using Root Certificate root(R.cer with local certificateunder /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -SSLPort 445
Enable Linux VDA SSL on port 445 using local certificate(under /etc/xdl/.sslkeystore).

enable-vdassl.sh -Enable -Certificate "/home/cert@@l.pem” -SSLPort 445
Enable Linux VDA SSL using Certificate cert@@l.pem on port 445, with default SSLMinVersion and SSLCipherSuite.

enable-vdassl.sh -Enable -Certificate "/home/cert®@l.pem” -S5LPort 445 -SSLMinVersion "TLS_1.2"
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and default SSLCipherSuite..

enable-vdassl.sh -Enable -Certificate "/home/cert®dl.pem” -SSLPort 445 -SSLMinVersion "TLS_1.2" -SSLCipherSuite "GOV
Enable Linux VDA SSL using Certificate cert®@l.pem on port 445 with SSLMinVersion TLS_1.2 and SSLCipherSuite GOV.

B BAESES Linux VDA IRER L RERS[IER, URBAEES Linux VDA [RE[MNEF N - RERIE
Fs
7z Controller t=/E TLS %

EE:

REEEANRZMNARA TLS E. FeABENBREFBA TLS mE,

7£ Controller £#9 PowerShell &0, RIAFIETUTHS U BRI (GARBA TLS &,

1. Add-PSSnapin citrix.x*
2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $true

AR

ER ICA2EXHFRES VDAFQDN, X7 iz T Set-BrokerSite -DnsResolutionEnabled
Strue &<, %S EA DNS i, MRZAT DNS 7, ICASEXHSET VDA IP i, #HXh5
TLS #BxpmE (a0 SSLProxyHost #1 UDPDTLSPort) 2 FQDN,
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E7f Controller £2/ TLS %, BERIAFETUTHS:

1. Add-PSSnapin citrix.x*

2. Get-BrokerAccessPolicyRule -DesktopGroupName 'GROUPNAME'| Set-
BrokerAccessPolicyRule -HdxSslEnabled $false

3. Set-BrokerSite -DnsResolutionEnabled $false

BPEHEER

SR BRI EAHNEESIEN, BRATF Windows 8 Citrix Workspace R BEFHAIRESH I FEMN “TEOEIER
BIHIAE” $EIR:

Desktop Viewer o

requested address).

@ The connection to 'u failed with status (Can't assign

oK
7% | hosts SXUERM—N&E, £BTF:
<IP address of the Linux VDA> <FQDN of the Linux VDA>

7£ Windows i+ &M £, hosts @& TF C: \Windows\System32\drivers\etc\hosts &,

=IEA Sl

August 11,2022
Citrix B RIETFMETIRES I NFIEZF Linux F&, RIEFFTEMERINER TLTFERRS.

RNEA MR EML BT TEEINERE ICA 21F, AXSEAEMFAEER, FEAEF B EMMEENZIER]
S

AR RINEAT, BERETREERCRANSIERAXAHIE. HFR2EE, BRNEWEEH TLS mME. FX
TLS m=EIFAER, BESRERA TLS ®RIFBFSEZ S,
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&

Citrix Studio FHEIRISE

BJLA7E Citrix Studio RARIERI ML E LT HREE:

o DIEAISEMER
o RIEAISEMEN
« REAEMROS
o EimiEE Ul BBRELRS!
BEXFAGER, BERSEARERBRENE P i B o EmEERKRILE,

AR RESIENREEERNZIETRERO SKREG, SRILINFERHREE0 VDA IRSH HDX RSS, UEIREEM.

Linux VDA L8988

- BRIZASIETSES TCP (il

FINBERT, EiwO 2598 EEAMMIA=IEA M TCP fifss. BRAZMAEE, BETUTHES.

/opt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000000"

AR BENBR HDX RS UEREEN. BA TCP S FaEASETES. Mu@IEMmirss (f/50 SSL)
RERIEUVEM, fREEIRIENREERRIRERAT %8k

ERILEAUTaHLRESETEERAS (KOS 2599 A6,

Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\
CurrentControlSet\Control\Citrix\WinStations\cgp" -v  "PortNumber"
-d "2599"

FE: EEHMB HDX RS UEIRBEEK. NRE Citrix Studio FiBIHERIEBIRE TIROS, WFREE Linux
VDA ERVIRE. R VDA LRI AEERENFRILETIREROGRMNERE,

« IRSBBEIFF IRREDERRSH E)EFR

RIFERRBERESD (B0, RBERIFBHHFREN) B, B Linux VDA 5EFIRZBIREREESIRSHER.
REESRSHBATRNEFARESMHAME. MREFWIEMAE, WEERE, BIFFREMER. RER
EMRBREEDRSHE ZEIERNTN . MABRTREELIRE, EXNEH#ITERE, HETUTHL (L1077
5o
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Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpServerToClientKeepAlive"
-d "10" --force

o B IREIIRSS SR RFDE RS E)E R
LG BIEEM ICA B iHAZES Linux VDA BAESBREEEIRSE B ZEEMRHMT . RINERTREELIEE, E
WHEHITEE, BETUTa< (L 10 BAfl).

Jopt/Citrix/VDA/bin/ctxreg create -k "HKEY_LOCAL_MACHINE\SOFTWARE\
Citrix\XTEConfig" -t "REG_DWORD" -v "CgpClientToServerKeepAlive"
-d "10" --force

HEHER

BEREREBASENELE, TERHRIE.

ERRRIEERLR, EHITAUTHRIE:
1. 7z Citrix Studio FiEd SRR BERARIFEAIRMLE, BESURILITFERF5) VDA BRSH HDX BRS.
2. ZVDA t, BITUTa<UEIERETSEY TCP A2 ETIETT (BU%0O 2598 Jufl),

netstat -an | grep 2598

IRSEAT RO L3%HE TCP (00R8s, BT T < B A0S,
Jopt/Citrix/VDA/bin/ctxreg update -k "HKEY_LOCAL_MACHINE\SYSTEM\

CurrentControlSet\Control\Citrix\WinStations\cgp" -v "
fEnableWinStation" -d "Ox00000001"

USB £EM

September 23,2024

USB 1&#&7z Citrix Workspace AR5 Linux VDA SEZEIHRE, § USB REEEMIKERS, ERIUGER
ZHERRRY USB IR & BB IZIR &

e
LMLZIERET 100 ZF0BY, FHATEINER USB EEM, HMLKLIERET 200 ZFfET, 57ER USB EE M.
USBEERas=1TEH@mMIIEE:

o FHRIESEAE (VHCI)
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« VHCI BRS5
+ USB k%3

FFiE VHCI:

X& USB EEMINAERE T ET IP MEER USB IREHZRSL. EME Linux RIZIREFM—LA P EEL
B, XLEEEEE R LS NAIREIE FFIE 5 LIIRERFRA USB #dE. 7£ Linux VDA SE3iH, Citrix EA VHCI B9RZIRE)
. 18R, Linux VDA 5 Citrix Workspace 2R 2 [B#9FrH USB #uiBEia#ii &z Citrix ICA thiX#a
o

VHCI iR
VHCI fR% 2 Citrix {2 8B3R5 VHCI AZiEHuEENARRS. RS VHCI 5 Citrix USB BRS Z EHIM %,
USB AR5

USB BRSSRFEIE USB i&& ERIFRE BN SR EmAY Citrix iR,

USB EERMITIEA

BEBRT, MR USBRERNEERE Linux VDA, 27ERS /dev BEFRIB— M HZMEET R, BR, EE
mBREENFEIATFERDR Linux VDA 215, USB RERBTREFARERER, BELREREIHRNER
1B, MNRHKRIBMIENERF, &R Linux VDA 2IFTEERAEEMR USB 8%, AR USB R&RIEEML, BR
EIRhizFH EMIEE RS,

Linux VDA X #F—4AlEERERFHHIMEFIHEER USB &%,

X#5H9 USB &

THREEBEMIAZHIFL Linux VDA irZds, AJEEFEREMIEE, EXBEEIMNER:
AE:

Linux VDA 1X3#F USB 2.0 %

USB XA EFEigE VID:PID XH RS
Netac Technology Co., 0dd8:173c FAT32
Ltd

Kingston Datatraveler  0951:1625 FAT32
101 IT

Kingston Datatraveler  1567:8902 FAT32
GT101 G2
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USB KRB EF#ILE VID:PID XHRRE
SanDisk SDCZ80 flash 0781:5580 FAT32
drive

WD HDD 1058:10B8 FAT32
USB 3D & VID:PID

3DConnexion SpaceMouse Pro 046d: c62b

USB 13#&1X VID:PID

Epson Perfection V330 photo 04B8: 0142

iE USB EEM

B Citrix REEIZFIR TR ARNER USB REEE M.
Linux VDA EB2& USB EEMAY, 1EECE LA T SRESFALN :

« BPiH USB RS EEMERK
« BPFim USB ig&EE RN

BAUSBEEH

EATLUER Delivery Controller SREIEEIREHE, A

7 Citrix Studio #1, BA (HEAH) 5FFHZEN USB REEER ((RFEEIEMEEN).

TR BEIEES:

1. EEAW.
2. BEWHE,
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Client USB device redirection

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop QS, 7.1
Server OS, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

® Allowed
Client USB devices can be mapped, if specified elsewhere

) Prohibited
No client USB devices will be mapped
¥ Details and related settings
Enables or disables redirection of USB devices to and from the client (workstation hosts only).

Related Settings: Client USB device redirection rules

%E USB EE @M

B USB Exm&EeEfE, A Citrix Studio RBEEMMN, FERIEBEAW (FUEL) 7£ Linux VDA LERHL
8’

EEF I USB iREEE @AM XIEED:

1. BEHEIERANEEEAN, HBEEREBOTHENN,
2. gl (4REE) MG, RERE.
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Client USB device redirection rules

Applies to: Virtual Delivery Agent: 5.0, 5.5, 5.6 Feature Pack 1, 7.0 Server OS, 7.0 Desktop OS, 7.1
Server OS5, 7.1 Desktop OS, 7.5 Server OS, 7.5 Desktop OS

Values:

Allow: #all ok

[ New ][ Edit ” Delete Move Up | Move Down

CJ Use default value:

¥ Details and related settings

Lists redirection rules for USE devices. -

BEXNMAEEER USBEE@MEMER, E2H Citrix Generic USB Redirection Configuration Guide
(Citrix @M USB EE M EER)) .

1 VHCI izt

USB EEm#k#tF VHCI miziEk (usb-vhci-hcd.ko # usb-vhci-iocif.ko), XERRDEHE
Linux VDA &1ThR (fE/9 RPM B8 —&85) . ENMRIEIEIE Linux RITRAZHITRIE, BRTER:

S Linux Z17hR AR
Amazon Linux 2 4.14.268-205
Debian 11.3 5.10.0-10
Debian 10.9 4.19.0-19
RHEL 8.x 4.18.0-240
RHEL 7.9, Cent0S 7.9 3.10.0-1160
SUSE 15 5.3.18
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T Linux &1THR AiZhi s

Ubuntu 20.04 5.4.0-81

Ubuntu 18.04 4,15.0-154
B5E:

MRENITENRZS A Linux VDA ZHIREIEF R RS, USB IRSEIRETER. EXMERT, N
g2 B S VHCI RIZERE, FaefeA USB EEmIIAE.
HINEHMMIZS Citrix MERNERET—H

FEmL1T L, BITUTHLKBIARNZRE B

insmod /opt/Citrix/VDA/1lib64/usb-vhci-hcd.ko

NRepLITITRTY, MRZESRERINME, BiAS Citrix REER—K,

poe ol

MRGBLETEETRER, WARS Citrix BRF—5, SMEHHE,

i

EE VHCI ZER

MNRENRIZIRRS Citrix BARET—3, BRITUTIRE:
1. M Citrix T#iuE= T# LVDA B3, #%#F Linux Virtual Delivery Agent (sources) 2543 B9,

2. $ZE citrix-linux-vda-sources.zip . £f1Zl linux-vda-sources/vhci-hcd-1.15.zip, SA/GEHA
unzip vhci-hcd-1.15. z1p &< VHCI R,

3. MIRRET Linux VDA RHE, RAEETUTHLZ—!:
» sudo bash ctxusbcfg.sh dkms
EALH<, ERIUERRERIZIEIRZ 1 (DKMS) 27k EE VHCI Wiz, DKMS &R F SUSE.

==
AR

sudo bash ctxusbcfg.sh dkms &< =E &K VDA £2% kernel-devel #l
DKMS #2F. £ RHEL #1 CentOS t &R &R FH, &< A1E VDA LREH B Extra Packages
for Enterprise Linux (EPEL) 7#fi#R

LEHITERRZAR (10, MhRZE 4.x.y FHEEIRRZS 5.x.y) BF, DKMS aTgexsiE VHCI A
#ZigER (usb-vhci-hcd.ko#lusb-vhci-iocif.ko). @M% DKMS %k, EHFRIE
7 sudo bash ctxusbcfg.sh dkms,
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« sudo bash ctxusbcfg.sh build

tEEp L TERER DKMS EImpIER T =R VHCI RiZER,

fi#R USB EEM AR

EIRIBEATPRE SFEREEREA Linux VDA BYE]AEB R & Fhin) T,

TEHHEBERR USB #iE

Linux VDA fEEEPREEM Citrix Workspace AR EEMMFAA USB i, URERREMEEREBIHNE

ERNigE. Hit, EREEFRABEENREEHIESE.
r . |

Unable to unmount sda

umount: /media/ctx/sda: umount failed: Operation not permitted

OK

fZIEEE M USB BN XHEX

snREA Citrix Workspace AR T A IZAEIEEER USB #ii, EEME HENHCBRNXHRIESE
Ko HILAFAZRNERFHIRTAXERRN, RAEXGRADEHRNFET. BEARSAEEELS., NREA
Citrix Workspace A#FHITAZFILEER, WEBHNEFHERMNERE, MMSBEIERK. AT AR
A, ERELRIGER sync ss SR IIERIMERE, AREBFLE USBEER.

F ]

userl@rhel7dworlk:~ - o x

File Edit View Search Terminal Help

[userl@rhel7dwork ~]1%
[userl@rhel7dwork ~]% sync
[userl@rhel74dwork ~1%
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Citrix Workspace M BEFHN T EEZDTLIES
B8, ERIEETAFE Citrix Workspace MAEFHNTAZHEETIHILE, XX TEGHT USBEER, NRB
Fin@, ERIETFEIM:

« RIEEEENAITF USB EER
o ARRRRSEHAZRS

e | =y By p - P .

Home Ctri+Alt+Del Preferences evices Full-screen Disconnect Shortcuts

REEMEEEAT Linux 89 Citrix Workspace M AEFHARA A,

% USB ig &7z Citrix Workspace BEZFHNTAEZHER, BXLGEEHIIEZHRIEREN, EEMARK

HILLRIERAY, ERITIATIRIE:
o E2E Linux VDA F=ELUBBAEE M.

o WEEE & Citrix Workspace R A2 FHEMRFPEE TEMHMERREG, BREIMRBEHH
DeviceRules, LIFa{RIIGERIEAIFIIZIEE:

HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Citrix\ICA Client\GenericUSB

USB REEMMNEER, BEEESIETEA

BEBELT, REEEAZZFN USB ig&E. HMSETEtaEEmENER Linux VDA £iE, WFEIMEERIE
&, MRERS [dev BEFRIBAFPAENT SR, B2, AREEAIURNERSERRMEFNRERE. NRE
RIAE (BIEAN) MEMEETERE, ERZSERNERZIRE HRE,

AR

sF USB Ixzp28, Linux VDA REEEMEHHE. AR (BNRLEENEE) THRNTEFHEMEERRH

iz, RESTERZFEETIRPHNIZEFTEFEXMIE R,

EiEE SDK (3L3414)

August 8, 2022
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EBNEMTF Linux VDA ME#EEREH A TEE (SDK), B RS ER VDA LiE1THRS BIBNARERF. BXiF
MEE, E2F Citrix Virtual Channel SDK for the Linux VDA G&RTF Linux VDA B Citrix @& SDK) X
[=1

mEr Linux VDA B9 Citrix gE3bli@iE SDK s M Citrix Virtual Apps and Desktops FEHTE# 1T FH. BHIEMNAR
Z#9 VDA Citrix Virtual Apps and Desktops F & HAHFLUARETHM Linux VDA,


https://developer-docs.citrix.com/projects/citrix-virtual-channel-sdk-for-linux-vda/en/latest/
https://www.citrix.com/downloads/citrix-virtual-apps-and-desktops/
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